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Prevent JITServer buffer overrun #23793

§~ Merged dsouzai merged 1 commit into eclipse-openj9:master from

mpirvu:jitserver-overrun-fix (0} 2 weeks ago

0 Conversation = -0- Commits 1 [Fl Checks Files changed

i Contributor
’ mpirvu commented 2 weeks ago

When JITServer does not use TLS encryption for
communication an attacker may craft a TCP message
that could cause the JITServer to crash.

Link to description of the problem:

https://github.com/eclipse-openj9/openj9/security/advisories/GHSA-g393-vr4c-969r

This PR adds a buffer bounds check to prevent the crash.

-O- ’ Prevent JITServer buffer overrun v/ ¢5396b2

O ’ mpirvu added the @IUIsBISEUEY label 2 weeks ago
B ’ mpirvu added this to JIT as a Service 2 weeks ago
B github-project-automation Bot  moved this to In progress in JIT as a Service 2 weeks ago

. Contributor | | Author
mpirvu commented 2 weeks ago

@dsouzai PLease review/merge. Thanks
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dsouzai approved these changes 2 weeks ago

View reviewed changes

K ‘ dsouzai self-assigned this 2 weeks ago

. Contributor
dsouzai commented 2 weeks ago

jenkins test sanity.functional xlinuxjit jdk21

@ @ dsouzai merged commit 774e44@ into eclipse-openj9:master 2 weeks ago View details
6 checks passed

B github-project-automation  Bot moved this from In progress to Done in JIT as a Service
2 weeks ago

2 ‘ dsouzai mentioned this pull request 2 weeks ago
(0.59) Prevent JITServer buffer overrun #23801

" § Merged )

I[NV R {e]d{ (=9 tO join this conversation on GitHub. Already have an account? Sign in to comment

Reviewers

‘ dsouzai v

Assignees

‘ dsouzai

Labels

comp:jitserver

Projects

ﬂa JIT as a Service
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Status: Done

Milestone

No milestone

Development

Successfully merging this pull request may close these issues.

None yet

2 participants
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