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Vv backend/handlers/assets.go

1 @@ -144,13 +144,21 @@ func (h AssetsHandler) GetNoteAssetContentByID(
144 144 }
145 145 return &huma.StreamResponse{
146 146 Body: func(ctx huma.Context) {
147 - ctx.SetHeader ("Content-Type", info.MimeType)
147 + ctx.SetHeader ("X-Content-Type-Options", "nosniff")
148 + if info.MimeType == "" || info.MimeType == "text/html" ||
info.MimeType == "image/svg+xml" {
149 + ctx.SetHeader ("Content-Type", "application/octet-stream")
150 + ctx.SetHeader (
151 + "Content-Disposition",
152 + fmt.Sprintf("attachment; filename=\"%s\"", asset.Name))
fiSSh + } else {
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(backend) prevent XSS attack from opening attachment - enchant97/note-mark@6bb6284 - GitHub
ctx.SetHeader ("Content-Type", info.MimeType)
ctx.SetHeader (
"Content-Disposition",

fmt.Sprintf("inline; filename=\"%s\"", asset.Name))

ctx.SetHeader (
"Last-Modified",
core.TimeIntoHTTPFormat(info.LastModified))
ctx.SetHeader (
"Content-Disposition",
fmt.Sprintf("inline; filename=\"%s\"", asset.Name))
writer := ctx.BodyWriter()
io.Copy(writer, stream)

stream.Close()
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