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(backend) prevent CWE-208 for internal login

fixes GHSA-w6m9-39cv-2fwp.
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2 files changed +9 -2 lines changed Top

@@ -33,6 +33,8 @@ type User struct {

33 33 OidcRegistrations []OidcUser `gorm:"foreignKey:UserID" 

json:"oidcRegistrations,omitempty"`

34 34 }

35 35

36 var nullPasswordHash, _ = bcrypt.GenerateFromPassword([]byte("null"), 

bcrypt.DefaultCost)

+

37 +

36 38 func (u *User) SetPassword(newPlainPassword string) {

backend/db/models.go
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Comments 0

37 39 hashedPw, err := bcrypt.GenerateFromPassword([]byte(newPlainPassword), 

bcrypt.DefaultCost)

38 40 if err != nil {

@@ -42,10 +44,14 @@ func (u *User) SetPassword(newPlainPassword string) {

42 44 }

43 45

44 46 func (u *User) IsPasswordMatch(plainPassword string) bool {

47 var current []byte+

45 48 if len(u.Password) == 0 {

46 return false-

49 // prevent CWE-208+

50 current = nullPasswordHash+

51 } else {+

52 current = u.Password+

47 53 }

48 if err := bcrypt.CompareHashAndPassword(u.Password, []byte(plainPassword)); 

err == nil {

-

54 if err := bcrypt.CompareHashAndPassword(current, []byte(plainPassword)); err 

== nil {

+

49 55 return true

50 56 }

51 57 return false

@@ -29,6 +29,7 @@ func (s AuthService) GetAccessToken(

29 29 if err := db.DB.

30 30 First(&user, "username = ?", username).

31 31 Select("id", "password").Error; err != nil {

32 user.IsPasswordMatch(password) // prevent CWE-208+

32 33 return core.AccessToken{}, InvalidCredentialsError

33 34 }

34 35

backend/services/auth.go‎
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