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1 parent 412bff5 commit 28c5d5a (L]

[T 2 files changed +139 -61 lines changed r Top

Q Filter files... =

v 3 lib/ssh
v B3 src

ssh_sftpd.erl
v 5 test

ssh_sftpd_SUITE.erl

LI} 2 files changed +139 -61 lines changed Q_ Search within code 3
v 1lib/ssh/src/ssh_sftpd.erl
A @@ -54,8 +54,8 @@
54 54 max_files, % integer >= 0 max no files sent during
READDIR
55 55 options, % from the subsystem declaration
56 56 handles % list of open handles
57 - %% handle is either {<int>, directory, {Path, unread|eof}} or
58 - %% {<int>, file, {Path, IoDevice}}
57 + %% handle is either {<int>, directory, {AbsPath, unread|eof}} or
58 + %% {<int>, file, {AbsPath, IoDevice}}
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Fix root escape vulnerability in SSH_FXP_FSETSTAT - erlang/otp@28c5d5a - GitHub

@@ -246,18 +246,18 @@ handle_op(?SSH_FXP_OPENDIR, ReqId,

"Not a directory"),
Statel,
true ->
- add_handle(Statel, XF, ReqId, directory, {RelPath,unread})
+ add_handle(Statel, XF, ReqId, directory, {AbsPath,unread})
end;
handle_op(?SSH_FXP_READDIR, Reqld,
<<?UINT32(HLen), BinHandle:HLen/binary>>,
State) ->
XF = State#state.xf,
case get_handle(State#state.handles, BinHandle) of
- {_Handle, directory, {_RelPath, eof}} ->
+ {_Handle, directory, {_AbsPath, eof}} ->
ssh_xfer:xf_send_status(XF, ReqId, ?SSH_FX_EOF),
State;
- {Handle, directory, {RelPath, Status}} ->
- read_dir(State, XF, ReqId, Handle, RelPath, Status);
+ {Handle, directory, {AbsPath, Status}} ->
+ read_dir(State, XF, Reqld, Handle, AbsPath, Status);
. =>
ssh_xfer:xf_send_status(XF, ReqId, ?SSH_FX_INVALID_HANDLE),
State
@@ -293,7 +293,7 @@ handle_op(?SSH_FXP_READ, ReqId, <<?UINT32(HLen),
BinHandle:HLen/binary,
?UINT64(0ffset), ?UINT32(Len)>>,
State) ->
case get_handle(State#state.handles, BinHandle) of
- {_Handle, file, { Path, IoDevice}} ->
+ {_Handle, file, { _AbsPath, IoDevice}} ->
read_file(ReqId, IoDevice, Offset, Len, State);
. =>
ssh_xfer:xf_send_status(State#state.xf, Reqld,
@@ -304,7 +304,7 @@ handle_op(?SSH_FXP_WRITE, Reqld,
<<?UINT32(HLen), BinHandle:HLen/binary, ?UINT64(0ffset),

?UINT32(Len), Data:Len/binary>>, State) ->
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Fix root escape vulnerability in SSH_FXP_FSETSTAT - erlang/otp@28c5d5a - GitHub
case get_handle(State#state.handles, BinHandle) of
{_Handle, file, { Path, IoDevice}} ->
{_Handle, file, {_AbsPath, IoDevice}} ->
write_file(ReqId, IoDevice, Offset, Data, State);
>
ssh_xfer:xf_send_status(State#state.xf, Reqld,
@@ -347,8 +347,8 @@ handle_op(?SSH_FXP_FSETSTAT, ReqId, <<?UINT32(HLen),
BinHandle:HLen/binary,

State® = #state{handles = Handles}) ->

case get_handle(Handles, BinHandle) of
{_Handle, _Type, {Path,_}} ->
{Status, Statel} = set_stat(Attr, Path, State0),
{_Handle, _Type, {AbsPath,_3}} ->
{Status, Statel} = set_stat(Attr, AbsPath, State0),
send_status(Status, ReqId, Statel);

->

ssh_xfer:xf_send_status(State@#state.xf, Reqld,

@@ -454,44 +454,42 @@ get_handle(Handles, BinHandle) ->

%%% read_dir/5: read directory, send names, and return new state
read_dir(State0® = #state{file_handler = FileMod, max_files = MaxLength,
file_state = FS0},

XF = #ssh_xfer{cm = _CM, channel = _Channel, vsn Vsn}, Reqld, Handle,
RelPath, {cache, Files}) ->

AbsPath = relate_file_name(RelPath, State0),

XF = #ssh_xfer{cm = _CM, channel = _Channel, vsn Vsn}, Reqld, Handle,
AbsPath, {cache, Files}) ->
if
length(Files) > MaxLength ->
{ToSend, NewCache} = lists:split(MaxLength, Files),
{NamesAndAttrs, FS1} = get_attrs(AbsPath, ToSend, FileMod, FSO, Vsn),
ssh_xfer:xf_send_names(XF, ReqId, NamesAndAttrs),
Handles = lists:keyreplace(Handle, 1,
StateO#state.handles,
{Handle, directory, {RelPath, {cache, NewCache}}}),
{Handle, directory, {AbsPath, {cache, NewCache}}}),
Stateo#state{handles = Handles, file_state = FS1};

true ->
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Fix root escape vulnerability in SSH_FXP_FSETSTAT - erlang/otp@28c5d5a - GitHub
{NamesAndAttrs, FS1} = get_attrs(AbsPath, Files, FileMod, FSO, Vsn),
ssh_xfer:xf_send_names(XF, ReqId, NamesAndAttrs),

Handles = lists:keyreplace(Handle, 1,
StateO#state.handles,
{Handle, directory, {RelPath,eof}}),
{Handle, directory, {AbsPath,eof}}),
State0#state{handles = Handles, file_state = FS1}
end;
read_dir(State0® = #state{file_handler = FileMod, max_files = MaxLength,
file_state = FS0},
XF = #ssh_xfer{cm = _CM, channel = _Channel, vsn = Vsn}, ReqId, Handle,
RelPath, _Status) ->
AbsPath = relate_file_name(RelPath, State0),

XF = #ssh_xfer{cm = _CM, channel = _Channel, vsn Vsn}, Reqld, Handle,
AbsPath, _Status) ->
{Res, FS1} = FileMod:list_dir(AbsPath, FS0),
case Res of
{ok, Files} when MaxLength == 0 orelse MaxLength > length(Files) ->
{NamesAndAttrs, FS2} = get_attrs(AbsPath, Files, FileMod, FS1, Vsn),
ssh_xfer:xf_send_names(XF, ReqId, NamesAndAttrs),
Handles = lists:keyreplace(Handle, 1,
StateO#state.handles,
{Handle, directory, {RelPath,eof}}),
{Handle, directory, {AbsPath,eof}}),
State0#state{handles = Handles, file_state = FS2};
{ok, Files} ->
{ToSend, Cache} = lists:split(MaxLength, Files),
{NamesAndAttrs, FS2} = get_attrs(AbsPath, ToSend, FileMod, FS1, Vsn),
ssh_xfer:xf_send_names(XF, ReqId, NamesAndAttrs),
Handles = lists:keyreplace(Handle, 1,
StateO#state.handles,
{Handle, directory, {RelPath, {cache, Cache}}}),
{Handle, directory, {AbsPath, {cache, Cache}}}),
Stateo#state{handles = Handles, file_state = FS2};
{error, Error} ->
Statel = StateO#state{file_state = FS1},
@@ -547,13 +545,13 @@ get_long_name(FileName, I) when is_record(I,
file_info) ->

I#file_info.mode, I#file_info.uid, I#file info.gid}).

https://github.com/erlang/otp/commit/28c5d5a6c5f873dc701b597276271763e7d1c004

4/12



4/21/26, 1:02 PM

549
550
551

552

553

554
955
556

557
558
559

563
564
565
566

567

568

569
570

571

572
573

574

591
592
593
594
595

547

548
549
550

il

552

553
554
555
556

557

561
562

563

564
565
566

567

568

569
570
571

572

589

590

591

592

Fix root escape vulnerability in SSH_FXP_FSETSTAT - erlang/otp@28c5d5a - GitHub

%%% get_attrs: get stat of each file and return
- get_attrs(RelPath, Files, FileMod, FS, Vsn) ->
- get_attrs(RelPath, Files, FileMod, FS, Vsn, []).
+ get_attrs(AbsBase, Files, FileMod, FS, Vsn) ->

+ get_attrs(AbsBase, Files, FileMod, FS, Vsn, []).

- get_attrs(_RelPath, [], _FileMod, FS, _Vsn, Acc) ->
+ get_attrs(_AbsBase, [], _FileMod, FS, _Vsn, Acc) ->

{lists:reverse(Acc), FS};
- get_attrs(RelPath, [F | Rest], FileMod, FSO, Vsn, Acc) ->
- Path = filename:absname(F, RelPath),
+ get_attrs(AbsBase, [F | Rest], FileMod, FSO, Vsn, Acc) ->
+ Path = filename:absname(F, AbsBase),

case FileMod:read_link_info(Path, FS@) of

{{ok, Info}, FS1} ->

Name = if Vsn =< 3 ->

@@ -563,12 +561,12 @@ get_attrs(RelPath, [F | Rest], FileMod, FS@, Vsn, Acc)

==
F
end,
Attrs = ssh_sftp:info_to_attr(Info),
- get_attrs(RelPath, Rest, FileMod, FS1, Vsn, [{Name, Attrs} | Acc]);
+ get_attrs(AbsBase, Rest, FileMod, FS1, Vsn, [{Name, Attrs} | Acc]);

{{error, Msg}, FS1} when
Msg == enoent ; % The item has disappeared after reading the
list of items to check
Msg == eacces -> % You are not allowed to read this
%% Skip this F and check the remaining Rest
- get_attrs(RelPath, Rest, FileMod, FS1, Vsn, Acc);
+ get_attrs(AbsBase, Rest, FileMod, FS1, Vsn, Acc);
{Error, FS1} ->
{Error, FS1}
end.

@@ -591,23 +589,25 @@ fstat(Vsn, ReqId, Data, State) when Vsn >= 4->

fstat(ReqId, BinHandle, State) ->
case get_handle(State#state.handles, BinHandle) of
- {_Handle, _Type, {Path, _}} ->
- stat(Reqld, Path, State, read_file_info);
+ {_Handle, _Type, {AbsPath, _}} ->
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Fix root escape vulnerability in SSH_FXP_FSETSTAT - erlang/otp@28c5d5a - GitHub
do_stat(ReqId, AbsPath, State, read file_info);
>
ssh_xfer:xf_send_status(State#state.xf, Reqld,
?SSH_FX_INVALID_HANDLE),
State

end.

stat(Reqld, RelPath, State@=#state{file_handler=FileMod,
file _state=FS0}, F) ->
stat(Reqld, RelPath, State®, F) ->
AbsPath = relate_file_name(RelPath, State0),
do_stat(ReqId, AbsPath, State®@, F).

do_stat(ReqId, AbsPath, State@=#state{file_handler=FileMod, file_state=FS0}, F)

==
XF = StateO#state.xf,
{Res, FS1} = FileMod:F(AbsPath, FS0),
Statel = StateO#state{file_state = FS1},
case Res of
{ok, FileInfo} ->
ssh_xfer:xf_send_attr(XF, Reqld,
ssh_xfer:xf_send_attr(XF, Reqld,
ssh_sftp:info_to_attr(FileInfo)),
Statel,

{error, E} ->

@@ -715,7 +715,7 @@ do_open(ReqIld, State®, Path, Flags) ->

Statel = StateO#state{file_state = FS1},

case Res of

{ok, IoDevice} ->
add_handle(Statel, State®#state.xf, ReqIld, file, {Path,IoDevice});
add_handle(Statel, Stateo#state.xf, Reqld, file,

{AbsPath, IoDevice});

{error, Error} ->

ssh_xfer:xf_send_status(Statel#state.xf, Reqld,

ssh_xfer:encode_erlang_status(Error)),

Vv 1lib/ssh/test/ssh_sftpd_SUITE.erl

@@ -55,11 +55,13 @@
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Fix root escape vulnerability in SSH_FXP_FSETSTAT - erlang/otp@28c5d5a - GitHub
ver3_open_flags/1,
ver3_rename/1,
ver6_basic/1,
write_file/1
write_file/1,

access_attributes_outside_root/1

1)-

-include_lib("common_test/include/ct.hrl").
-include_lib("kernel/include/file.hrl").
-include_lib("stdlib/include/assert.hrl").
-include("ssh_xfer.hrl").
-include("ssh.hrl").
-include("ssh_test_lib.hrl").

@@ -104,7 +106,8 @@ all() ->

root_with_cwd,
relative_path,
open_file_dir_v5,
open_file_dir_v6].
open_file_dir_ve6,

access_attributes_outside_root].

groups() ->
[]1.

@@ -140,6 +143,7 @@ end_per_group(_GroupName, Config) ->

init_per_testcase(TestCase, Config) ->
{OsFamily, _} = os:type(),
ssh:start(),
prep(Config),
PrivDir = proplists:get_value(priv_dir, Config),
@@ -150,7 +154,7 @@ init_per_testcase(TestCase, Config) ->
{user_dir, PrivDir},
{user_passwords, [{?USER, ?PASSWD}]},
{pwdfun, fun(_,_) -> true end}],
{ok, Sftpd} = case TestCase of

Result = case TestCase of
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Fix root escape vulnerability in SSH_FXP_FSETSTAT - erlang/otp@28c5d5a - GitHub
ver6_basic ->
SubSystems = [ssh_sftpd:subsystem_spec([{sftpd_vsn, 63}])],
ssh:daemon(0, [{subsystems, SubSystems}|Options]);
@@ -164,6 +168,14 @@ init_per_testcase(TestCase, Config) ->
SubSystems = [ssh_sftpd:subsystem_spec([{root,
RootDir},
{cwd,
Cwb}1)1,
ssh:daemon(0, [{subsystems, SubSystems}|Options]);
access_attributes_outside_root when OsFamily =:= win32
{skip, "Not implemented on windows"};
access_attributes_outside_root ->
Rand = integer_to_list(rand:uniform(1000000)),
RootDir = filename:join("/tmp", Rand),
ok = file:make_dir (RootDir),
SubSystems = [ssh_sftpd:subsystem_spec([{root,
RootDir}])],
ssh:daemon(0, [{subsystems, SubSystems}|Options]);
root_with_cwd ->
RootDir = filename:join(PrivDir, root_with_cwd),

CwD

filename:join(RootDir, home),

@@ -183,42 +195,59 @@ init_per_testcase(TestCase, Config) ->
SubSystems = [ssh_sftpd:subsystem_spec([])],
ssh:daemon(0, [{subsystems, SubSystems}|Options])

end,

Port = ssh_test_lib:daemon_port(Sftpd),

Cm = ssh_test_lib:connect(Port,
[{user_dir, ClientUserDir},
{user, ?USER}, {password, ?PASSWD},
{user_interaction, false},
{silently _accept_hosts, true}]),
{ok, Channel} =
ssh_connection:session_channel(Cm, ?XFER_WINDOW_SIZE,

?XFER_PACKET_SIZE, ?SSH_TIMEOUT),

success = ssh_connection:subsystem(Cm, Channel, "sftp", ?SSH_TIMEOUT),
case Result of

{ok, Sftpd} ->
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201 + Port = ssh_test_lib:daemon_port(Sftpd),

199 202

200 - ProtocolVer = case atom_to_list(TestCase) of

201 - "ver3_" ++ _ ->

202 = S

203 = _->

204 = ?SSH_SFTP_PROTOCOL_VERSION

205 - end,
203 + Cm = ssh_test_lib:connect(Port,
204 + [{user_dir, ClientUserDir},
205 + {user, ?USER}, {password, ?PASSwWD},
206 + {user_interaction, false},
207 + {silently_accept_hosts, true}]),
208 + {ok, Channel} =
209 + ssh_connection:session_channel(Cm, ?XFER_WINDOW_SIZE,
210 + ?XFER_PACKET_SIZE, ?

SSH_TIMEOUT),

206 211
207 - Data = <<?UINT32(Protocolver)>> ,
212 + success = ssh_connection:subsystem(Cm, Channel, "sftp", ?
SSH_TIMEOUT),
208 213
209 - Size = 1 + size(Data),
214 + ProtocolVer = case atom_to_list(TestCase) of
215 + "ver3_" ++ _ ->
25liGN -+ &g
217 + _ >
218 + ?SSH_SFTP_PROTOCOL_VERSION
219 + end,
220 +
221 + Data = <<?UINT32(Protocolver)>> ,
210 222
211 - ssh_connection:send(Cm, Channel, << ?UINT32(Size),
212 - ?SSH_FXP_INIT, Data/binary >>),
223 + Size = 1 + size(Data),
213 224
214 - {ok, <<?SSH_FXP_VERSION, ?UINT32(Version), _Ext/binary>>, _}
215 - = reply(Cm, Channel),
225 + ssh_connection:send(Cm, Channel, << ?UINT32(Size),
226 + ?SSH_FXP_INIT, Data/binary >>),
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Fix root escape vulnerability in SSH_FXP_FSETSTAT - erlang/otp@28c5d5a - GitHub

ct:log("Client: ~p Server ~p~n", [Protocolver, Version]),
{ok, <<?SSH_FXP_VERSION, ?UINT32(Version), _Ext/binary>>,

= reply(Cm, Channel),

[{sftp, {Cm, Channel}}, {sftpd, Sftpd }| Config].

ct:log("Client: ~p Server ~p~n", [Protocolver, Version]),

[{sftp, {Cm, Channel}}, {sftpd, Sftpd }| Config];
Oother ->
Other

end.

end_per_testcase(access_attributes_outside_root, Config) ->
Sftpd = proplists:get_value(sftpd, Config),
{ok, DaemonInfo} = ssh:daemon_info(Sftpd),
ssh_cleanup(Config),
DaemonOpts = proplists:get_value(options, DaemonInfo),
Subsystems = proplists:get_value(subsystems, DaemonOpts),
{_, {_, SftpdOpts}} = lists:keyfind("sftp", 1, Subsystems),
RootDir = proplists:get_value(root, SftpdOpts),
file:del dir_r(RootDir);

end_per_testcase(_TestCase, Config) ->

ssh_cleanup(Config).

ssh_cleanup(Config) ->
catch ssh:stop_daemon(proplists:get_value(sftpd, Config)),
{Cm, Channel} = proplists:get_value(sftp, Config),

ssh_connection:close(Cm, Channel),

@@ -792,6 +821,53 @@ open_file dir_vé6(Config) when is_list(Config) ->

?ACE4_READ_DATA bor ?ACE4_READ_ATTRIBUTES,

?SSH_FXF_OPEN_EXISTING).

access_attributes_outside_root(Config) when is_list(Config) ->
Sftpd = proplists:get_value(sftpd, Config),
{ok, DaemonInfo} = ssh:daemon_info(Sftpd),
DaemonOpts = proplists:get_value(options, DaemonInfo),

Subsystems = proplists:get_value(subsystems, DaemonOpts),
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Fix root escape vulnerability in SSH_FXP_FSETSTAT - erlang/otp@28c5d5a - GitHub
{_, {_, SftpdOpts}} = lists:keyfind("sftp", 1, Subsystems),
RootDir = proplists:get_value(root, SftpdOpts),

TargetName = "target-" ++ filename:basename(RootDir) ++ ".txt",
InsideRootFile = filename:join([RootDir, "tmp", TargetName]),
ok = file:make_dir(filename:dirname(InsideRootFile)),

ok = file:write file(InsideRootFile, <<"inside root">>),

{ok, InsideRootFileInfo} = file:read_file_info(InsideRootFile),

InsideRootFileMode = InsideRootFileInfo#file_info.mode,

OutsideRootFile = filename:join("/tmp", TargetName),
ok = file:write file(OutsideRootFile, <<"outside root">>),
try
{ok, OutsideRootFileInfo} = file:read file_info(OutsideRootFile),

OutsideRootFileMode = OutsideRootFileInfo#file_info.mode,

{Cm, Channel} = proplists:get_value(sftp, Config),
ReqIdo = 0,
{ok, <<?SSH_FXP_HANDLE, ?UINT32(ReqId®), Handle/binary>>, _} =
open_file(OutsideRootFile, Cm, Channel, ReqIdO,
?ACE4_READ_DATA bor ?ACE4_WRITE_ATTRIBUTES,

?SSH_FXF_OPEN_EXISTING),

Attrs = [?uint32(?SSH_FILEXFER_ATTR_PERMISSIONS), ?byte(?

SSH_FILEXFER_TYPE_REGULAR),

?uint32(not_default_permissions())],

ReqIdl = 1,
{ok, <<?SSH_FXP_STATUS, ?UINT32(ReqIdil), ?UINT32(?SSH_FX_OK),

_/binary>>, _} =

set_attributes_open_file(Handle, Attrs, Cm, Channel, ReqIdl),

{ok, NewOutsideRootFileInfo} = file:read_file info(OutsideRootFile),
NewOutsideRootFileMode = NewOutsideRootFileInfo#file_info.mode,

?assertEqual(OutsideRootFileMode, NewOutsideRootFileMode),

{ok, NewInsideRootFileInfo} = file:read_file_info(InsideRootFile),
NewInsideRootFileMode = NewInsideRootFileInfo#file_info.mode,
?assertNotEqual(InsideRootFileMode, NewInsideRootFileMode)

after

https://github.com/erlang/otp/commit/28c5d5a6c5f873dc701b597276271763e7d1c004
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file:delete(OutsideRootFile)

end.

@@ -806,7 +882,9 @@ prep(Config) ->
%% Initial config
DataDir = proplists:get_value(data_dir, Config),
FileName = filename:join(DataDir, "test.txt"),
file:copy(FileName, TestFile),
{ok, Data@} = file:read_file(FileName),
Data = ssh_test_lib:remove_comment(Data®),
ok = file:write_file(TestFile, string:chomp(Data)),
Mode = 8#00400 bor 8#00200 bor 8#00040, % read & write owner,
{ok, FileInfo} = file:read_file_info(TestFile),

ok = file:write_file_info(TestFile,

&

Please sign in to comment.
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