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v src/app/api/prompts/[id]/skill/route.ts
. @@ -55,16 +55,16 @@ export async function GET(
55 55
56 56 // Add each file to the zip (sanitize filenames to prevent Zip Slip)
57 57 for (const file of files) {
58 - const safeName = sanitizeFilename(file.filename)
59 - ?? file.filename
60 - .split("/")
61 - .filter(segment => segment !== ".." && segment !== ".")
62 - .join("/")
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.replace(/A\/+/, "");

if (safeName) {
zip.file(safeName, file.content);
const candidate = file.filename
.replace(/\\/g, "/")
.split("/™")
.filter((segment) => segment && segment !== "." && segment !== "..")
.join("/");
const safeName = sanitizeFilename(candidate);
if (!safeName) {
continue;

}

zip.file(safeName, file.content);

// Generate the zip content as blob for Response compatibility

VvV src/lib/skill-files.ts
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@@ -201,6 +201,7 @@ export function getLanguageFromFilename(filename:
string): string {

export function sanitizeFilename(filename: string): string | null {

const trimmed = filename.trim();

if (!'trimmed) return null;

if (/[\x00-\x1F\x7F]/.test(trimmed)) return null;

if (trimmed.includes("..")) return null;

if (trimmed.startswith("/") || trimmed.endswWith("/")) return null;

if (trimmed.includes("//")) return null;

&

Please sign in to comment.

https://github.com/f/prompts.chat/commit/0f8d4c381abd7b2d7478c9fdee9522149c2d65e5

2/2


https://github.com/login?return_to=https://github.com/f/prompts.chat/commit/0f8d4c381abd7b2d7478c9fdee9522149c2d65e5

