4/13/26, 1:51 AM fix(proxy): block browser CORS access to local proxy by zeroneOx - Pull Request #1915 - farion1231/cc-switch - Gi...

& farion1231 / cc-switch | Public

<> Code (©) Issues 368 {9 Pullrequests 103 () Discussions () Actions [fJ Projects

fix(proxy): block browser CORS access to local proxy #1915
zerone0x wants to merge 1 commit into farionl23i:main from

zeroneOx:fix/proxy-disable-cors-1.. |'_|':|

C) Conversation 2 -0 Commits 1 Fl Checks 2 Files changed 1

@ zeroneOx commented last week ¢ edited «

Summary | Bfid

Remove the permissive CORS layer from the local proxy HTTP server so browsers cannot issue cross-
origin requests to 127.0.0.1:15721. This keeps CLI clients working while preventing web pages from
abusing the proxy to exfiltrate APl usage.

Related Issue | 5EX Issue

Fixes #1841

Screenshots | &

Before | (GBI  After | B8UF

N/A N/A

Checklist | KEFH

pnpm typecheck passes / 833 TypeScript 2F46 &

pnpm format:check passes / Bt &

cargo clippy passes (if Rust code changed) / &3 Clippy & (211837 Rust {{i3)
Updated i18n files if user-facing text changed / 2f&% 7 A AR WA , EEFHER 4T

Notes:
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» Rust-only change; tests not run locally.

O ﬁ fix(proxy): remove permissive CORS layer v/ 3bad659

Owner

farion1231 commented 5 days ago

@codex review

chatgpt-codex-connector bot commented 5 days ago

Codex Review: Didn't find any major issues. Breezy!

» 1] About Codex in GitHub

SOV R (e]d{ (=13 tO join this conversation on GitHub. Already have an account? Sign in to

comment
Reviewers
No reviews

Assignees

No one assigned

Labels

None yet

Projects

None yet

Milestone

No milestone
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Development

Successfully merging this pull request may close these issues.

@ [Security] CORS Misconfiguration in Local Proxy Enables 1-Click API Key Abuse

2 participants

C9
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