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Eavesdrop filter bypass allows
message interception

swick published GHSA-vjp5-hjfm-7677 2 weeks ago

Package
No package listed

Affected versions Patched versions
<0.1.7 0.1.7
Description

Impact

Clients can intercept D-Bus messages they should not have access to.

Description

A policy parser vulnerability allows bypassing eavesdrop restrictions. The proxy checks for
eavesdrop=true in policy rules but fails to handle eavesdrop ='true' (with a space before the
equals sign) and similar cases.

Patches

The issue has been patched in version 0.1.7.

Mitigations

No know mitigation other than updating.

Credits

Reported by Codean Labs
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Severity

CVE ID

CVE-2026-34080

Weaknesses

No CWEs
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