
frappe / press Public

Unsafe HTTP method / CSRF-adjacent
issue on API secret generation
High frappe-pr-bot published GHSA-q4wg-jrr8-vpwf last week

Software

Cloud

Affected versions

<52ea2f2d1b587be0807557e96f025f47897d0
0fd

Patched versions

52ea2f2d1b587be0807557e96f025f47897d00f
d

Description

`press.api.account.create_api_secret` is prone to CSRF-like exploits. This endpoint writes to database
and it is also accessible via GET method.

The patch restrict method to POST.

Severity

High

CVE ID

CVE-2026-41317

Weaknesses

No CWEs

Credits

Code Issues 640 Pull requests 51 Actions Projects Security and qu
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