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fix(pcf): add missing auth middleware to smPolicyGroup and uePolicyGroup

Npcf_SMPolicyControl and Npcf_UEPolicyControl route groups were
registered without RouterAuthorizationCheck middleware, allowing
unauthenticated requests to reach business handlers directly.

Add auth middleware to both groups following the same pattern used

by amPolicyGroup, bdtPolicyGroup, oamGroup, and policyAuthorizationGroup.

Unauthenticated requests now receive 401 before any business logic runs.

Fixes: unauthenticated access exposing subscriber SUPI via GET
/npcf-smpolicycontrol/v1l/sm-policies/{smPolicyId}
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@@ -72,6 +72,10 @@ func NewServer(pcf pcf, tlskKeyLogPath string) (*Server,

error) {
72 72
73 73 smPolicyRoutes := s.getSmPolicyRoutes()
74 74 smPolicyGroup := s.router.Group(factory.PcfSMpolicyCtlResUriPrefix)
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smRouterAuthorizationCheck :=

util.NewRouterAuthorizationCheck(models.ServiceName_NPCF_SMPOLICYCONTROL)

smPolicyGroup.Use(func(c *gin.Context) {

smRouterAuthorizationCheck.Check(c, s.Context())

1)
applyRoutes(smPolicyGroup, smPolicyRoutes)

amPolicyRoutes := s.getAmPolicyRoutes()

@@ -113,6 +117,10 @@ func NewServer(pcf pcf, tlsKeyLogPath string) (*Server,

error) {

uePolicyRoutes := s.getUePolicyRoutes()
uePolicyGroup := s.router.Group(factory.PcfUePolicyCtlResUriPrefix)

uePolicyRouterAuthorizationCheck :=

util.NewRouterAuthorizationCheck(models.ServiceName_NPCF_UE_POLICY_CONTROL)

uePolicyGroup.Use(func(c *gin.Context) {

uePolicyRouterAuthorizationCheck.Check(c, s.Context())

1)
applyRoutes(uePolicyGroup, uePolicyRoutes)

cfg := s.Config()

&
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