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Deny phtml extension for media library upload, fix for 'Remote Code Execution via 

Unrestricted .phtml File Upload', reported by @kdalal-vulncheck #418

Filter files…

system/traits

media.php

1 file changed +1 -1 lines changed Top

@@ -30,7 +30,7 @@

30 30 use Vvveb\System\Event;

31 31

32 32 trait Media {

33 public $uploadDenyExtensions = ['php', 'svg', 'js', 'exe', 'html'];-

33 public $uploadDenyExtensions = ['php', 'svg', 'js', 'exe', 'html', 'phtml'];+

34 34

35 35 public $uploadDenyMime    = ['image/svg', 'image/svg+xml', 

'application/javascript', 'application/x-msdownload'];

36 36

system/traits/media.php‎
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