5/6/26, 10:42 PM Deny phtml extension for media library upload, fix for 'Remote Code E... - givanz/Vvveb@23ac0e8 - GitHub

[ givanz /Vvveb | Pubiic

<> Code (©) Issues 140 {9 Pullrequests 10 U0 Discussions () Actions (O Security an

Commit 23ac0e8 N

a givanz committed 3 weeks ago

Deny phtml extension for media library upload, fix for 'Remote Code Execution via
Unrestricted .phtml File Upload', reported by @kdalal-vulncheck #418

¥ master . O 1.0821.038.1

1 parent cc997d3 commit 23ac@e8 (L]

1 file changed +1-1 @@
ED ™ Top @
Q Filter files... =

v & systeml/traits

media.php

P[] Q Search within code 3
Vv system/traits/media.php
1 @@ -30,7 +30,7 @@
30 30 use Vvveb\System\Event;
31 31
32 32 trait Media {
33 - public $uploadDenyExtensions = ['php', 'svg', 'js', 'exe', 'html'];
33 + public $uploadDenyExtensions = ['php', 'svg', 'js', 'exe', 'html', 'phtml'];
34 34
35 35 public $uploadDenyMime = ['image/svg', 'image/svg+xml',
'application/javascript', 'application/x-msdownload'];
36 36
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