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fix: add authentication check before loading sensitive AI tools in

sendwWithDefault()

- Add user authentication check in sendwithDefault() before loading default tools

- Only authenticated users can access sensitive business tools (add_user, grant_user_roles,

etc.)

- Anonymous users can still use AI chat normally without sensitive tool access

- Fixes pre-auth AI chat tool abuse vulnerability
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AiragChatServicelmpl.java
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Vv .../app/service/impl/AiragChatServiceImpl.java

. @@ -1247,8 +1247,12 @@ private void sendwithDefault(String requestId,
""" ChatConversation chatConversation

1247 1247 aiChatParams = new AIChatParams();

1248 1248 }
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// Security fix: {XE5FHFAMESURNS T A (add_user, grant_user_roles
%), B2 AN ERFERATIIX

if(chatConversation.getApp().getId().equals(AiAppConsts.DEFAULT_APP_ID)){
aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());
String currentUser =

getUsername(SpringContextUtils.getHttpServletRequest());
if(oConvertUtils.isNotEmpty(currentUser)){

aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());

}
if(CollectionUtils.isEmpty(aiChatParams.getKnowIds())){

aiChatParams.setKnowIds(chatConversation.getApp().getKnowIds());
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