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Vulnerability Overview

The AI chat endpoint /airag/chat/send  is annotated with @IgnoreAuth  (the frontend route

/ai/app/chat/:appId  also has ignoreAuth: true ), which is intentional business logic designed for

externally embedded AI chat.

However, when a user accesses the default AI application without specifying an appId , the

AiragChatServiceImpl.sendWithDefault()  method does not verify the current user's authentication
status when loading default tools. This causes the 4 sensitive business tools registered by

JeecgBizToolsProvider.getDefaultTools()  ( add_user , query_user_by_name , query_all_roles ,

grant_user_roles ) to be exposed to unauthenticated users.

Vulnerable Code

Root cause: AiragChatServiceImpl.java  — sendWithDefault()  method

https://github.com/jeecgboot/JeecgBoot/blob/springboot2/jeecg-boot/jeecg-boot-module/jeecg-boot-module-
airag/src/main/java/org/jeecg/modules/airag/app/service/impl/AiragChatServiceImpl.java#L826-L828
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Impact

When the backend has a valid LLM API Key configured, an attacker can perform the following without any
authentication:

1. Information Disclosure — Query any user's phone number, email, and user ID

2. Role Enumeration — Retrieve all role IDs and codes in the system

3. Backdoor User Creation — Create a new user with a custom password via the add_user  tool

4. Privilege Escalation — Grant admin roles to the new user via grant_user_roles , achieving full

system takeover

Prerequisite: The backend must have a valid LLM API Key configured

Suggested Fix

Add authentication verification before loading tools in sendWithDefault() :

A fix patch has been submitted, PR link: #9463

Error Screenshots:

Using the chat interface, the LLM is instructed to invoke the built-in tool query_user_by_name  to query user

information for admin . The LLM directly calls this tool and returns all admin user information including: user

ID, phone number, email, and real name:

// Key code in sendWithDefault()

if(chatConversation.getApp().getId().equals(AiAppConsts.DEFAULT_APP_ID)){

    aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());

    // ← No authentication check — anonymous users also get sensitive tools loaded

}

 if(chatConversation.getApp().getId().equals(AiAppConsts.DEFAULT_APP_ID)){

-    aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());

+    String currentUser = getUsername(SpringContextUtils.getHttpServletRequest());

+    if(oConvertUtils.isNotEmpty(currentUser)){

+        aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());

+    }

 }
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A script can be used to extract the returned content:

By sending questions to the chat interface via script, leveraging the AI built-in tools: query_all_roles  to

query all role information, add_user  to create a backdoor user Anch00r , and grant_user_roles  to grant
admin privileges to the backdoor user Anch00r :
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Login verification:
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evanmorgan1231-dotcom 2 weeks ago via email

C

Dear [Recipient Name],

Thank you for reporting the pre-auth tool abuse vulnerability (Issue #9464)
and for providing the detailed analysis and reproduction steps.

I have noted that the vulnerability resides in
AiragChatServiceImpl.sendWithDefault() where sensitive business tools are
exposed to unauthenticated users when a valid LLM API Key is configured.

I see that a fix has already been proposed in PR #9463. We will review the
patch and the suggested authentication check to ensure it properly secures
the /airag/chat/send interface while maintaining the intended functionality
for embedded AI chats.

Best regards,

jackieya added  2 weeks agobug
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Metadata

No one assigned

Assignees

Labels

bug

No type

Type

No projects

Projects

No milestone

Milestone

Evan Morgan
…

zhangdaiscott last week Member

jl

jeecgai last week

问题已修复，下版本发布。

jackieya changed the title AI Chat 接口未授权敏感操作漏洞（Pre-auth Tool Abuse）
Unauthenticated Sensitive Tool Loading in AI Chat Interface last week

zhangdaiscott closed this as completed 5 days ago

Sign up for free  to join this conversation on GitHub. Already have an account? Sign in to comment
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