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fix: add authentication check before loading sensitive Al tools
In sendWithDefault() #9463

1, Open jackieya wants to merge 2 commits into jeecgboot:main from

jackieya:fix/airag-chat-tool-auth.. |-_|;l

€Y Conversation 5 -o- Commits 2 Fl Checks o Files changed 2

a jackieya commented 2 weeks ago ¢ edited ~

Problem

The sendwithDefault() method in AiragChatServiceImpl.java unconditionally loads
sensitive business tools ( add_user , query_user_by_name , query_all roles, grant_user_roles)
for the default Al application, regardless of whether the current user is authenticated.

Since the /airag/chat/send endpoint is intentionally designed as a public endpoint
(@xgnoreAuth ), this allows unauthenticated attackers to invoke these sensitive tools
through natural language instructions, potentially creating backdoor admin accounts and
achieving full system takeover.

Root Cause

In sendwithDefault() , the code loads default tools without checking user authentication:

if(chatConversation.getApp().getld().equals(AiAppConsts.DEFAULT_APP_ID)){
aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());
/I No authentication check

}
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4/6/26, 4:39 AM fix: add authentication check before loading sensitive Al tools in sendWithDefault() by jackieya - Pull Request #946...
Fix

Added getUsername() check before setTools() . Only authenticated users can now access
sensitive business tools. Anonymous users can still use Al chat normally (preserving
the @IgnoreAuth design intent).

if(chatConversation.getApp().getld().equals(AiAppConsts.DEFAULT_APP_ID)){
String currentUser = getUsername(SpringContextUtils.getHttpServietRequest());
if(oConvertUtils.isNotEmpty(currentUser)){
aiChatParams.setTools(jeecgToolsProvider.getDefaultTools());

}

}

Impact

« Sensitive tool loading is gated behind authentication

Follow-up Update: Enhance Fine-Grained Authorization for Al
Assistant (Follow-up to PR #9463)

Description

This PR supplements and strengthens the authorization logic introduced in PR #9463 by addressing the
lack of fine-grained permission control (vertical privilege escalation) within the Al Assistant module. The
previous fix only verified whether a user was "logged in". This meant any authenticated low-privileged
user (e.g., standard front-end user) could potentially utilize the Al Assistant to invoke or trigger sensitive
backend tool execution like add_user or grant_user_roles , leading to unauthorized administrative
actions and potential RCE.

Key Changes

This PR introduces robust, granular runtime shiro permission checks to the core Al tool provider
JeecgBizToolsProvider.java , achieving a perfect defense line with minimal code changes:

1. Dynamic ToolSpecification Pruning:
When registering and loading getDefaultTools() for the current LLM session, the system
automatically validates whether the current logged-in user possesses the actual required backend
business permissions (e.g., system:user:add ) via
SecurityUtils.getSubject().isPermitted(...) .
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® 8 Copilot Al review requested due to automatic review settings 2 weeks ago

¥ Copilot started reviewing on behalf of jackieya 2 weeks ago View session

® Copilot Al reviewed 2 weeks ago

)

View reviewed changes

& Copilot Al left a comment

Pull request overview

This PR hardens the public /airag/chat/send flow by preventing sensitive default business tools from
being loaded in sendwithbefault() unless the caller is authenticated, aligning the default-chat
behavior with the endpoint’s @IgnoreAuth intent.

Changes:

e Gate jeecgToolsProvider.getDefaultTools() behind a getUsername() (authenticated user)
check for the default Al app.

e Add an inline security comment clarifying why tool loading is conditional.

¢ Add Copilot custom instructions for smarter, more guided reviews. Learn how to get started.

O &

...odule-airag/src/main/java/org/jeecg/modules/airag/app/service/impl/AiragChats
erviceImpl.java

Comment on lines +1250 to +1255

| 1250 | + // Security fix: {XEERAFAMNESUENSTA (add_user, grant_user_
1250 1251 if(chatConversation.getApp().getId().equals(AiAppConsts.DEFAULT.
1251 - aiChatParams.setTools(jeecgToolsProvider.getDefaultTools())
1252 | + String currentUser = getUsername(SpringContextUtils.getHttp.
1253 | + if(oConvertUtils.isNotEmpty(currentUser)){
1254 | + aiChatParams.setTools(jeecgToolsProvider.getDefaultTool
1255 | + }
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Comment on lines 1251 to +1253

1250 1251 if(chatConversation.getApp().getId().equals(AiAppConsts.DEFAULT.

1251 - aiChatParams.setTools(jeecgToolsProvider.getDefaultTools())
1252 | + String currentUser = getUsername(SpringContextUtils.getHttp.
1253 | + if(oConvertUtils.isNotEmpty(currentUser)){
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3 a, jackieya mentioned this pull request 2 weeks ago

Unauthenticated Sensitive Tool Loading in Al Chat Interface #9464

® Closed
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