
josdejong / mathjs Public

Fix two security vulnerabilities in the expression parser #3656
Merged josdejong merged 2 commits into develop from fix/security-vulnerabilities

2 weeks ago

Code Issues 134 Pull requests 45 Discussions Actions Projects

Conversation 0 Commits 2 Checks 7 Files changed 8

josdejong commented 2 weeks ago • 

These vulnerabilities allowed executing arbitrary JavaScript via the expression parser.

Owner
edited 

josdejong added 2 commits 3 weeks ago

fix: validate that the index  in the .get()  methods is an Array 24d5ee7

fix: improve the internal setSafeProperty  to not allow setting prop… 513ab2a…

 josdejong merged commit 0aee2f6 into  2 weeks ago
8 checks passed

View detailsdevelop

 josdejong deleted the  branch 2 weeks agofix/security-vulnerabilities

 josdejong mentioned this pull request last week

[GHSA-jvff-x2qm-6286] mathjs Allows Improperly Controlled Modification of
Dynamically-Determined Object Attributes github/advisory-database#7364

 Merged

 coderabbitai Bot  mentioned this pull request yesterday
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Assignees

No one assigned

Labels

None yet

Projects

None yet

Milestone

No milestone

Development

Successfully merging this pull request may close these issues.

None yet

1 participant

feat: add calculate, runCode, fetchPage, searchNews tools + fix Windo…
AdityaKodez/pawgrammerbot#3

 Closed

 to join this conversation on GitHub. Already have an account? Sign in to commentSign up for free

Reviewers

No reviews
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