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Command Injection in MCP Server awesome-cursor-mpc-
server due to execSync() with unsanitized folderPath #6

@ 123mutouren321414 opened on Mar 16 000

Hi @kleneway ,

I recently found a possible command injection vulnerability in this project.
For responsible disclosure, | am reporting it here before public disclosure.
Please take a look when convenient. Detailed information and PoC are provided as follows:

awesome-cursor-mpc-server_bug.pdf

I am happy to help with further verification or fixing if needed.
Thank you for your time.

Yinci Chen

@ 123mutouren321414 3 weeks ago Author = e

Minimal security patch: #14

@ 123mutouren321414 3 weeks ago Author = e

awesome-cursor-mpc-server_security advisory.pdf

https://github.com/kleneway/awesome-cursor-mpc-server/issues/6 1/2


https://github.com/kleneway
https://github.com/kleneway/awesome-cursor-mpc-server
https://github.com/kleneway/awesome-cursor-mpc-server
https://github.com/kleneway/awesome-cursor-mpc-server/issues
https://github.com/kleneway/awesome-cursor-mpc-server/pulls
https://github.com/kleneway/awesome-cursor-mpc-server/actions
https://github.com/kleneway/awesome-cursor-mpc-server/projects
https://github.com/kleneway/awesome-cursor-mpc-server/security
https://github.com/123mutouren321414
https://github.com/123mutouren321414
https://github.com/kleneway
https://github.com/user-attachments/files/26019723/awesome-cursor-mpc-server_bug.pdf
https://github.com/123mutouren321414
https://github.com/123mutouren321414
https://github.com/kleneway/awesome-cursor-mpc-server/pull/14
https://github.com/123mutouren321414
https://github.com/123mutouren321414
https://github.com/user-attachments/files/26708000/awesome-cursor-mpc-server_security_advisory.pdf

5/2/26, 2:07 PM Command Injection in MCP Server awesome-cursor-mpc-server due to execSync() with unsanitized folderPath - Issu...

SIEINVOR{e]@izEM to join this conversation on GitHub. Already have an account? Sign in to comment

Metadata

Assignees

No one assigned

Labels

No labels

Projects

No projects

Milestone

No milestone

Relationships

None yet

Development

No branches or pull requests

Participants

@

https://github.com/kleneway/awesome-cursor-mpc-server/issues/6 2/2


https://github.com/123mutouren321414
https://github.com/login?return_to=https://github.com/kleneway/awesome-cursor-mpc-server/issues/6
https://github.com/signup?return_to=https://github.com/kleneway/awesome-cursor-mpc-server/issues/6

