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Fixed privilege escalation in user management
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Vv settings/routes.php

. @@ -154,8 +154,14 @@ function addwWebRoutes(RouterService $routerService,
""" FastRoute\RouteCollector $ro

154 154 Web\Middleware\UserIsAuthenticated: :class,

155 155 Web\Middleware\UserIsAdmin::class

156 156 1);

157 - $routes->add('PUT', '/settings/users/{userId:\d+}',
[Web\UserController::class, 'updateUser'],
[Web\Middleware\UserIsAuthenticated: :class]);

158 - $routes->add('DELETE', '/settings/users/{userId:\d+}',
[Web\UserController::class, 'deleteUser'],
[Web\Middleware\UserIsAuthenticated: :class]);

157 + $routes->add('PUT"',

'/settings/users/{userId:\d+}"',
[Web\UserController::class, 'updateUser'], [
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158 + wWeb\Middleware\UserIsAuthenticated::class,

159 + Web\Middleware\UserIsAdmin: :class

160 + 1);

161 + $routes->add('DELETE', '/settings/users/{userId:\d+}"',

[Web\UserController::class, 'deleteUser'], [

162 + wWeb\Middleware\UserIsAuthenticated::class,
163 + Web\Middleware\UserIsAdmin::class
164 + 1);
159 165 $routes->add('GET', '/settings/locations', [Web\LocationController::class,

'fetchLocations'], [Web\Middleware\UserIsAuthenticated::class]);

160 166 $routes->add('POST', '/settings/locations', [Web\LocationController::class,
'createlLocation'], [Web\Middleware\UserIsAuthenticated::class]);

161 167 $routes->add('PUT', '/settings/locations/{locationId:\d+}',
[Web\LocationController::class, 'updatelLocation'],

[Web\Middleware\UserIsAuthenticated::class]);
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