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Merge pull request #750 from leepeuker/privilege-escalation-GHSA-mcfq-8rx7-w25v

Fixed privilege escalation in user management

Filter files…

settings

routes.php

1 file changed +8 -2 lines changed Top

@@ -154,8 +154,14 @@ function addWebRoutes(RouterService $routerService,

FastRoute\RouteCollector $ro

154 154         Web\Middleware\UserIsAuthenticated::class,

155 155         Web\Middleware\UserIsAdmin::class

156 156     ]);

157     $routes->add('PUT', '/settings/users/{userId:\d+}', 

[Web\UserController::class, 'updateUser'], 

[Web\Middleware\UserIsAuthenticated::class]);

-

158     $routes->add('DELETE', '/settings/users/{userId:\d+}', 

[Web\UserController::class, 'deleteUser'], 

[Web\Middleware\UserIsAuthenticated::class]);

-

157     $routes->add('PUT', '/settings/users/{userId:\d+}', 

[Web\UserController::class, 'updateUser'], [

+

settings/routes.php‎

1 file changed +8 -2 lines changed Search within code  

4/18/26, 1:27 AM Merge pull request #750 from leepeuker/privilege-escalation-ghsa-mcfq… · leepeuker/movary@12c8a09 · GitHub

https://github.com/leepeuker/movary/commit/12c8a090051b1a1c07a3aa48922f3bc9ffe44c8b 1/2

https://github.com/leepeuker
https://github.com/leepeuker/movary
https://github.com/leepeuker/movary/tree/12c8a090051b1a1c07a3aa48922f3bc9ffe44c8b
https://github.com/leepeuker
https://github.com/leepeuker/movary/commits?author=leepeuker
https://github.com/leepeuker/movary
https://github.com/leepeuker/movary/issues
https://github.com/leepeuker/movary/pulls
https://github.com/leepeuker/movary/discussions
https://github.com/leepeuker/movary/actions
https://github.com/leepeuker/movary/security
https://github.com/leepeuker/movary/commit/92c7400486f5fe9f350046e04e45a8502778bf39
https://github.com/leepeuker/movary/commit/b27d5a346183aa8ae4bbd0789d3f1feff75bb3c9
https://github.com/leepeuker/movary/pull/750
https://github.com/leepeuker/movary/security/advisories/GHSA-mcfq-8rx7-w25v


Comments 0

158         Web\Middleware\UserIsAuthenticated::class,+

159         Web\Middleware\UserIsAdmin::class+

160     ]);+

161     $routes->add('DELETE', '/settings/users/{userId:\d+}', 

[Web\UserController::class, 'deleteUser'], [

+

162         Web\Middleware\UserIsAuthenticated::class,+

163         Web\Middleware\UserIsAdmin::class+

164     ]);+

159 165     $routes->add('GET', '/settings/locations', [Web\LocationController::class, 

'fetchLocations'], [Web\Middleware\UserIsAuthenticated::class]);

160 166     $routes->add('POST', '/settings/locations', [Web\LocationController::class, 

'createLocation'], [Web\Middleware\UserIsAuthenticated::class]);

161 167     $routes->add('PUT', '/settings/locations/{locationId:\d+}', 

[Web\LocationController::class, 'updateLocation'], 

[Web\Middleware\UserIsAuthenticated::class]);
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