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a jackieya commented 3 weeks ago
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« EFMBECDAM ThrowUtils + ErrorCode.PARAMS_ERROR
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bash curl -w "\nTime: %{time_total}s\n" -X POST http://TARGET/api/picture/list/page/vo \ -H
"Content-Type: application/json" \ -d '{"sortField":"(SELECT 1 FROM (SELECT SLEEP(3))
t)","sortOrder":"ascend", "current":1, "pageSize":10}"'
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O a fix: prevent SQL injection via sortField parameter in PageRequest de57bef

® &8 Copilot Al review requested due to automatic review settings 3 weeks ago

¥ Copilot started reviewing on behalf of jackieya 3 weeks ago View session

2 g jackieya mentioned this pull request 3 weeks ago

[Security] SQL Injection via sortField parameter in multiple unauthenticated endpoints
#4

&® Copilot Al reviewed 3 weeks ago

View reviewed changes

&  Copilot Al left a comment

Pull request overview

This PR mitigates an ORDER BY SQL injection risk by validating PageRequest.sortField before it is used
to build MyBatis-Plus orderBy clauses.

Changes:

« Added whitelist validation in PageRequest.setSortField() to restrict sortable fields to a safe identifier
pattern.

» Reused existing ThrowUtils + ErrorCode.PARAMS_ERROR for consistent parameter error handling.

¢ Add Copilot custom instructions for smarter, more guided reviews. Learn how to get started.

O &

yu-picture-backend/src/main/java/com/yupi/yupicturebackend/common/PageReq
uest.java

@@ -27,4 +29,12 @@ public class PageRequest {

27 29 * HEFNRFF (BRATHRR)
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& Copilot Al 3 weeks ago

Javadoc/IFR SXHREVAER—2 : XESHFIRF (BUAFHF) 7, 18 sortOrder ZHAER
"descend" (f&Fr) . BN Z1%— : BATEEAERK "ascend” , EAILERUCBOARRF" |
BRSEOERR.

Suggested change

= * HEFIRR (BRATHRF)
+ * HEFFIRY (BRAREFF)

@) &P Copilot uses Al. Check for mistakes.

v Yyu-picture-backend/src/main/java/com/yupi/yupicturebackend/common/PageRequest.java

Comment on lines +33 to +37

33 | + public void setSortField(String sortField) {

34 | + if (sortField != null && !sortField.isEmpty()) {

35 | + ThrowUtils.throwIf(!sortField.matches("A[a-zA-Z][a-zA-Z0-9]*$"),
36 | + ErrorCode.PARAMS_ERROR, "HEFZFERZHAEIR");

37 +

& cCopilot Al 3 weeks ago
X B F String#matches S/AREHALETMFLLEN , BARARMERNSEBETTEANTTEY. &
PO IENAREUCA static final Pattern (% &) #ER , MeEREEmF , WEETREERE
A= EA:=EI N

uf) ‘;ﬂ Copilot uses Al. Check for mistakes.

O g refactor: extract regex to static final Pattern, fix sortOrder comment 6T4443a

SIe[INV] R {e]d{ (=8 tO join this conversation on GitHub. Already have an account? Sign in to comment
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Labels

None yet

Projects

None yet

Milestone

No milestone

Development

Successfully merging this pull request may close these issues.

None yet

2 participants

s

https://github.com/liyupi/yu-picture/pull/3 4/4


https://github.com/jackieya
https://github.com/apps/copilot-pull-request-reviewer

