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New issue

Add STProcessMonitor Driver #268

®© Closed fo #279

|:|:| wwwab123 opened on Feb 12 - edited by wwwab123

CVE-2025-70795 vulnerability in STProcessMonitor Driver from Safetica

» Affects:
o Legacy builds (11.11.4.0+) -> low-privilege BYOVD abuse

o Current build (11.26.18.0+) -> LocalSystem-privilege BYOVD abuse

Driver hashes:

e STProcessMonitor.sys 11.11.4.0 SHA256:
70bcec00c215fe52779700f74e9bd669ff8361594df92381cbfb7ee0568e7a8b

STProcessMonitor.zip
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[7] Functions B o5 x| [Emiviera[] [Ersendocodes@  [OHex view1 []  [B] Structures [ (2] Exports [
Function name 6 i;: Zr‘eak; ”
7| _mmard_check_icall nop 136 case @xB822208C:
z _repmd'f_g;fa]ilure 137 vle = ‘(_D;?RD Fy(vE + 168) < Buj
F| __6SHandlerChee 138 Pr sHandle = @i64;
| sub_140002608 139 if ( lvie )
i sub_140002658 146 {
£ | sub_14000258C 141 ClientId.UniqueProcess = **(HANDLE **)(a2 + 24);
| sub_14000ZE54 142 ientId.UniqueThread = Big4;
% z::—:ggggig 143 ije-:-_?;-_"'_bu-_e;.Length = 48; :
EM = 144 memset (&0 C butes.RootDirectory, @, 28);
Ed s“t—:ggggggg 145 *(_OWORD * utes.SecurityDescriptor = @ie4;
% ::1;14000303[2 146 v7 enProcess(&ProcessHandle, @x1FFFFFu, &0bjectAttributes,
F =ub_ 140003080 147 if (v7>=8)
T =ul 148 {
% su:j:ggggigi 149 v7 = ZwTerminateProcess(ProcessHandle, 8);
|F| sub_140003298 158 ZwClose (ProcessHandle);
F NefarradRomtine ¥ 151 }
< > 152 break;
Line 35 of 51 153 }
154 [LABEL_15:
A Graph overview [ & % 155 V7 = BxCepeBels;
156 break;
157 default:
158 w7 o= BxCeeaeels;
159 break;
166
161 | *(_DWORD *)(a2 + 48) = v7;
000010B% sub_ 140001B70:149 (140001CBE) w
Poc see: https://github.com/wwwab123/BYOVD/tree/main/STProcessMonitor114-Killer
e STProcessMonitor.sys 11.26.18.0 SHA256:
5b4f59236a9h950bcd5191b35d19125f60cfb9elalelaa2e4f914b6745dde9df
STProcessMonitor.zip
Poc (need LocalSystem-privilege) see:
https://github.com/wwwab123/BYOVD/tree/main/STProcessMonitor2618-Killer
1 @1
(4 5 wwwab123 mentioned this on Feb 24
f= STProcessMonitor-Killer: CVE-2025-70795 BlackSnufkin/BYOVD#5
o @ MHaggis added a commit that references this issue on Mar 21
Add 4 new drivers, 3 sample updates, and 2 data quality fixes from is.
@) fb5foad
7 @ MHaggis mentioned this on Mar 21
f~ Add 4 new drivers, update 3 entries, fix 2 data quality issues (9 issues resolved) #279
o @ MHaggis added a commit that references this issue 3 weeks ago
Add 4 new drivers, 3 sample updates, and 2 data quality fixes from is.
©) eea8326
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@ © MHaggis closed this as completed in eea8326 3 weeks ago

(7 5 wwwab123 mentioned this 2 weeks ago
() CVE-2025-70795 and CVE-2026-0828 oxfemale/KillChain#1

Si[aNI[oN{o]@ig=I-8 to join this conversation on GitHub. Already have an account? Sign in to comment
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