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Token verification callback invoked
when missing or empty token was
given by client
Moderate miguelgrinberg published GHSA-p44q-vqpr-4xmg last week

Package

 Flask-HTTPAuth (pip)

Affected versions

<= 4.8.0

Patched versions

4.8.1

Description

Summary

In a situation where the client makes a request to a token protected resource without passing a token,
or passing an empty token, Flask-HTTPAuth would invoke the application's token verification callback
function with the token  argument set to an empty string. If the application had any users in its
database with an empty string set as their token, then it could potentially authenticate the client request
against any of those users.

Notes

This issue applies only to token authentication

This issue applies only when the application verifies tokens by searching for them in a user
database.

This issue applies only if the application stores empty strings as user tokens when the user does
not have an assigned token. It does not apply if the application sets those tokens to NULL  instead.

Tokens that are verified through cryptographic means (such as JWTs) are not affected by this issue.

Basic and Digest authentication are not affected by this issue.
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Remediation

To protect against this issue, make sure that no user in your user database has their token  set to an
empty string. If you have such users, you should change the value of those tokens to NULL  instead.

Alternatively, you can upgrade to Flask-HTTPAuth>=4.8.1 , which fixes this issue.

Severity

Moderate / 10

CVSS v3 base metrics

Attack vector Network

Attack complexity High

Privileges required None

User interaction None

Scope Unchanged

Confidentiality Low

Integrity High

Availability None

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:H/A:N

CVE ID

CVE-2026-34531

Weaknesses

CWE-287

Credits

 npbhatter17 Reporter

6.5

Learn more about base metrics
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