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* FIX [auth] Fix crash in HTTP auth when using %u/%P with anonymous connections

Add NULL and empty string checks for req_data in auth_http.c:set_data().
Avoid calling strlen(reg_data) for GET requests when no effective params
are built (e.g. username/password missing).Prevent remotely triggerable
SIGSEGV and broker DoS caused by HTTP authentication
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auth_http.c

P[] Q Search within code ©3
Vv src/sp/protocol/mqtt/auth_http.c
x @@ -240,13 +240,15 @@ set_data(

240 240

241 241 if (nni_strcasecmp(reg_conf->method, "post") == 0 ||

242 242 nni_strcasecmp(req_conf->method, "put") == 0) {

243 - if (reg_data)

244 - nng_http_req_copy_data(req, req_data, strlen(reg_data));

245 - } else {

https://github.com/nanomqg/NanoNNG/commit/c20aa27e5290bb480a5315099952480d35f37a8b 1/2


https://github.com/nanomq
https://github.com/nanomq/NanoNNG
https://github.com/nanomq/NanoNNG/tree/c20aa27e5290bb480a5315099952480d35f37a8b
https://github.com/nanomq/NanoNNG/commits?author=RanMaoyi
https://github.com/nanomq/NanoNNG/commits?author=JaylinYu
https://github.com/nanomq/NanoNNG
https://github.com/nanomq/NanoNNG/issues
https://github.com/nanomq/NanoNNG/pulls
https://github.com/nanomq/NanoNNG/actions
https://github.com/nanomq/NanoNNG/projects
https://github.com/nanomq/NanoNNG/security
https://github.com/nanomq/NanoNNG/pull/1394
https://github.com/nanomq/NanoNNG/pull/1394
https://github.com/nanomq/NanoNNG/compare/main
https://github.com/nanomq/NanoNNG/releases/tag/0.24.13
https://github.com/nanomq/NanoNNG/releases/tag/0.24.7
https://github.com/nanomq/NanoNNG/commit/dfa4b63090aa219fa8a9bc639ed21347b7905e56

4/23/26, 12:07 AM

246
247
248
249

250
251

252

Comments 0

243
244
245
246
247
248
249
250
251
252
253

254

* FIX [auth] Fix crash in HTTP auth when using %u/%P with anonymous c... - nanomg/NanoNNG@c20aa27

size_t uri_len =

strlen(nng_http_req_get_uri(req)) + strlen(req_data) + 2;

char *uri = nng_alloc(uri_len);

sprintf(uri, "%s?%s", nng_http_req_get_uri(req), reg_data);

if (reg_data && req_data[0] != '\0') {

nng_http_req_copy_data(

req, req_data,

}

} else if (req_data && req_.

const char *base_uri =
size_t uri_len =
char * uri =

snprintf(uri, uri_len,

strlen(reqg_data));

data[e] !'= '\0") {
nng_http_req_get_uri(req);
strlen(base_uri) + strlen(req_data) + 2;
nng_alloc(uri_len);

"%s?%s", base_uri, req_data);

nng_http_req_set_uri(req, uri);

nng_free(uri, uri_len);
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