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Local privilege escalation due to
improper privilege drop validation in
xrdp
High metalefty published GHSA-p5m6-7m43-pjv9 5 hours ago

Package

No package listed

Affected versions

< 0.10.6

Patched versions

0.10.6

Description

Summary

A flaw is found in xrdp through 0.10.5 where the session execution component did not properly handle
an error during the privilege drop process. This improper privilege management could allow an
authenticated local attacker to escalate privileges to root and execute arbitrary code on the system. An
additional exploit would be needed to facilitate this.

Severity

High / 10

CVSS v3 base metrics

Attack vector Local

Attack complexity Low

Privileges required Low

User interaction None

Scope Changed

Confidentiality High

Integrity High

Code Issues 217 Pull requests 39 Discussions Actions Projects

8.8
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Availability High

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

CVE ID

CVE-2026-32107

Weaknesses

CWE-273

Credits

 exploitintel Reporter

Learn more about base metrics
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