4/14/26, 1:36 AM Fix panic in RequestMacroChain with micro block locator - nimig/core-rs-albatross@ae6cle9 - GitHub

@ nimiq/ core-rs-albatross ' Public
<> Code (©) Issues 85 f9 Pullrequests 35  (» Actions [ Projects () Security and qua

Commit ae6cle9 N
@ jsdanielh committed 2 weeks ago - « 8/8 -

Fix panic in RequestMacroChain with micro block locator

A peer could send a RequestMacroChain with a micro block hash in the
locator list. The handler accepted any on-chain block without checking
if it was a macro block, then called get_macro_blocks() which panics
when given a micro block hash.

Add a macro block type check before accepting a locator hash, skipping
micro blocks and continuing the search.

§ albatross - O v1.3.0
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Q_ Filter files... =

v [ consensus

v B src/messages
handlers.rs
v [ tests

request_macro_chain.rs

[ 2 files changed +224 -4 lines changed Q. Search within code Q3

Vv consensus/src/messages/handlers.rs

@@ -57,9 +57,16 @@ impl<N: Network> Handle<N, BlockchainProxy> for

?
RequestMacroChain {
57 57 if let Ok(chain_info) = chain_info
58 58 && chain_info.on_main_chain
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59 59 {
60 // We found a block, ignore remaining block locator hashes.
61 start_block_hash = Some(locator.clone());
62 break;
60 // Validate that the locator is a macro block before using it.
61 // This prevents panics when get_macro_blocks() is called with a
micro block hash.
62 if let Ok(block) = blockchain.get_block(locator, false)
63 && block.is_macro()
64 {
65 // We found a macro block on the main chain, use it.
66 start_block_hash = Some(locator.clone());
67 break;
68 }
69 // Skip micro blocks and continue searching for a macro block.
63 70 }
64 71 1
65 72 let Some(start_block_hash) = start_block_hash else {
. @@ -75,7 +82,7 @@ impl<N: Network> Handle<N, BlockchainProxy> for
A RequestMacroChain {
75 82 Direction: :Forward,
76 83 true,
77 84 )
78 .unwrap(); // We made sure that start_block_hash is on our chain.
85 .unwrap(); // Safe: We validated that start_block_hash is a macro
block on our chain.
79 86 let epochs: Vec<_> = election_blocks.iter().map(|block]
block.hash()).collect();
80 87
81 88 // Add latest checkpoint block if all of the following conditions are
met:
.
Vv consensus/tests/request_macro_chain.rs oo
cee @@ -0,0 +1,213 @@
1 use std::sync::Arc;
2
3 use nimig_blockchain::{BlockProducer, Blockchain, BlockchainConfig};
4 use nimig_blockchain_interface::AbstractBlockchain;
5 use nimig_blockchain_proxy::BlockchainProxy;
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nimig_consensus: :messages: :{MacroChainError, RequestMacroChain};
nimig_database: :mdbx: :MdbxDatabase;
nimig_network_interface::request::Handle;
nimig_network_mock: : {MockNetwork, MockPeerId};
nimig_primitives::{networks::NetworkId, policy::Policy};
nimig_test_log::test;

nimig_test_utils::blockchain: :{produce_macro_blocks, signing_key,

voting_key};

use

use

/77

nimig_utils::time::0ffsetTime;

parking_lot: :RwLock;

Helper to create a test blockchain with some blocks

fn create_test blockchain(num_macro_blocks: usize) -> Arc<RwLock<Blockchain>> {

let blockchain = Arc::new(RwLock: :new(
Blockchain: :new(
MdbxDatabase: :new_volatile(Default::default()).unwrap(),
BlockchainConfig: :default(),
NetworkId: :UnitAlbatross,
Arc::new(OffsetTime: :new()),
)

.unwrap(),

));

let producer = BlockProducer::new(signing_key(), voting_key());

produce_macro_blocks(&producer, &blockchain, num_macro_blocks);

blockchain

#[test(tokio::test)]

async fn test_request_macro_chain_rejects_micro_blocks() {

// Create a blockchain with at least one batch (so we have micro blocks)
let blockchain = create_test _blockchain(2);

let blockchain_proxy = BlockchainProxy::from(&blockchain);

// Find a micro block hash on the main chain
let micro_block_hash = {
let blockchain = blockchain.read();

let current_block = blockchain.block_number();
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None) {

let mut found_hash = None;
for block_num in 1..=current_block {
if !Policy::is_macro_block_at(block_num) {
if let Ok(block) = blockchain.get_block_at(block_num, false,
if block.is_micro() {
found_hash = Some(block.hash());
break;
}
}
}

}

found_hash.expect("Should have at least one micro block")
}i
// Create a request with only the micro block hash as locator
let request = RequestMacroChain {

locators: vec![micro_block_hash],

max_epochs: 10,
}i
// Handle the request
let peer_id = MockPeerId(1);
let result = <RequestMacroChain as Handle<MockNetwork,

BlockchainProxy>>::handle(

&request,
peer_id,
&blockchain_proxy,

)5

// Should return UnknownLocators error instead of panicking
assert!(result.is_err());
assert!(matches!(

result.unwrap_err(),

MacroChainError: :UnknownLocators

));

#[test(tokio::test)]

async fn test_request_macro_chain_accepts_macro_blocks() {
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// Create a blockchain with multiple macro blocks
let blockchain = create_test _blockchain(3);

let blockchain_proxy = BlockchainProxy::from(&blockchain);

// Get the first macro block hash from the chain (not the last one)
let macro_block_hash = {

let blockchain = blockchain.read();

// Find the first macro block (genesis or first checkpoint)
let mut found_hash = None;
for block_num in 1..=blockchain.block_number() {

if Policy::is_macro_block_at(block_num) {

if let Ok(block) = blockchain.get_block_at(block_num, false,

None) {

if block.is_macro() {
found_hash = Some(block.hash());
break; // Use the first one, not the last
}
}
}
}
found_hash.expect("Should have at least one macro block")
}i

// Create a request with the macro block hash as locator
let request = RequestMacroChain {

locators: vec![macro_block_hash],

max_epochs: 10,

Ly

// Handle the request
let peer_id = MockPeerId(1);

let result = <RequestMacroChain as Handle<MockNetwork,

BlockchainProxy>>::handle(

&request,
peer_id,
&blockchain_proxy,

)5

// Should succeed
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121+ assert!(result.is_ok());

122+ let response = result.unwrap();

28N +

124 + // Should return macro blocks after the locator (or be empty if locator is

the last block)

125 + // Since we used the first macro block, there should be more blocks after
it

126  + assert!(!'response.epochs.is_empty() || response.checkpoint.is_some());

127 + }

128 +

129 + #[test(tokio::test)]

130 + async fn test_request_macro_chain_skips_micro_blocks() {

(UGS + // Create a blockchain with multiple batches

SIS0 -+ let blockchain = create_test _blockchain(3);

133 + let blockchain_proxy = BlockchainProxy::from(&blockchain);

134 +

SICCNN + // Find both a micro block and a macro block (not the last macro block)

136 + let (micro_block_hash, macro_block_hash) = {

137 + let blockchain = blockchain.read();

138 + let current_block = blockchain.block _number();

139« +

140 + let mut micro_hash = None;

141+ let mut macro_hash = None;

142 +

143 + // Find first micro and first macro block

144  + for block_num in 1..=current_block {

145 + if let Ok(block) = blockchain.get_block_at(block_num, false, None)
{

146  + if block.is_micro() && micro_hash.is_none() {

147 + micro_hash = Some(block.hash());

148 + } else if block.is_macro() && macro_hash.is _none() {

149 + macro_hash = Some(block.hash());

150 + }

151 +

152 + if micro_hash.is_some() && macro_hash.is_some() {

153 + break;

154 + 1

155 + 1

156 + }

157 +
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(

micro_hash.expect("Should have at least one micro block"),

macro_hash.expect("Should have at least one macro block"),

Ly

// Create a request with micro block first, then macro block
// The handler should skip the micro block and use the macro block
let request = RequestMacroChain {
locators: vec![micro_block_hash, macro_block_hash],
max_epochs: 10,

Ly

// Handle the request
let peer_id = MockPeerId(1);

let result = <RequestMacroChain as Handle<MockNetwork,

BlockchainProxy>>::handle(

&request,
peer_id,
&blockchain_proxy,

)7
// Should succeed by using the macro block
assert!(result.is_ok());

let response = result.unwrap();

// Should return macro blocks starting from the macro block locator (or

checkpoint)

assert!(!'response.epochs.is_empty() || response.checkpoint.is_some());

#[test(tokio::test)]

async fn test_request_macro_chain_too_many_locators() {

let blockchain = create_test _blockchain(2);

let blockchain_proxy = BlockchainProxy::from(&blockchain);

// Create a request with too many locators (> MAX_LOCATORS = 100)
let locators = vec![Default::default(); 101];
let request = RequestMacroChain {

locators,
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196 + max_epochs: 10,

197 + };

198 +

199 + // Handle the request

200 + let peer_id = MockPeerId(1);

201 + let result = <RequestMacroChain as Handle<MockNetwork,

BlockchainProxy>>::handle(

202 + &request,
203 + peer_id,
204 + &blockchain_proxy,
205 + );
206 +
207 + // Should return TooManylLocators error
208 + assert!(result.is_err());
209 + assert!(matches!(
210 + result.unwrap_err(),
211+ MacroChainError::TooManyLocators
212+ ));
213 + }
Comments 0
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