
phili67 / ecclesiacrm Public

Critical SQL Injection
High phili67 published GHSA-gjw3-73q9-v2qh last week

Package

No package listed

Affected versions

<8.0

Patched versions

None

Description

Impact

Vulnerable file: src/v2/templates/query/queryview.php

Vulnerable parameters: custom, value

Impact: Authentication bypass and Full Database access.

Patches

#2861

Workarounds

This vulnerability applies only if an administrator grants access rights to database queries.
To avoid this issue, it is best never to grant this permission in earlier versions of 8.0.

References

https://gist.github.com/NicolasPauferro/d877992327592f1e8eb4e2c9dce1ae9b

Severity

High
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CVE ID

CVE-2026-35184

Weaknesses

CWE-89
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