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fix: Initialize tail bytes in trans_alpha buffers

Although the arrays “info_ptr->trans_alpha’ and “png_ptr->trans_alpha’
are allocated 256 bytes, only "num_trans’ bytes are copied.

The remaining entries were left uninitialized. Set them to Oxff (fully
opaque) before copying, which matches the conventional treatment of
entries beyond “num_trans’.

This is a follow-up to the previous use-after-free fix.
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Vv pngset.c

@@ -1159,9 +1159,13 @@ png_set_ tRNS(png_structrp png_ptr, png_inforp

info_ptr,
1159 1159
1160 1160 if (num_trans > 0 && num_trans <= PNG_MAX_PALETTE_LENGTH)
1161 1161 {
1162 - /* Allocate info_ptr's copy of the transparency data. */
1162 + /* Allocate info_ptr's copy of the transparency data.
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fix: Initialize tail bytes in “trans_alpha" buffers - pnggroup/libpng@a3a2144 - GitHub
* Initialize all entries to fully opaque (Oxff), then overwrite
* the first num_trans entries with the actual values.
*/
info_ptr->trans_alpha = png_voidcast(png_bytep,
png_malloc(png_ptr, PNG_MAX_PALETTE_LENGTH));
memset (info_ptr->trans_alpha, Oxff, PNG_MAX_PALETTE_LENGTH);
memcpy (info_ptr->trans_alpha, trans_alpha, (size_t)num_trans);
info_ptr->free_me |= PNG_FREE_TRNS;
info_ptr->valid |= PNG_INFO_tRNS;

@@ -1177,6 +1181,7 @@ png_set_tRNS(png_structrp png_ptr, png_inforp

png_free(png_ptr, png_ptr->trans_alpha);

png_ptr->trans_alpha = png_voidcast(png_bytep,
png_malloc(png_ptr, PNG_MAX_PALETTE_LENGTH));

memset (png_ptr->trans_alpha, Oxff, PNG_MAX_PALETTE_LENGTH);

memcpy(png_ptr->trans_alpha, trans_alpha, (size_t)num_trans);

else

&

Please sign in to comment.

https://github.com/pnggroup/libpng/commit/a3a21443ed12bfalef46fa0d4fb2b74a0fa34a25

2/2


https://github.com/login?return_to=https://github.com/pnggroup/libpng/commit/a3a21443ed12bfa1ef46fa0d4fb2b74a0fa34a25

