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fix: Sync info_ptr->palette after in-place transforms

Copy "png_ptr->palette’ into “info_ptr->palette’ upon entering

the function that runs immediately after the in-place transforms.

The palette decoupling in the previous commit gave “png_struct’

and “png_info ' independently-allocated palette buffers, fixing a
use-after-free vulnerability. However, “png_init_read_transformations’
modifies “png_ptr->palette’ in place (e.g. for gamma correction or
background compositing), and the old aliasing made those modifications
visible through “png_get PLTE . With independent buffers,

“info_ptr->palette’ retained the original values, causing our tests to
fail on indexed-colour background compositing.
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@@ -2070,6 +2070,21 @@ png_read_transform_info(png_structrp png_ptr,

- png_inforp info_ptr)
2070 2070 {
2071 2071 png_debug(1, "in png_read_transform_info");
2072 2072

2073 + if (png_ptr->transformations != Q)
2074 + {

https://github.com/pnggroup/libpng/commit/c1b0318b393c90679e6fa5bc1d329fd5d5012ecl 1/2


https://github.com/pnggroup
https://github.com/pnggroup/libpng
https://github.com/pnggroup/libpng/tree/c1b0318b393c90679e6fa5bc1d329fd5d5012ec1
https://github.com/ctruta
https://github.com/pnggroup/libpng/commits?author=ctruta
https://github.com/pnggroup/libpng
https://github.com/pnggroup/libpng/issues
https://github.com/pnggroup/libpng/pulls
https://github.com/pnggroup/libpng/discussions
https://github.com/pnggroup/libpng/actions
https://github.com/pnggroup/libpng/projects
https://github.com/pnggroup/libpng/wiki
https://github.com/pnggroup/libpng/compare/libpng18
https://github.com/pnggroup/libpng/releases/tag/v1.6.56
https://github.com/pnggroup/libpng/commit/7ea9eea884a2328cc7fdcb3c0c00246a50d90667

4/4/26, 7:21 AM fix: Sync “info_ptr->palette” after in-place transforms - pnggroup/libpng@c1b0318 - GitHub

2075 + if (info_ptr->color_type == PNG_COLOR_TYPE_PALETTE &&

2076  + info_ptr->palette !'= NULL && png_ptr->palette != NULL)

2077 + {

2078 + /* Sync info_ptr->palette with png_ptr->palette.

2079 + * The function png_init_read_transformations may have modified
2080 + * png_ptr->palette in place (e.g. for gamma correction or for
2081 + * background compositing).

2082 + */

2083 + memcpy (info_ptr->palette, png_ptr->palette,

2084 + PNG_MAX_PALETTE_LENGTH * (sizeof (png_color)));

2085 + }

2086  + }

2087 +
2073 2088 #ifdef PNG_READ_EXPAND_SUPPORTED
2074 2089 if ((png_ptr->transformations & PNG_EXPAND) != 0)
2075 2090 {
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