
sipeed / picoclaw Public

Code Issues 170 Pull requests 148 Discussions Actions Projects

[Security Policy] PicoClaw Process Hook RCE #2307

New issue

Open

Labels domain: config type: bug

CH13hh opened 3 weeks ago · edited by CH13hh Edits

Quick Summary

The unauthenticated Web Launcher management plane can directly change the config.json, write any
hooks.processes[*].command into it, and then restart the gateway through the unauthenticated POST
/api/gateway/restart. When the gateway starts, this command is immediately started as a process hook,
forming a stable RCE

Environment & Tools

PicoClaw Version: ( picoclaw-0.2.4)

Go Version: (Go 1.25.8)

Operating System: (e.g., Ubuntu 20.04TLS)

📸 Steps to Reproduce

This vulnerability can directly result in unauthenticated remote code execution under the following conditions.
The target launches picoclaw-launcher -public or the launcher is deployed as an accessible management
plane in the same CIDR segment and allowed_cidrs is empty, or the attacker IP is within the allowed range
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❌ Actual Behavior

Fix suggestion: Add mandatory identity authentication to the management interface, and implement strict
input path and parameter verification for hooks commands in the configuration.

💬Email：

aisec@tiansu.org

sipeed-bot bot last week – with Sipeed Bot

@CH13hh Hi! This issue has been inactive for over a week. If there's no update in the next 7 days, it will be
closed automatically. If you're still working on it, just leave a comment to keep it open!

sipeed-bot added   3 weeks agotype: bug domain: config

github-actions mentioned this 3 weeks ago

🦞 OpenClaw 生态日报 2026-04-04 gsscsd/big_model_radar#131

4/25/26, 5:33 PM [Security Policy] PicoClaw Process Hook RCE · Issue #2307 · sipeed/picoclaw

https://github.com/sipeed/picoclaw/issues/2307 2/4

https://private-user-images.githubusercontent.com/173050241/573447547-4f5d44f1-21fc-4ef9-b798-176435c9857d.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzg2ODEsIm5iZiI6MTc3NzEzODM4MSwicGF0aCI6Ii8xNzMwNTAyNDEvNTczNDQ3NTQ3LTRmNWQ0NGYxLTIxZmMtNGVmOS1iNzk4LTE3NjQzNWM5ODU3ZC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNzMzMDFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0wYjljMjAyMGZmNmY0Y2FiM2YyYmNhOTk3YTU0OTI1ZjM5M2VjMmQ5MTc3YWJmMjdhYjM1MzdhMzdiZjA0MzgxJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.N-JWr6yGH3bT5pkUvPidBIgBzCOkvZBylzH8pUwOytY
https://private-user-images.githubusercontent.com/173050241/573447547-4f5d44f1-21fc-4ef9-b798-176435c9857d.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzg2ODEsIm5iZiI6MTc3NzEzODM4MSwicGF0aCI6Ii8xNzMwNTAyNDEvNTczNDQ3NTQ3LTRmNWQ0NGYxLTIxZmMtNGVmOS1iNzk4LTE3NjQzNWM5ODU3ZC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNzMzMDFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0wYjljMjAyMGZmNmY0Y2FiM2YyYmNhOTk3YTU0OTI1ZjM5M2VjMmQ5MTc3YWJmMjdhYjM1MzdhMzdiZjA0MzgxJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.N-JWr6yGH3bT5pkUvPidBIgBzCOkvZBylzH8pUwOytY
https://private-user-images.githubusercontent.com/173050241/573436481-6e4ebe3d-b30d-4260-941c-d8b7436106bb.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzg2ODEsIm5iZiI6MTc3NzEzODM4MSwicGF0aCI6Ii8xNzMwNTAyNDEvNTczNDM2NDgxLTZlNGViZTNkLWIzMGQtNDI2MC05NDFjLWQ4Yjc0MzYxMDZiYi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNzMzMDFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0xMzdmZDUxNjE4YzU3MjVjYzI1NjYyNjU4M2E5MzdjNTgyOTczYzgwMWMxMzg0YTFmMzE2NzEzODNiYjI0YTYwJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.Pt-8WSmlUnbzXW7Cxj91TpnWdZKLP-Vw20n-D0OTBkQ
https://private-user-images.githubusercontent.com/173050241/573436481-6e4ebe3d-b30d-4260-941c-d8b7436106bb.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzg2ODEsIm5iZiI6MTc3NzEzODM4MSwicGF0aCI6Ii8xNzMwNTAyNDEvNTczNDM2NDgxLTZlNGViZTNkLWIzMGQtNDI2MC05NDFjLWQ4Yjc0MzYxMDZiYi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNzMzMDFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0xMzdmZDUxNjE4YzU3MjVjYzI1NjYyNjU4M2E5MzdjNTgyOTczYzgwMWMxMzg0YTFmMzE2NzEzODNiYjI0YTYwJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.Pt-8WSmlUnbzXW7Cxj91TpnWdZKLP-Vw20n-D0OTBkQ
https://private-user-images.githubusercontent.com/173050241/573448041-980f0073-a9a2-40c1-8417-5348247a8b3e.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzg2ODEsIm5iZiI6MTc3NzEzODM4MSwicGF0aCI6Ii8xNzMwNTAyNDEvNTczNDQ4MDQxLTk4MGYwMDczLWE5YTItNDBjMS04NDE3LTUzNDgyNDdhOGIzZS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNzMzMDFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0yZWM2NWNkYTVkNGY0ZDA2MTc5ZWYzNmQwNTljMjA5MzJhOTBkMjA3MDNiNWUyYzlkOTRmY2Q0M2Q1MDU2YjQ2JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.2oXDJPjyWJLDJoIO1zFjsArt-f35CSB_MSg88ULNiY0
https://private-user-images.githubusercontent.com/173050241/573448041-980f0073-a9a2-40c1-8417-5348247a8b3e.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxMzg2ODEsIm5iZiI6MTc3NzEzODM4MSwicGF0aCI6Ii8xNzMwNTAyNDEvNTczNDQ4MDQxLTk4MGYwMDczLWE5YTItNDBjMS04NDE3LTUzNDgyNDdhOGIzZS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI1JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNVQxNzMzMDFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0yZWM2NWNkYTVkNGY0ZDA2MTc5ZWYzNmQwNTljMjA5MzJhOTBkMjA3MDNiNWUyYzlkOTRmY2Q0M2Q1MDU2YjQ2JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.2oXDJPjyWJLDJoIO1zFjsArt-f35CSB_MSg88ULNiY0
mailto:aisec@tiansu.org
https://github.com/apps/sipeed-bot
https://github.com/apps/sipeed-bot
https://sipeed.com/
https://github.com/CH13hh
https://github.com/apps/sipeed-bot
https://github.com/sipeed/picoclaw/issues?q=state%3Aopen%20label%3A%22type%3A%20bug%22
https://github.com/sipeed/picoclaw/issues?q=state%3Aopen%20label%3A%22domain%3A%20config%22
https://github.com/apps/github-actions
https://github.com/gsscsd/big_model_radar/issues/131


Metadata

No one assigned

Assignees

Labels

domain: config type: bug

No type

Type

No projects

Projects

No milestone

Milestone

None yet

Relationships

No branches or pull requests

Development

Participants

Sign up for free  to join this conversation on GitHub. Already have an account? Sign in to comment
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