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Add auth and nonce checks to Stripe webhook AJAX
handlers #3615

$~ Merged dparker1005 merged 1 commitinto strangerstudios:dev from

dparker1005:codex/stripe-webhook-.. |'_|;| on Mar 13

C)) Conversation 1 -o- Commits 1 ) Checks o Files changed 3

Memb
& dparker1005 commented on Mar 13 emper

Summary
» add a shared authorization check for the Stripe webhook AJAX handlers

e require the existing PMPro payment settings capability or manage_options before create/delete/rebuild
actions

» add and send a nonce for the Stripe webhook admin AJAX requests

Testing

» php -l classes/gateways/class.pmprogateway_stripe.php

e php -l includes/scripts.php

O %. Add auth checks to Stripe webhook AJAX handlers 12bfa31

® %. dparker1005 requested a review from Copilot 2 months ago

¥ Copilot started reviewing on behalf of dparker1005 2 months ago View session

® Copilot Al reviewed on Mar 13
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View reviewed changes

. Contributor
&  Copilot Al left a comment

Pull request overview

This PR hardens the Stripe webhook management actions in the admin by adding nonce-based CSRF
protection and centralizing authorization checks for the related AJAX handlers.

Changes:

e Add alocalized stripe_webhook_nonce to admin JS.
 Include the nonce in Stripe webhook create/delete/rebuild AJAX requests.

» Add a shared authorization/nonce validation helper in the Stripe gateway class and apply it to the
webhook AJAX handlers.

Reviewed changes

Copilot reviewed 3 out of 3 changed files in this pull request and generated no comments.

File Description

Sends a nonce with Stripe webhook create/delete/rebuild AJAX

o admini
js/pmpro-admin.js requests.

. . Localizes a Stripe webhook nonce into the pmpro JS object for
includes/scripts.php

admin pages.
classes/gateways/class.pmprogate Adds centralized capability + nonce validation and enforces it in
way_stripe.php webhook AJAX handlers.

¢ Add Copilot custom instructions for smarter, more guided reviews. Learn how to get started.

You can also share your feedback on Copilot code review. Take the survey.

O &

(2 & dparkerl005 mentioned this pull request on Mar 13

Fix missing capability checks and nonces on Stripe webhook AJAX handlers #3614

§3i Closed
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%. dparkerl1005 merged commit 8650b05 int0 strangerstudios:dev on Mar 13 View details

4 checks passed

) 34 %. dparker1l005 deleted the codex/stripe-webhook-ajax-auth branch last month

SNV R {e]di (-0 tO join this conversation on GitHub. Already have an account? Sign in to comment

Reviewers

& Copilot

Assignees

No one assigned

Labels

None yet

Projects

None yet

Milestone

No milestone

Development

Successfully merging this pull request may close these issues.

None yet

2 participants
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