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1 @@ -332,9 +332,16 @@ protected function _get_attachments() {
332 332 continue;
333 333 1
334 334
335 $form_id = MWF_Functions::get_form_id_from_form_key( $this->Data-
>get_form_key() );
336 $filepath = MW_WP_Form_Directory::generate_user_filepath( $form_id,
$key, $upload_filename );
337 if (! file_exists( $filepath ) ) {
2383 $form_id = MWF_Functions::get_form_id_from_form_key( $this->Data-
>get_form_key() );
336
337 try {
338 $filepath = MW_WP_Form_Directory::generate_user_filepath(
$form_id, $key, $upload_filename );
339 } catch ( \Exception $e ) {
340 error_log( $e->getMessage() );
341 continue;
342 }
343
344 if ( ! $filepath || ! file_exists( $filepath ) ) {
338 345 continue;
339 346 1
340 347
'I'
Vv classes/models/class.data.php c
. @@ -607,8 +607,17 @@ public function regenerate_upload_file keys() {
607 607 foreach ( $upload_file_keys as $key => $upload_file key ) {
608 608 $upload_filename = $this->get_post_value_by_ key( $upload_file_key
)
609 609 $form_id = MWF_Functions::get_form_id_ from_form_key( $this-
>get_form_key() );
610 $filepath = MW_WP_Form_Directory: :generate_user_filepath(
$form_id, $upload_file_key, $upload_filename );
611 if ( ! $upload_filename || ! file_exists( $filepath ) ) {
610
611 try {
612 $filepath = MW_WP_Form_Directory::generate_user_filepath(

$form_id, $upload_file_key, $upload_filename );
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613 + } catch ( \Exception $e ) {
614 + error_log( $e->getMessage() );
615 + unset( $upload_file_keys[ $key ] );
616 + $this->set( $upload_file key, '' );
617 + continue;
618 + }
619  +
620 + if ( ! $upload_filename || ! $filepath || ! file exists( $filepath
) ) A
612 621 unset( $upload_file_keys[ $key ] );
613 622 $this->set( $upload_file_key, '' );
614 623 3
.
Vv classes/models/class.directory.php ooC
. @@ -39,6 +39,10 @@ public static function generate_user_dirpath( $form_id )
..... .
39 39 throw new \RuntimeException( '[MW WP Form] Failed to create user
directory.' );
40 40 1
41 41
42 + if ( ! preg_match( '/A\d+$/', (string) $form_id ) ) {
43 1 throw new \RuntimeException( '[MW WP Form] Invalid form ID.' );
44 + }
45 1
42 46 $user_dir = path_join( static::get(), $saved_token );
43 47 $user_dir = path_join( $user_dir, (string) $form_id );
44 48
. @@ -54,9 +58,17 @@ public static function generate_user_dirpath( $form_id )
’ {
54 58 * @throws \RuntimeException When directory name is not token value.
55 59 */
56 60 public static function generate_user_file dirpath( $form_id, $name ) {
61 + if (! static::_is_valid_path_segment( $name ) ) {
62 1 throw new \RuntimeException( '[MW WP Form] Invalid file reference
requested.' );
63 + }
64 1
57 65 $user_dir = static::generate_user_dirpath( $form_id );
58 66 $user_file_dir = path_join( $user_dir, $name );
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if ( ! static::_is_within_expected_dir_candidate( $form_id,

$user_file_dir ) ) {

throw new \RuntimeException( '[MW WP Form] Invalid file reference

requested.' );

}

return $user_file_dir;

@@ -140,20 +152,20 @@ public static function generate_user_filepath(

$form_id, $name, $filename ) {

return false;

if (! static::_is_valid_path_segment( $filename ) ) {

throw new \RuntimeException( '[MW WP Form] Invalid file reference

requested.’' );

) {

}

$user_file_dir = static::generate_user_file dirpath( $form_id, $name );
if (! $user_file dir || ! is_dir( S$user_file_dir ) ) {

return false;

$normalized_filename = wp_normalize_ path( $filename );

if (
wp_basename( $normalized_filename ) !== $normalized_filename ||
strstr( $normalized_filename, "\O@" )

) {

$filepath = path_join( $user_file dir, $filename );

if ( ! static::_is_within_expected_dir_candidate( $form_id, $filepath )

throw new \RuntimeException( '[MW WP Form] Invalid file reference

requested.’' );

}
$filepath = path_join( $user_file_dir, $filename );
$filepath = wp_normalize_path( $filepath );
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158 170 $user_file_dir = trailingslashit( wp_normalize_path( $user_file_dir )
)
159 171
. @@ -176,6 +188,92 @@ public static function generate_user_filepath(
hd $form_id, $name, $filename ) {
176 188 return $filepath;
177 189 }
178 190
10488 + VA
192 + * Return true when path segment is valid.
193 + *
194 + * @param string $value Path segment.
195 + * @return boolean
196 + */
197 + protected static function _is_valid_path_segment( $value ) {
198 + if (! is_string( $value ) || '' === $value ) {
199 + return false;
200 + }
2058, +
202 + $value = wp_normalize_path( $value );
2088 -+
204 + if ( strstr( $value, "\0" ) ) {
205 + return false;
206 + }
20/ -+
208 + if ( '.' === $value || '..' === $value ) {
209 + return false;
210 + }
251, +
212+ if ( path_is_absolute( $value ) ) {
213 + return false;
214 + }
255N -+
216  + if ( wp_basename( $value ) !== $value ) {
217 + return false;
218 + }
219 +
220 + return true;
221 + }
2270 +
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request #32 from web-soudan/security/fix-file-upload-path-... - web-soudan/mw-wp-form@f872ab1l

Return true when candidate path is inside the current user's temp

ry.

@param int $form_id Form ID.
@param string $path Target path.

@return boolean

tected static function _is_within_expected_dir_candidate( $form_id,

{
$path = wp_normalize_path( $path );

$user_dir = static::_get_expected_user_dir( $form_id, static::get() );
if ( false === S$user_dir ) {

return false;

}
$path = untrailingslashit( $path );
$user_dir = untrailingslashit( $user_dir );

$user_dir_slash = trailingslashit( $user_dir );

return $path === $user_dir || 0 === strpos( $path, $user_dir_slash );

Return the expected user directory path.

@param int $form_id Form ID.
@param string|bool $base_dir Base directory path.

@return string|false

tected static function _get_expected_user_dir( $form_id, $base_dir ) {
$saved_token = MW_WP_Form_Csrf::saved_token();

$saved_token = $saved_token ? $saved_token : MW_WP_Form_Csrf::token();
if (! preg_match( '|A[a-z0-9]+$|', $saved_token ) ) {

return false;

if ( ! preg_match( '/A\d+$/', (string) $form_id ) ) {

return false;
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261 + }
262 +
263 + if (! $base_dir ) {
264 + return false;
265 + }
266 +
267 + $base_dir = wp_normalize_path( $base_dir );
268 +
269 + return wp_normalize_path(
270 + path_join(
271+ path_join( $base_dir, $saved_token ),
272 + (string) $form_id
273 + )
274 + ),
275 + }
20GH +
179 277 /**
180 278 * Returns a list of saved file paths.
181 279 *
.
Vv mw-wp-form.php ces
A @@ -3,7 +3,7 @@
3 3 * Plugin Name: MW WP Form
4 4 * Plugin URI: https://mw-wp-form.web-soudan.co.jp
5 5 * Description: MW WP Form is shortcode base contact form plugin. This plugin
have many features. For example you can use many validation rules, inquiry data
saving, and chart aggregation using saved inquiry data.
6 - * Version: 5.1.1
6 + * Version: 5.1.2
7 7 * Requires at least: 6.0
8 8 * Requires PHP: 8.0
9 9 * Author: websoudan
e

VvV readme. txt

ee

eee

-5,7 +5,7 @@ Tags: plugin, form, confirm, preview, shortcode, mail, chart,

graph, html, conta

Requires at least: 6.0
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Requires PHP: 8.0
Tested up to: 6.4
Stable tag: 5.1.1
Stable tag: 5.1.2

License: GPLv2 or later

License URI: http://www.gnu.org/licenses/gpl-2.0.html

@@ -79,13 +79,16 @@ Do you have questions or issues with MW WP Form? Use

these support channels appr

4. List page of inquiry data that has been saved.

5. Supports chart display of saved inquiry data.

== Changelog ==

=5.1.1 =

* Security Fix insufficient
=5.1.0 =
* Security Use wp_kses_post

== Changelog ==

=5.1.2 =

* Security Fix insufficient

=5.1.1 =

* Security Fix insufficient

=5.1.0 =

* Security Use wp_kses_post

=5.0.6 =

* Fixed Fixed an error during uninstallation.

Vv  tests/classes/models/test-data.php

679
680
681
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679
680
681
682

+

@@ -679,6 +679,24 @@ public function regenerate_upload_file_keys() {

unlink( $dirpath

/**

file path validation in upload file handling

to form content/complete message

file path validation in upload file handling

file path validation in upload file handling

to form content/complete message

'/1.txt'

)

( later 5.0.0 )
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* @test
* @group regenerate_upload_file_keys
*/
public function regenerate_upload_file_keys_should_drop_invalid_keys() {
$Data = $this->_instantiation_Data( array(
MWF_Config: :UPLOAD_FILE_KEYS => array( '/var/www/wordpress',

'../../../wordpress' ),

) )

$Data->set( '/var/www/wordpress', 'wp-config.php' );
$Data->set( '../../../wordpress', 'wp-config.php' );

$Data->regenerate_upload_file_keys();

$this->assertEquals( array(), $Data->get post_value_ by key(
MWF_Config: :UPLOAD_FILE_KEYS ) );
$this->assertSame( '', $Data->get post_value_ by key(
'/var/www/wordpress' ) );
$this->assertSame( '', $Data->get post_value_ by key(
'../../../wordpress' ) );
}

/**
* @test

* @group push_uploaded_file_keys

tests/classes/models/test-directory.php

76
7

78
79
80
81
82
83
84

@@ -76,4 +76,52 @@ public function
generate_user_filepath_should_reject_windows_absolute_path() {
$this->expectException( '\RuntimeException' );
MW_WP_Form_Directory::generate_user_filepath( $form_id, $name,
"C:\\tmp\\evil.php' );
}

Jrx
* @test
* @group generate_user_file_dirpath
*/

public function

generate_user_file_dirpath_should_reject_absolute_path_name() {
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MW_WP_Form_Csrf::save token();

$form_id = $this-> create_form();

$this->expectException( '\RuntimeException' );
MW_WP_Form_Directory::generate_user_file_dirpath( $form_id,
'/var/www/wordpress' );

}

/**
* @test
* @group generate_user_file_dirpath
*/

public function generate_user_file_dirpath_should_reject_nested_path_name()

MW_WP_Form_Csrf::save token();

$form_id = $this-> create_form();

$this->expectException( '\RuntimeException' );
MW_WP_Form_Directory: :generate_user_file_dirpath( $form_id,
'nested/file-1"' );
}

S
* @test
* @group generate_user_file_dirpath
*/
public function
generate_user_file dirpath_should_reject_path_outside_user_dir() {
MW_WP_Form_Csrf::save token();

$form_id = $this-> create_form();

$this->expectException( '\RuntimeException' );
MW_WP_Form_Directory: :generate_user_file_dirpath( $form_id,
'../../../wordpress' );

}

/**
* @test
* @group generate_user_file_dirpath

*/
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public function

generate_user_file_dirpath_should_reject_windows_absolute_path_name() {

MW_WP_Form_Csrf::save token();

$form_id = $this-> create_form();

$this->expectException( '\RuntimeException' );

MW_WP_Form_Directory::generate_user_file_dirpath( $form_id,

'C:\\xampp\\htdocs\\wordpress' );

}

&

Please sign in to comment.
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