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Heap buffer over-read in avi_parse_input_file() when parsing
truncated hdrl strh chunk #24

i’ BreakingBad6 opened 2 weeks ago - edited by BreakingBad6 Edits « cee
Minimal harness

#include <stdio.h> 3
#include "../example/theora/win32/experimental/transcoder/avi2vp3/avilib.h"

int main(int argc, char **argv) {
const char *path = "poc/avilib_hdrl _oob/avilib_hdrl_short_strh.avi";
avi_t *avi;

if (argc > 1) {

path = argv[1];

printf("opening: %s\n", path);
avi = AVI_open_input_file((char *)path, 1);

if (tavi) {
AVI_print_error("AVI_open_input_file failed");
return 1;

}

printf("opened successfully\n");
AVI_close(avi);
return 0;

Build

clang -g -O0 -fsanitize=address -fno-omit-frame-pointer -
lexample/theora/win32/experimental/transcoder/avi2vp3 poc/avilib_hdrl_asan_harness.c
example/theora/win32/experimental/transcoder/avi2vp3/avilib.c -o avilib_hdrl_asan_harness

https://github.com/xiph/theora/issues/24 1/5


https://github.com/xiph
https://github.com/xiph/theora
https://github.com/xiph/theora
https://github.com/xiph/theora/issues
https://github.com/xiph/theora/pulls
https://github.com/xiph/theora/actions
https://github.com/xiph/theora/security
https://github.com/xiph/theora/pulse
https://github.com/BreakingBad6
https://github.com/BreakingBad6
https://github.com/BreakingBad6

4/6/26, 10:03 AM Heap buffer over-read in avi_parse_input_file() when parsing truncated hdrl strh chunk - Issue #24 - xiph/theora
Run
ASAN_OPTIONS=detect_leaks=0:abort_on_error=1:symbolize=1 ./avilib_hdrl_asan_harness
poc/avilib_hdrl_oob/avilib_hdrl_short_strh.avi

ASan result
The crash is an AddressSanitizer heap-buffer-overflow read in:

memcpy(AVI->compressor,hdrl_data+i+4,4)
The allocated heap region is created at:

hdrl_data = (unsigned char *) malloc(n);
I will attach the ASan output screenshot separately.

Impact

This issue allows a malformed AVI file to trigger a heap out-of-bounds read and crash the parser. Based on
current analysis, this appears to be a denial-of-service / parser robustness issue caused by missing bounds
checks in hdrl sub-chunk parsing.

Suggested fix
Before reading any nested hdrl chunk fields:

Verify that at least 8 bytes remain for the chunk header.

Verify that the declared chunk length fits within the remaining hdrl_data buffer.

For strh / strf, verify that the remaining bytes are sufficient for all fixed-offset accesses before reading fields
such as +4, +14, +16, +20, +24, or +32.

Abort parsing on malformed or truncated sub-chunks.
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#6 0x560e56d68354 in _start (/mnt/c/Users/18320/Desktop/#Fr it %l /avilib_hdrl_asan_harness+0x1f354) (BuildId: 7d2878
329f01b2dc811b9beel2fbdecd901f8ea)

#0 Ox560e56debl9e in

Heap buffer over-read in avi_parse_input_file() when parsing truncated hdrl strh chunk - Issue #24 - xiph/theora

ildId: 7d287853e9f01b2dc811b9beel2fbdect901f8ea)

#1 Ox560e56e2dc65 in avi_parse_input_file /mnt/c/Users/18320/Desktop/# R it £l /example/theora/win32/experimental/tran

scoder/avi2vp3/avilib.c:1169:U3

#2 0x560e56e2d763 in AVI_open_input_file /mnt/c/Users/18320/Desktop/# 4K it Xl /example/theora/win32/experimental/trang

coder/avi2vp3/avilib.c:1093:3

#3 0x560e56e25F6b in main /mnt/c/Users/18320/Desktop/3 &t %)l /poc/avilib_hdrl_asan_harness.c:13:11

#4 0x762bb3029d8f in __libc_start_call_main csu/../sysdeps/nptl/libc_start_call_main.h:58:16

SUMMARY: AddressSanitizer: heap-buffer-overflow (/mnt/c/Users/18320/Desktop/#r 71t %l /avilib_hdrl_asan_harness+0xalic6) (

BuildId: 7d287853e9f01b2dc811b9beel2fbdecd901f8ea) in
Shadow bytes around the buggy address:

OxOcOUTFFfT7fbo:
OxOcOUTFF+TcO:
Ox0cOU7Ff+T7fdO:
Ox0cOUTfffTfed:
OxOcOUTFFFTfO:
=>0x0cOU4 78000 :
Ox0cO4d7ff+8010:

OxOcOUTFFfTfeld:
OxOcOUTFFFTFfO:
=>0x0cOUTFff8000:
Ox0cOUTFff8010:
Ox0cOUTFf8020:
Ox0cOUT7Ff8030:
Ox0cOUT7Ff8040:
Ox0cOUT7Ff8050:

Shadow byte legend (one

Addressable:

00 60 00
00 00 00
00 00 00
00 00 00
00 00 00
oo[od]

00 00 00
00 00 00
eofou]

00

00 GO0 60 00 60 00

Partially addressable: 01 02 03 04 05 06 07
Heap left redzone:
Freed heap region:
Stack left redzone:
Stack mid redzone:
Stack right redzone:
Stack after return:
Stack use after scope:

Global redzone:

Global init order:
Poisoned by user:
Container overflow:

Array cookie:

Intra object redzone:

ASan internal:

Left alloca redzone:
Right alloca redzone:

==1223==ABORTING

Aborted (core dumped)

__interceptor_malloc (/mnt/c/Users/18320/Desktop/# 7 it %l /avilib_hdrl_asan_harness+8xa219e) (B

__asan_memcpy

00 00 60 00
00 00 00 0O
00 00 00 00
00 00 00 00
00 00 60 00

00 00 00 00
00 00 00 00

shadow byte represents 8 application bytes):

(4 '« BreakingBad6 mentioned this 2 weeks ago

() Stack buffer overflow in txtin_process_texml (load_text.c:3844) gpac/gpac#3467

Il BreakingBad6 2 weeks ago

the poc:

I (10).zip
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