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Serialize URL string contents to prevent XSS #173
Merged redonkulus merged 1 commit into yahoo:main from

rrdelaney:rrdelaney/fix-url-encod… on Jan 9, 2024

Code Issues 33 Pull requests 11 Actions Projects Security and qua

Conversation 6 Commits 1 Checks 0 Files changed 2

rrdelaney commented on Jan 9, 2024

I confirm that this contribution is made under the terms of the license found in the root directory of this
repository's source tree and that I have the authority necessary to make this contribution on behalf of its
copyright owner.

 #172 by implementing @redonkulus's excellent suggestion. Additionally updates the tests to expect
the newly encoded URL values, and adds a new test to ensure the serialized output does not contain any
unsafe characters.

Thanks again to @redonkulus for finding and suggesting the fix!

Contributor

Fixes

Serialize URL string contents to prevent XSS 7ea5d01

redonkulus approved these changes on Jan 9, 2024

View reviewed changes

redonkulus left a comment

This is great, thanks for the quick PR!

👍 1

Collaborator
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 redonkulus merged commit f27d65d into  on Jan 9, 2024yahoo:main

redonkulus commented on Jan 9, 2024 • 

New version with the fix published https://github.com/yahoo/serialize-javascript/releases/tag/v6.0.2. Thanks
again!

Collaboratoredited 

 Omrisnyk mentioned this pull request on Jan 9, 2024

[Snyk] Fix for 1 vulnerabilities Omrisnyk/npm-lockfiles#138

 Open

 jrmhaig mentioned this pull request on Jan 23, 2024

Security issue with serialize-javascript dependency webpack/terser-webpack-plugin#591

Closed

cebarks commented on Sep 25, 2024 • 

Hi there @redonkulus, I work in Red Hat Product Security and this came across my desk. As it looks CVE
worthy, I was wondering if there was ever a CVE assigned for this issue? If not, we (Red Hat) can assist in
that process if needed.

edited 

abhraj26 commented on Oct 4, 2024

@redonkulus : Can you please reach out to Github for CVE assignment like you did for CVE-2019-16769 for
the same issue .

cebarks commented on Nov 26, 2024

I've assigned CVE-2024-11831 from Red Hat's pool to track this as I never got a response to the above.

 deepsource-development Bot  mentioned this pull request on Feb 20, 2025
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Assignees

No one assigned

Labels

None yet

Projects

None yet

Milestone

No milestone

fix(deps): update npm/terser-webpack-plugin from 5.3.10 → 5.3.11 anto-
deepsource/phaser#18

 Open

This comment was marked as spam. Sign in to view

blksuga approved these changes on Oct 11, 2025

View reviewed changes

 krausvo1 mentioned this pull request on Oct 27, 2025

fix(terser): upgrade serialize-javascript rollup/plugins#1932

 Closed

9 tasks

 to join this conversation on GitHub. Already have an account? Sign in to commentSign up for free

Reviewers

redonkulus

+2 more reviewers

QueTee82

blksuga
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Development

Successfully merging this pull request may close these issues.

 Security vulnerability for non-HTTP URLs

6 participants

4/27/26, 6:44 AM Serialize URL string contents to prevent XSS by rrdelaney · Pull Request #173 · yahoo/serialize-javascript · GitHub

https://github.com/yahoo/serialize-javascript/pull/173 4/4

https://github.com/yahoo/serialize-javascript/issues/172
https://github.com/rrdelaney
https://github.com/redonkulus
https://github.com/cebarks
https://github.com/abhraj26
https://github.com/blksuga
https://github.com/QueTee82

