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[Title]
rawchen/sims has a Unauthorized Arbitrary File Delete Vulnerability

[PRODUCT]
sims

[TYPE]
Unauthorized Arbitrary File Delete Vulnerability

[DESCRIPTION]
Rawchen/sims has an unauthorized arbitrary file download vulnerability. This vulnerability is due to the
deletionFileServlet routing of sims-master/src/web/servlet/file/DeleteFileServlet.java without permission
management, and the file name entered by the user is not filtered, causing the attacker to delete server-
critical files without permission, which may lead to system paralysis, data loss or even complete service
failure.

ANALYZE：

First of all, analyze the permissions of the project. No permission verification was found for the
DeleteFileServlet route, so you can directly access the DeleteFileServlet route under sims-
master/src/web/servlet/file/DeleteFileServlet.java:

4/26/26, 6:57 AM rawchen/sims has a Unauthorized Arbitrary File Delete Vulnerability · Issue #2 · yingxiujie/cve

https://github.com/yingxiujie/cve/issues/2 1/3

https://github.com/yingxiujie
https://github.com/yingxiujie/cve
https://github.com/yingxiujie/cve
https://github.com/yingxiujie/cve/issues
https://github.com/yingxiujie/cve/pulls
https://github.com/yingxiujie/cve/actions
https://github.com/yingxiujie/cve/projects
https://github.com/yingxiujie/cve/security
https://github.com/yingxiujie/cve/pulse
https://github.com/login?return_to=https://github.com/yingxiujie/cve/issues/2
https://github.com/yingxiujie
https://github.com/yingxiujie
https://github.com/rawchen/sims
https://private-user-images.githubusercontent.com/273913308/574005894-157605a7-216d-4cd2-9829-0f5ec87d1574.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxODY5NDYsIm5iZiI6MTc3NzE4NjY0NiwicGF0aCI6Ii8yNzM5MTMzMDgvNTc0MDA1ODk0LTE1NzYwNWE3LTIxNmQtNGNkMi05ODI5LTBmNWVjODdkMTU3NC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI2JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNlQwNjU3MjZaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT02NzllZTY4MmM1MmVlOGVjNGI2YWY0ZWFiN2ZhOGVlNThhNDBiYTQzZTZhYWM4YzBkMzM3MjgyMzcxYjQ0MGQ3JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.VnzEZAAkqChCamXbWFUB0a48i3u8DrKTJSUTiClezN0
https://private-user-images.githubusercontent.com/273913308/574005894-157605a7-216d-4cd2-9829-0f5ec87d1574.png?jwt=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NzcxODY5NDYsIm5iZiI6MTc3NzE4NjY0NiwicGF0aCI6Ii8yNzM5MTMzMDgvNTc0MDA1ODk0LTE1NzYwNWE3LTIxNmQtNGNkMi05ODI5LTBmNWVjODdkMTU3NC5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjYwNDI2JTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI2MDQyNlQwNjU3MjZaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT02NzllZTY4MmM1MmVlOGVjNGI2YWY0ZWFiN2ZhOGVlNThhNDBiYTQzZTZhYWM4YzBkMzM3MjgyMzcxYjQ0MGQ3JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCZyZXNwb25zZS1jb250ZW50LXR5cGU9aW1hZ2UlMkZwbmcifQ.VnzEZAAkqChCamXbWFUB0a48i3u8DrKTJSUTiClezN0


Metadata

No one assigned

Assignees

Labels

Enter the DeleteFileServlet route, which obtains the filename parameters entered by the user, and does not
filter the parameters in any way, but directly splices the directory to delete the file content, resulting in
unauthorized arbitrary file deletion vulnerabilities:

POC：

GET /downloadServlet?filename=../aaaa.txt HTTP/1.1

Host: 127.0.0.1:8080

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like G
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