
 

XSS in Grafana Explore stack trace

Medium

Advisory ID: CVE-2025-41117

Published: 2026-02-12

Product: Grafana

CVSS Score: 6.8

CVSS Vector: CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:N

Fixed Versions: <12.2.0

>=12.2.4+security-01 <12.3.0

>=12.3.2+security-01

Summary

Stack traces in Grafana’s Explore Traces view can be rendered as raw HTML, and

thus inject malicious JavaScript in the browser. This would require malicious

JavaScript to be entered into the stack trace field.

Only datasources with the Jaeger HTTP API appear to be affected; Jaeger gRPC

and Tempo do not appear affected whatsoever.

Grafana 12.4 is here — faster and easier data visualization, Git Sync for observability as code

d d
Learn more
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Still have questions?
Ask your questions. Let AI do the heavy lifting.

Get every update
Subscribe to our newsletter

By submitting, you agree to our Privacy policy

Grafana Cloud Solutions

This vulnerability was reported to us via our bug bounty program by Pavel Kohout of

Aisle Research.
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