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Grafana 12.4 is here — faster and easier data visualization, Git Sync for observability as code
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Cross-dashboard privilege escalation
via permission management

Advisory ID: CVE-2026-21721

Published: 2026-01-27

Product: Grafana

CVSS Score: 8.1

CVSS Vector: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:N
Fixed Versions: >=12.3.0 <12.3.1+security-01

>=12.2.0 <12.2.3+security-01
>=12.1.0 <12.1.5+security-01

>=12.0.0 <12.0.8+security-01
>=10.2.0 <11.6.9+security-01

Ssummary

Grafana is an open-source platform for monitoring and observability. The platform
supports creating dashboards, which collate various visualisation panels onto one
plane. These can have per-user permissions.

If a user has permission management rights on one dashboard, they could edit the
permissions of any other dashboard.
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This bug was reported by selen via our bug bounty program.

Still have questions?

Ask your questions. Let Al do the heavy lifting.

> >

Get every update

Subscribe to our newsletter

By submitting, you agree to our Privacy policy

Grafana Cloud Solutions

Overview Al Observability

Pricing Full-Stack Observability

What's in the free tier? Infrastructure & Cloud Observability
Al Assistant Digital Experience Monitoring
Application Observability Scaled Prometheus

Kubernetes Monitoring Cost Management & Optimization
Dashboards & Visualization Site Reliability

Database Observability Log Management

Frontend Observability Migrate to OpenTelemetry

Synthetic Monitoring
Performance & Load Testing

https://grafana.com/security/security-advisories/cve-2026-21721/ 2/4


https://grafana.com/legal/privacy-policy/
https://app.intigriti.com/programs/grafanalabs/grafanaossbbp/detail
https://grafana.com/products/cloud/?plcmt=footer-nav
https://grafana.com/pricing/?plcmt=footer-nav
https://grafana.com/products/cloud/free-tier/?plcmt=footer-nav
https://grafana.com/products/cloud/ai-assistant/?plcmt=footer-nav
https://grafana.com/products/cloud/application-observability/?plcmt=footer-nav
https://grafana.com/products/cloud/kubernetes/?plcmt=footer-nav
https://grafana.com/products/cloud/grafana/?plcmt=footer-nav
https://grafana.com/products/cloud/database-observability/?plcmt=footer-nav
https://grafana.com/products/cloud/frontend-observability/?plcmt=footer-nav
https://grafana.com/products/cloud/synthetic-monitoring/?plcmt=footer-nav
https://grafana.com/products/cloud/performance-load-testing-k6/?plcmt=footer-nav
https://grafana.com/products/cloud/ai-tools-for-observability/?plcmt=footer-nav#ai-observability-for-llms-and-beyond
https://grafana.com/solutions/full-stack-observability/?plcmt=footer-nav
https://grafana.com/solutions/cloud-infrastructure-observability/?plcmt=footer-nav
https://grafana.com/solutions/digital-experience-monitoring/?plcmt=footer-nav
https://grafana.com/products/cloud/metrics/?plcmt=footer-nav#why-scale-metrics-with-grafana-cloud
https://grafana.com/products/cloud/cost-management-optimization/?plcmt=footer-nav
https://grafana.com/solutions/site-reliability/?plcmt=footer-nav
https://grafana.com/products/cloud/logs/?plcmt=footer-nav
https://grafana.com/solutions/opentelemetry/?plcmt=footer-nav#migrate-to-open-telemetry

4/5/26, 5:52 PM

Incident Response & Management
What's New

Grafana Cloud Status

Integrations

All Integrations
AWS

Google Cloud
Microsoft Azure
Kubernetes
Datadog

New Relic

Learn

Documentation
Blog
Community
Events

Observability Survey & Reports

https://grafana.com/security/security-advisories/cve-2026-21721/

Cross-dashboard privilege escalation via permission management | Grafana Labs

Open Source

Our Projects
GitHub
Downloads

Dashboard Templates

Company

About Grafana Labs
Open Positions
Partnerships
Newsroom

Success Stories
Contact Us

Getting Help
Professional Services

Hey Al

Compare

Datadog vs. Grafana Labs
Dynatrace vs Grafana Cloud
Elasticsearch vs Grafana Cloud
New Relic vs Grafana Cloud
PagerDuty vs Grafana Cloud

3/4


https://grafana.com/products/cloud/irm/?plcmt=footer-nav
https://grafana.com/whats-new/?plcmt=footer-nav
https://status.grafana.com/?plcmt=footer-nav
https://grafana.com/integrations/?plcmt=footer-nav
https://grafana.com/integrations/cloud-monitoring-aws/?plcmt=footer-nav
https://grafana.com/integrations/cloud-monitoring-google-cloud/?plcmt=footer-nav
https://grafana.com/integrations/cloud-monitoring-microsoft-azure/?plcmt=footer-nav
https://grafana.com/products/cloud/kubernetes/?plcmt=footer-nav
https://grafana.com/integrations/datadog/visualize/?plcmt=footer-nav
https://grafana.com/integrations/new-relic/visualize/?plcmt=footer-nav
https://grafana.com/oss/?plcmt=footer-nav
https://github.com/grafana/
https://grafana.com/get/?plcmt=footer-nav
https://grafana.com/grafana/dashboards/?plcmt=footer-nav
https://grafana.com/docs/?plcmt=footer-nav
https://grafana.com/blog/?plcmt=footer-nav
https://grafana.com/community/?plcmt=footer-nav
https://grafana.com/events/?plcmt=footer-nav
https://grafana.com/observability-benefits-for-business/?plcmt=footer-nav
https://grafana.com/about/grafana-labs/?plcmt=footer-nav
https://job-boards.greenhouse.io/grafanalabs/
https://grafana.com/partnerships/?plcmt=footer-nav
https://grafana.com/press/?plcmt=footer-nav
https://grafana.com/success/?plcmt=footer-nav
https://grafana.com/contact/?plcmt=footer-nav
https://grafana.com/help/?plcmt=footer-nav
https://grafana.com/professional-services/?plcmt=footer-nav
https://grafana.com/ai-info/?plcmt=footer-nav
https://grafana.com/compare/grafana-vs-datadog/?plcmt=footer-nav
https://grafana.com/compare/grafana-vs-dynatrace/?plcmt=footer-nav
https://grafana.com/compare/grafana-vs-elastic/?plcmt=footer-nav
https://grafana.com/compare/grafana-vs-new-relic/?plcmt=footer-nav
https://grafana.com/compare/grafana-vs-pagerduty/?plcmt=footer-nav

4/5/26, 5:52 PM Cross-dashboard privilege escalation via permission management | Grafana Labs

Splunk vs Grafana Cloud

Donut take our word for it. Try Grafana Cloud
today.

Grafana Cloud Status Legal & Security Terms of Service Privacy Policy Trademark Policy

Copyright 2026 © Grafana Labs

f X @ O @O <

https://grafana.com/security/security-advisories/cve-2026-21721/ 4/4


https://grafana.com/products/cloud/
https://status.grafana.com/?plcmt=footer-nav
https://grafana.com/legal/?plcmt=footer-nav
https://grafana.com/legal/terms/?plcmt=footer-nav
https://grafana.com/legal/privacy-policy/?plcmt=footer-nav
https://grafana.com/trademark-policy/?plcmt=footer-nav
https://www.facebook.com/grafana/
https://twitter.com/grafana/
https://www.linkedin.com/company/grafana-labs/
https://github.com/grafana/
https://www.youtube.com/channel/UCYCwgQAMm9sTJv0rgwQLCxw/
https://www.reddit.com/r/grafana/
https://grafana.com/compare/grafana-vs-splunk/?plcmt=footer-nav

