
 

Grafana Loki Path Traversal - CVE-2021-
36156 Bypass

Medium

Advisory ID: CVE-2026-21726

Published: 2026-01-26

Product: Loki

CVSS Score: 5.3

CVSS Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Fixed Versions: >=v3.6.4

Summary

The CVE-2021-36156 fix validates the namespace parameter for path traversal

sequences after a single URL decode, by double encoding, an attacker can read

files at the Ruler API endpoint /loki/api/v1/rules/{namespace}

Grafana 12.4 is here — faster and easier data visualization, Git Sync for observability as code

updates, and more.
Learn more
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Still have questions?
Ask your questions. Let AI do the heavy lifting.

Get every update
Subscribe to our newsletter

By submitting, you agree to our Privacy policy

Grafana Cloud Solutions

Thanks to Prasanth Sundararajan for reporting this vulnerability.
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