
 

RCE on Grafana via sqlExpressions

Critical

Advisory ID: CVE-2026-27876

Published: 2026-03-30

Product: Grafana

CVSS Score: 9.1

CVSS Vector: CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

Fixed Versions: <11.6.0

>=11.6.14 <12.0.0

>=12.1.10 <12.2.0

>=12.2.8 <12.3.0

>=12.3.6 <12.4.0

>=12.4.2

Summary

A chained attack via SQL Expressions and a Grafana Enterprise plugin can lead to a

remote arbitrary code execution impact (RCE). This is enabled by a feature in

Grafana (OSS), so all users are always recommended to update to avoid future

attack vectors going this path.

Only instances with the sqlExpressions  feature toggle enabled are vulnerable.

Grafana 12.4 is here — faster and easier data visualization, Git Sync for observability as code

updates, and more.
Learn more
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https://grafana.com/blog/grafana-12-4-release-all-the-latest-features/?plcmt=top-banner
https://grafana.com/blog/grafana-12-4-release-all-the-latest-features/?plcmt=top-banner
https://grafana.com/


Still have questions?
Ask your questions. Let AI do the heavy lifting.

Get every update
Subscribe to our newsletter

By submitting, you agree to our Privacy policy

Grafana Cloud Solutions

Only instances in the following version ranges are affected:

11.6.0 (inclusive) to 11.6.14 (exclusive): 11.6.14 has the fix. 11.5 and below are not

affected.

12.0.0 (inclusive) to 12.1.10 (exclusive): 12.1.10 has the fix. 12.0 did not receive an

update, as it is end-of-life.

12.2.0 (inclusive) to 12.2.8 (exclusive): 12.2.8 has the fix.

12.3.0 (inclusive) to 12.3.6 (exclusive): 12.3.6 has the fix.

12.4.0 (inclusive) to 12.4.2 (exclusive): 12.4.2 has the fix. 13.0.0 and above also

have the fix: no v13 release is affected.
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