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#2104591 g

Maintainer
can leak
sentry token

by changing share: {1y

the
configured
URL (fix
bypass)

Report

SUMMARY BY GITLAB

A malicious Maintainer
can, under specific
circumstances, leak the

sentry token by changing
the configured URL in the

Sentry error tracking
settings page. This was
asaresultofan
incomplete fix for CVE-
2022-4365.

TIMELINE

ép 70rpedo submitted a
report to GitLab.

August9,2023,7:17pm UTC

https://hackerone.com/reports/2104591

Reported on
August9,2023,7:17pm UTC

Reported by

&'L 70rpedo

Reported to
GitLab Managed

Participants

Report Id

CYALLEEER Resolved

Severity
Medium (5.5)

Disclosed
October 8,2024, 1:55pm UTC

Weakness
Information Disclosure

CVEID
None

Bounty
Hidden (£

Retest
Hidden (4

Total reward
Hidden (4

Account details
None
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