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[ RESEARCH ] - CVE-2026-
95165 - Stored XSS in
Bacularis 5.4.0 - 6.5.1 -
Organization name

Summary

Stored XSS affects all users (admin/normal) via the organization name. In the
Security / Organizations , add an organization and enter the XSS payload in
the organization name . The payload gets executed when any user, linked to

the created organization, clicks on the logout button.

General information

Description: The organization name within Security / Organizations / Add

organization is vulnerable to Stored Cross-Site Scripting (XSS).
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Versions Affected: 5.4.0 through 6.5.1
HERKC d
Version Fixed: 6.5.2
Researcher: HEKK.ONE

Creating a new normal user

On a fresh install of Bacularis 6.5.1

docker run -d -p 9097:9097 bacularis/bacularis-standalone:6.5.1-alpi 1

Login with admin:admin , go t0 Security / Users / Add user .

BUR 8

C o O @ Not Secure 192.168.117.139 H @ & w - H =

E: Bacularis = (LT @ Security Q search... [ceri)+ (K] & @c B4 Running: 0

Welcome, admin & Security

(Ol -]
Authentication Users Roles Organizations Consele ACLs APl basic users APl OAuth2 clients APl hosts APl host groups

@ Dashboard

7= Jobs + Add user # New user

&k Director
‘ 10 v| ‘ Copy H csv H Column visibility ¥ Search:[

[=RelES
Username ¢ Long name Roles API host method AP| hosts Enabled Tag Action
£ Storage

admin Bacularis admin normal,admin Hosts Main L
@ Pools

& Volumes Username Long name Y‘ Y| = Tag

>_ Console

Showing 1to 1of 1entries 0 rows selected
% Restore

@ Graphs Tip: Use left-click to select table row. Use CTRL + left-click to multiple row selection. Use SHIFT + left-click to add a range of rows to selection.

Version: 6.
& Security

¥ Deployment

We give the new user these values for name and password: test:passwordil ,

and select Normal user . Now click save .

Add user

Username:
Long name:;

Description:

E-mail:

Password:
200000808

Roles:
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Q & =

e S
iMormal user

Use CTRL + left-click to multiple item selection
O Use API hosts
Use API host groups

Main

Use CTRL + left-click to multiple item selection

Organization:
Enabled:

& Advanced options

X Cancel g save

Proof-of-Concept (POC) Exploit

Go to security / Organizations and click on Add organization .

C @ O & Not Secure 192.168.117.139: Lk £

= =
B =

:: Bacularis = [BERIES (heczmiy Q Search... [Ctri)+ B @cC By Running: 0

Welcome, admin @ Security
O 2 -]

Authentication Users Roles Console ACLs API basic users API OAuth2 clients APl hosts APl host groups

@ Dashboard
Organizations help divide users into departments or other groups (e.g., sales department, finance department...). This facilitates user management within structures and allows separate

= Jobs authentication type for each organization. They are also useful for enabling single sign-on (SSO) with using the OpenlD Connect authentication protocol.

sh Director
+ Add organization

2 Clients

& Storage [10 v EHEH Column visibility ¥ Seamh:[

@ Pools ID 4  Name #Users Auth type 1dP 1D 1dP type Enabled Tag Actions

2 Volumes No data available in table

>_ Console ‘ v| ‘ v| Actions

“ Restore

@ Graphs Showing 0 to 0 of 0 entries 0 rows selected

Tip: Use left-click to select table row. Use CTRL + left-click to multiple row selection. Use SHIFT + left-click to add a range of rows to selection.

Version: 6.5.1
4 Deployment °

Add in the organization name field the XSS payload, ex. <script>prompt()

</script> , the Organization identifier get auto-filled. Now click save .

Add organization
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H Elg%anization name:

Organization identifier:

<script>prompt{) </script>

scriptpromptscript

Description: ex: This is my first serious organiza

O Use current auth method - Local user authentication

Use identity provider

Enabled: v

Login button color: HFF9900 .

X Cancel B Save

Click on the users tab and click Edit on the newly created normal user.

B B me —
w & L =

C @ O A Not Secure 192.168.117.139 H4 ® a3 @

E: Bacularis = G (ST Q Search... [Ciri)+ & @¢ B Running: 0
Welcome, admin @ Security

(U -]
Authentication Roles  Organizations  Console ACLs  APlbasicusers  APIOAuth2 clients  APlhosts APl host groups

@ Dashboard

7= Jobs + Add user # New user

&k Director
‘ 0 Y‘ | Copy H csv H Column visibility ¥ Search::]

32 Clients
Username ¢ Long name Roles APl host method AP| hosts Enabled Tag Action
S Storage
admin Bacularis admin normal,admin Hosts Main [ 3 '@ Setaccess © Edit
@ Pools

test normal Hosts ® ® setaccess © Eait
= Volumes

>— Console Username Leng name Tag Action

“# Restore

Showing 1to 2 of 2 entries 0 rows selected
@ Graphs

Tip: Use left-click to select table row. Use CTRL + left-click to multiple row selection. Use SHIFT + left-click to add a range of rows to selection.

4 Deployment

Version; 6.5.1

Now select the second empty organization and click save .

Edit user

Username:
Long name:

Description:

E-mail:

Password:
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Administrator
Normal user

Use CTRL + left-click to multiple item selection

© use APl hosts

':___:' Use API host groups

API hosts: Main

Use CTRL + left-click to multiple item selection

Organization:

Enabled:

# Advanced options

Now logout, in the left-right corner, and the payload gets executed.

« = X @ O & Not Secure  http://192.168.117.139:9097/web/login/

@ 192.168.117.139:2097
[ |
Cancel m

Testing the exploit as a normal user
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Login as the new user with these credentials: test:passwordl . We logged
HEOI%< . ge& g& =
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in as a normal user. Now, logout and the XSS payload gets executed.
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[ RESEARCH ] - CVE-
2026-88742 - Stored
Cross Site Scripting
(XSS) in Bacularis
1.0.0 - 6.5.0 client

address

11 September 2026 - 266 words
2 mins

RESEARCH | [ CVE-2026-88742
BACULARIS

A stored XSS affects all users
who can view client details.
Add a client with the XSS
payload in the address field,
save it, then click Details to

execute the payload.

BACULARS!

[ RESEARCH ] - CVE-
2026-88743 - Stored
XSS in Bacularis 4.7.0

- 6.5.0 - director tags
11 September 2026 - 446 words
3 mins

RESEARCH| [ CVE-2026-88743
BACULARIS

Stored XSS affects all users via

globally accessible tags. Add a

global tag in JobDefs and set its
value to an XSS payload. Once

assigned, it executes for every

user who can view jobs.
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[ RESEARCH ] - CVE-
2026-95166 - Stored
XSS in Bacularis 1.0.0
- 6.5.1 - Pool

LabelFormat field

30 September 2026 - 168 words
1 min

RESEARCH| (CVE-2026-95166
BACULARIS

Stored XSS affects admins or
users with PoolList/PoolView.
Add an XSS payload to
labelFormat in Pools / Add pool;
it executes when viewing pool
details and running Update

pool.
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[ RESEARCH ] - CVE-
2026-78741 - Stored
XSS in wysiwyg-
CKEditor image
upload feature

(Silverpeas <= 6.4.6)

5 September 2026 - 235 words
2 mins

RESEARCH | | CVE-2026-78741
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[ RESEARCH ] - CVE-
2026-78738 - Stored
XSS Silverpeas Core
6.4.6 - File upload

feature

5 September 2026
2 mins

384 words

RESEARCH | [ CVE-2026-78738
SILVERPEAS

Stored XSS in Silverpeas
Document Management. By
modifying the X-FULL-PATH
header during file upload with
an XSS payload, the payload
executes when the file's

preview button is clicked.

[ RESEARCH ] - CVE-
2026-78742 - Stored
Cross Site Scripting
(XSS) in introduction
Multimedia library
application
(Silverpeas Core

<=6.4.6)

5 September 2026 - 343 words
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Q & =

SILVERPEAS

HEKI§tored XSS in Silverpeas’
CKEditor image upload feature
allows attackers to replace the
filename with a JavaScript
payload that executes after the

file is uploaded.
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2 mins

RESEARCH | | CVE-2026-78742
SILVERPEAS

Stored XSS in the Multimedia
library introduction allows
attackers to inject a JavaScript
payload via the editorl
parameter, executing when

users visit the application.
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