
CVE-2026-67398 - WHMCS
Security Update 2026-09-03

A security vulnerability (CVE-2026-67398 (https://www.cve.org/CVERecord?id=CVE-2026-67398)) has

been identified in WHMCS 4.5.0 and later involving the 2CheckOut

(https://docs.whmcs.com/payments/payment-gateway-modules/2checkout/) payment gateway module.

Under specific conditions, an attacker could retrieve customer data.

This issue was responsibly disclosed through our security program and is currently being addressed.

We would like to thank boomerang for responsibly disclosing this vulnerability.

An unauthenticated user could leverage this flaw to retrieve personally identifiable information (PII) for

a client, including the client's name, address, city, state, postal code, country, email, and phone

number. 

Affected versions include:

All WHMCS 9.x builds prior to 9.0.8.

All WHMCS 8.x builds prior to 8.13.7.

How can we help you today?

Situation

Impact

A fix is only available for supported WHMCS versions. If you are running WHMCS 4.5 or

later, you must upgrade to WHMCS 9.0.8 or WHMCS 8.13.7.


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We have released a fix for this in the following WHMCS versions: 

WHMCS 9.0.8

WHMCS 8.13.7

Update immediately to the latest WHMCS version after the patched release is available.

As a temporary workaround, you can deactivate the 2CheckOut module on your WHMCS installation. 

To do this:

1. Go to Configuration > System Settings > Payment Gateways

(https://docs.whmcs.com/payments/payment-gateways/).

2. Click Deactivate for the 2CheckOut payment gateway module.

3. Select an alternative payment gateway. The system will automatically reassign any services,

invoices, transactions, and pay methods to this new payment gateway.

Call to Action

Temporary Workaround

Product

Tour (https://www.whmcs.com/tour/)

Services (https://www.whmcs.com/services/)

Integrations (https://www.whmcs.com/apps-and-

integrations/)

What's New (https://www.whmcs.com/whats-new/)

Pricing (https://www.whmcs.com/pricing/)

Uses

Web Hosting (https://www.whmcs.com/web-

hosting/)

Domain Registrars

(https://www.whmcs.com/for/domain-registrars/)

Software Developers

(https://www.whmcs.com/for/software-

developers/)

Cloud Hosting (https://www.whmcs.com/for/cloud-

hosting/)

Web Designers (https://www.whmcs.com/for/web-

designers/)

ISP Billing (https://www.whmcs.com/for/isp-billing/)
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(https://www.whmcs.com/)
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Support

Technical Support

(https://www.whmcs.com/support/)

Community Forums (https://forums.whmcs.com/)

Tutorials & Guides (https://help.whmcs.com/)

Documentation (https://docs.whmcs.com)

Contact Us (https://www.whmcs.com/contact/)

Company

About Us (https://www.whmcs.com/company/)

Blog (https://blog.whmcs.com/)

Customers (https://www.whmcs.com/testimonials/)

Jobs  We're hiring!  (https://www.whmcs.com/jobs/)

Contact (https://www.whmcs.com/contact/)

Resources

Free Tools (https://www.whmcs.com/free-tools/)

Marketplace (https://marketplace.whmcs.com/)

Partners (https://www.whmcs.com/partners)

Download (https://download.whmcs.com/)

Feature Requests (https://requests.whmcs.com/)

Developer Portal (https://developers.whmcs.com/)

License Verification

(https://www.whmcs.com/members/verifydomain.php

Media Resources

(https://www.whmcs.com/media/)

Affiliate Program

(https://www.whmcs.com/affiliates/)

Reseller Program

(https://www.whmcs.com/resellers/)

Responsible Disclosure

(https://www.whmcs.com/security-bounty-

program/)

About (https://www.whmcs.com/company/)

| Privacy Policy (https://www.whmcs.com/privacy-policy/)

| Terms of Service (https://www.whmcs.com/terms-of-service/)

| Legal (https://www.whmcs.com/legal/)

| Contact (https://www.whmcs.com/contact/)
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