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Products Impacted

This vulnerability is present in all versions of BackendAl. We tested on version 25.3.3
(commit f7f8fe33ea0230090f1d0e5a936ef8edd8cfO959).
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A threat actor can scan the ports until they find an open interactive session and access it

without any authorization or prior authentication.
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Then, we accessed the web terminal in a new tab

= c A Not Secure  0.0.0.0:30729 :. > A = a
g8 [ All Bookmarks

work@mainl[testtest]:~$ ls
DO_NOT_STORE_PERSISTENT_FILES_HERE.md id_container
work@mainl[testtest]:~$ pwd
/home/work
work@mainl[testtest]:~$ cat id_container
————-BEGIN OPENSSH PRIVATE KEY—-—
b3B1bnNzaC1rZXktdjEAAAAABGSVbmUAAAAEbMIUZQAAAAAAAAABAAABFWAAAADZ
c2gtcnNhAAAAAWEAAQAAAQEAKSSt012Mh4/6f7xGef rhM4+pEe6h0ZORQUYYxwP
yRBjBZpeS@BACQLuUQScc+tF8czj fzwQnSFc+2LWaQQXM5apcaS5ZnXsVAjm1UUA
L1np1f@1hluGvZDRZHI5cPoBXINIKNryYrL6HUbI)i/9j0Bezd9mDXubPoh0icl8
08fueAf+Ld/dxN4PMCiclyDIBsA0DiSxcSZDXs T/ 187KyPweHnZwPBniFgmLKv3y
gelygZrs7kh/kPOP49SSe7k+QrPPLTp1A7LXGIgiCA9I7ZC11rMVuVAYj CxSa0pT
Dj Fv3Pu93T6eU44NLk@X9d5brtPLmON9XjJ/V1ie2QBiowAAA7gAAAAAAAAAAAAA
AAdzc2gtcnNhAAABAQCT LK2j XYyH; /p/VEZ5+uEkzj 6kR7qESKSFBTJ jHA/ JEGMF
mlSLOEAJAuSBJxzseszON/PBCdIVz7YthBBczlq1xpL1mdexUDSDbVROAuwenV
kenlw+j ZEgOmQ2v) i /2PQF7N32YNe5s+iE6JwvzTx+54
B/4t393E3ngKJyXIPOGWCgOJLFXJkNex/+XZSrI/B4ednA8GeIWCYSq/fK56XKB
mtLuSH+Q/Q/j1JJI7uT5Cs88t0mMUDS tcYmCIIDOj tkKKKsxWSUDKMLFJ06180MW/ c
+73dPp5TjgOuTRF131uu@8uY6f1eMnOWWI7ZAGK ] AAAAAWEAAQAAAQAV5a2N28eK
JbbIVSov1yWozGFHBs2KApICc67yPaup7aCDE/tYmdSy1qxV7 raEHKS t LuY fNi
LG/Kv8dPdoj cWtazVIk/cI/BmQOHCWHp f rXPZm6WrOX1IqOu/709IiP6FHDI6XKL
amDgDyKLZ/t7UdW/Pj JaNbjnI Lpk3mWdFoWhy2VkKxINaPQ4ZtOWRIQY+L3Gy+02
SGw8jaNJ+Y9QpFS FT+VONUBXRUT i8gMSuTpSmNq1BuSIe1mt 10WYnWDkvU27Jqz
9YHARDMAGM2W2ut@4CENMW] rpiMxrLpY3JdhmxE/qNojVirN+113iDUEesra2i0Q
wD69vLgaTINBAAAAGQCPBoGDkF4VgPUDa+LEHsZ8B6tyenL30bSiDwomScIrjdnk
BcP0OQQPSTT5H8IMFiUkWbLGSNVZKEWd1U8pig4Y/jNLSoHhns7467Y8QIknOVNow
(9dv0520/Fi6nDKu6cRIBD20AugVkvBdVsWqwPOIWz9mbrXnfr/os+hJcCf8tQAA
ATEALr90cZgNG8855sXPUXXRSUO1WYFya5cDedC1nwak8TKi+xgGaORYKgWgmmei
naktyhXdi1JVF4KXej xvOTotDKF4AT1W1sxynhKTQ7zaIHyyZFWjDCQnIksD2TvF
uBtulgGBusMNrqQuawN7GPQJAKi+Xnn2b4ueaAMIeJOCAXKAAACBAPqFN6IUSLIr
Zpu/s2z@RtncgRIPDUiTWSUFebIYRFHEX@1j0ox17x2znLzj7LuVrVpIuYgOF1FMNe f
Jlw+swHHVphvcLM+ty29gtYzCcP1YQalg71Q113ft+ihpMPy6SdGZsRy18PYvZQQ
PhbxgQKk46mra3n6RqE6amczamASzIn7AAAAAAEC
—————END OPENSSH PRIVATE KEY-—-
work@mainl[testtest]:~$ [

However, while simulating the threat actor, we access the same URL in an “incognito
window"” — eliminating any cache, cookies, or login credentials — we can still reach it,

demonstrating the absence of proper authorization controls.
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work@mainl[testtest]:~$ ls

DO_NOT_STORE_PERSISTENT_FILES_HERE.md id_container
work@mainl[testtest]:~$ pwd

/home/work

work@mainl[testtest]:~$ cat id_container

—————BEGIN OPENSSH PRIVATE KEY—

b3BlbnNzaClrZXktdjE) Z( AAAABAAABFWAAAA!
cthanhAAMAwEMQMAQEAkSStalZMh4/6f7xGefthM4+pEeGhOZOROUnywP

ic 2j fzwQnSFc+2LWaQQXM5apcaS5ZnXsVi ]mtm S .
rL6HUbI)i/9j0Bezd9
C. ﬁmszmwmkymennzﬁﬁm ervices

gelngrS7kh/kPOP495537k+OrPPLTpIA7LXGJg1CAQI7ZC11rMVuVAyJCxSaOpf
Dj Fv3Pu93T6eU44NLkOX9d5brtPLmON9XjJ/V1ie2QBiowAAA7gAAAAAAAAAAAAA
AAdzc2gtcnNhAAABAQCT K2 XYyHj /p/VEZ5+uEKz  6kR7QESKSFBTIHA/JEGMF
mlSLQEAJAuSEJXZSOXXZ()N/PBCdIVZ7YthBBCZlq1xlemdexUDSObVROAuNenV
i nlw+j ZEgOr Ji /2PQF7N32YNe5s+iE6JwvzTx+54
B/4t393E3g8wKIyXIPOGWCg0ILFxJkNex/+XzsrI/B4ednABGeIWCYsq/ FKBEXKB
mtLuSH+Q/Q/j1]J7uT5Cs88t0mUDS tcYmCIIDOj tkKKKsxWSUDKMLFJ06180MW/ c
+73dPp5TjgOUTRF131uu08uY6T1eMnIWNI7ZAGK ] AMAAAWEAAQAAAQAV5a2N28eK
JbbIVSov1yWozGFHBs2KApICC67yPaup7aCDqE/tYm8dSy1qxV7 raEHK5t LuYfNi
LG/Kv8dPdoj cWtazVIk/cI/BmQOHCWHp frXPZm6Wr0X1IqOu/7091iP6FHDI6XKL
amDgDyKLZ/t7UdW/Pj JaNbjnI Lpk3mWdFoWhy2VKKXINaPQ4ZtOWRIQY-+L3Gy+02
SGW8]aNJ+Y9QLpFSrT+VONUBXRUT i8gMSuIpSmNg1BuSJelmt10WYnWDkvU27Jqz
9YHARDMAGM2W2ut@4coNMW] rpiMxrLpY3JdhmxE/qNojVirN+1I3iDUEesre2i0Q
wD69vLgaTINBAAAAGQCPBoGDKF4VgPUDa+LEHSZ8B6tyenL30bSiDwom5cIrjdnk
BcP0OQQPSTTSH8IMFiUkWbLGSNVZKEWd1U8pig4Y/jNLSoHhns7467Y8QIknOVNow
C9dvo5Z0/Fil Wz9mbrXnfr/os+hJcCf8tQAA
AIEAL ranZgNGBBSssxPUXxRSuDleFyaScDeQClnwaKSTKlvngaURYKqumnel
naktyhXdi1JVF4KXejxv9TotDKf4AT1W1sxynhKTQ7zaIHyyZFWjDCQnIksD2TvF
uBtulgGBusMNrqQuawN7GPQJAKi+Xnn2b4ueaAMIeJOCAXKAAACBAPqFN6IUSLIr
Zpu/s20RtncgRIPDUI TWSUFebIYRFHEX@1j0x17xznLz] 7LuVrVpIuYgOF1FMNef
Jlw+swHHVphvclM+ty29gtYzCcP1YQalg71Q1I3ft+ihpMPy6SdGZsRy18PYvZQQ
PhbxgQKk46mra3n6RqE6amczamASzIn7AAAAAAEC

—————END OPENSSH PRIVATE KEY-—-

work@mainl[testtest]:~$ [|
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Mistral Vibe automatically approves a large set of commands that are not

ject to the expected workspace path restrictions, allowing files
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ere on the host to be accessed without user approval.

READ MORE

We value your privacy

\We use cookies to enhance your browsing experience, serve
personalized ads or content, and analyze our traffic. By clicking
"Accept All", you consent to our use of cookies.

Innovation Advisory &
Platform Hub Resale Partners

https://www.hiddenlayer.com/sai-security-advisory/2025-06-backendai



https://www.hiddenlayer.com/sai-security-advisory/2026-09-mistral-vibe6
https://www.hiddenlayer.com/sai-security-advisory/2026-09-mistral-vibe5
https://www.hiddenlayer.com/
https://www.hiddenlayer.com/platform
https://www.hiddenlayer.com/innovation-hub
https://www.hiddenlayer.com/partners/advisory-resale-partners
https://www.hiddenlayer.com/report-and-guide/threatreport2026
https://www.hiddenlayer.com/
https://www.hiddenlayer.com/platform
https://www.hiddenlayer.com/services
https://www.hiddenlayer.com/innovation-hub

10/29/26, 4:25 AM BackendAl | HiddenLayer | Security for Al

HiddenLayer Raises $100M Series B LEARN MORE

oTuuUlILy Alllal 1Ive

\ / \/ Insights

Al Discovery ACHEIClEL Case Study

Featured
QHmDENmmpmrm ot GUNEES  FessWiemhmreerd iR e O

: Partners
. Scannin .
Security g Guides

Red Teaming AWS

Al Attack

Simulation Agent Harness

Webinars

Podcast Databricks

Al Runtime ey

Security

Security
Advisory

About Us

Technology )
areers

Financial

) The Newsroom
Services

Research
US Federal
Government

Healthcare

CISO
Al Leaders

Application
Developers

We value your privacy

\We use cookies to enhance your browsing experience, serve
personalized ads or content, and analyze our traffic. By clicking

"Accept All", you consent to our use of cookies.

https://www.hiddenlayer.com/sai-security-advisory/2025-06-backendai



https://www.hiddenlayer.com/platform/ai-discovery
https://www.hiddenlayer.com/platform/ai-supply-chain-security
https://www.hiddenlayer.com/platform/ai-attack-simulation
https://www.hiddenlayer.com/platform/ai-runtime-security
https://www.hiddenlayer.com/solutions/agentic-mcp-security
https://www.hiddenlayer.com/solutions/ai-guardrails
https://www.hiddenlayer.com/solutions/model-scanning
https://www.hiddenlayer.com/solutions/red-teaming
https://www.hiddenlayer.com/solutions/agent-harness-security
https://www.hiddenlayer.com/solutions/technology-services
https://www.hiddenlayer.com/solutions/financial-services
https://www.hiddenlayer.com/solutions/government-services
https://www.hiddenlayer.com/solutions/healthcare-solution
https://www.hiddenlayer.com/solutions/ciso
https://www.hiddenlayer.com/solutions/ai-leaders
https://www.hiddenlayer.com/solutions/application-developers
https://www.hiddenlayer.com/innovation-hub/research
https://www.hiddenlayer.com/innovation-hub/insights
https://www.hiddenlayer.com/innovation-hub/case-study
https://www.hiddenlayer.com/innovation-hub/reports-and-guides
https://www.hiddenlayer.com/innovation-hub/webinars
https://www.hiddenlayer.com/innovation-hub/podcast
https://www.hiddenlayer.com/innovation-hub/sai-security-advisory
https://www.hiddenlayer.com/partners/technology-alliance
https://www.hiddenlayer.com/partners/aws
https://www.hiddenlayer.com/partners/databricks
https://www.hiddenlayer.com/about-us
https://www.hiddenlayer.com/careers
https://www.hiddenlayer.com/newsroom
https://www.hiddenlayer.com/research
https://www.youtube.com/@hiddenlayer
https://www.linkedin.com/company/hiddenlayersec/
https://www.hiddenlayer.com/security
https://www.hiddenlayer.com/privacy
https://www.hiddenlayer.com/report-and-guide/threatreport2026
https://www.hiddenlayer.com/
https://www.hiddenlayer.com/platform
https://www.hiddenlayer.com/services
https://www.hiddenlayer.com/innovation-hub

