
About us

As a Hardware Security Researcher, my work revolves around exploring the intricate

layers of physical and embedded systems to uncover vulnerabilities before

adversaries can exploit them. I specialize in techniques such as firmware extraction,

side-channel attacks, glitching, fault injection, black-box analysis, UART/JTAG

debugging, and reverse engineering PCB and chip-level architectures. The goal is to

bridge the gap between hardware and cybersecurity — ensuring that from the silicon

to the software, every layer of an IoT device or embedded system is resilient against

real-world attacks. My passion lies in not just finding vulnerabilities but deeply

understanding how hardware operates, how it can fail, and how security can be

woven directly into its design. The logo represents this mission: • The shield for

protection and defense, • The microchip for embedded systems, • The magnifying

glass for in-depth vulnerability research, • The soldering iron for real-world hardware
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interaction and exploitation, • The circuit paths for connectivity and complexity in

modern IoT ecosystems. In a world rapidly moving toward billions of interconnected

devices, hardware security is not optional — it’s foundational.

Website https://www.linkedin.com/in/shrrra1/

Industry Security and Investigations

Company size 2-10 employees

Headquarters Mumbai, Maharashtra, India, Maharashtra

Type Self-Employed
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Primary

Mumbai, Maharashtra, India, Maharashtra 401105, IN

Get directions
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Vitika Prakash Mahto

2mo
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Like Comment Share

Marketing Genius 💡: Cadbury 🍫 

How Cadbury Dairy Milk Turned “Kuch Meetha” into Itself 💕

Today I saw a dad buying a Cadbury for his son.

Reason? He just scored amazing marks in his 10th boards. 📄✨

No cake. No big celebration.

Just one line:

“Chal, isi baat pe kuch meetha ho jaaye.”

And that got me thinking…

This line existed in India way before Cadbury.

A cultural reflex for every small or big good moment.

But over time, something changed 👀

“Meetha” didn’t stay generic anymore.

In most people’s heads, it quietly became = Cadbury 💜

That’s what they nailed.

Not selling chocolate… but embedding themselves into a habit that already existed.

So now it’s not even a decision.

Good news → Meetha → Cadbury

Effortless. Automatic. Powerful. ⚡

That’s not just branding.

That’s becoming part of culture.

#Marketing #Branding #Cadbury #advertising 
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66 · 2 Comments

Like Comment Share

Marketing 🏪 vs Advertising 📺 vs Sales 💰

Marketing, advertising, and sales are often used interchangeably, but they do very different 

jobs. 

💹 Marketing is the thinking layer — understanding the customer, defining the problem, 

positioning the product, and creating demand before someone is ready to buy 🧠. 

📻 Advertising is one execution of marketing — it amplifies that message through ads, 

content, and campaigns to drive visibility and interest 📢. 

💸 Sales comes in once interest exists and converts it into revenue through conversations, 

trust, and decision-making 🤝.

So when I say I work in marketing, I’m not just helping run ads or closing deals. I define who 

the product is for, why it matters, and how it should be communicated — work that directly 

shapes advertising and makes sales easier 🚀

#marketing #innovation #knowledge #sales
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I walked into a “smart” trial room to try something very… personal 😅

Underwear level personal.

Door closed.

Lights on.

And suddenly a screen wakes up saying

“Touch the screen to start.”

Bro… I came here to try clothes, not boot up a computer 😂

Then it gets better.

The screen already knew what I was holding.

It showed the exact item name, size options (M, XXL), and a big red button that said

“Bring me this item.”

So while I’m checking if things fit properly…

a system is tracking what I picked, what size I need, and how I interact with it.

Behind that fancy mirror is basically:

• a touchscreen

• a mini computer

• a network connection

• and software talking to the store backend

Which means the trial room is no longer just a private space.

It’s a data collection zone.

And then I Noticed something even more interesting 👀

A USB female port was literally hanging out from behind the screen.

Yes, that blue USB you see in my hand in the photo.
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That’s not decoration.

That’s a maintenance and data interface.

In simple words:

this mirror is a computer, and someone forgot to hide the keyboard port.

Cool tech? Yes.

Slightly scary? Also yes.

Why this is not paranoia (Real World cases):

This exact kind of tech has already gone wrong globally:

• Hidden trial room cameras found active

(USA – Rebecca Minkoff Smart Mirrors)

• Live changing room camera feeds exposed online

(China, South Korea, Russia Retail store)

• Body and face data collected without consent

(EU – H&M, ZARA under GDPR investigations)

• Store staff misusing trial room systems to view customers

(Japan & South Korea Retail supply chain)

All of this came from the same combo:

Smart mirrors + cameras + weak security + human curiosity.

So yeah…

Next time you step into a “smart” trial room, remember:

You might be trying clothes.

But the system is trying to know you.

#CyberSecurity #PrivacyMatters #SmartStores #IoTSecurity #RetailTech 

#DataPrivacy #EthicalTech #TechInDailyLife
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Kavach IoT Security reposted this

Vitika Prakash Mahto

6mo ·  Edited

So today I was brushing 🪥 my teeth, fully on autopilot, when I noticed something…

The toothpaste I use every morning is actually a night toothpaste. 👀

My first thought wasn’t “oops.”

It was: bro… will it have negative effects? 😳

Naturally, I went down a mini rabbit hole.

Is there some hardcore science behind day vs night toothpaste? 🤔

Different powers? Different missions?

Turns out… not really. 🤷🏻♀️

Tiny ingredient differences, sure.
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But the real magic? Marketing 🪄

Same habit. Same bathroom. Same me.

But now the brand has me thinking I need two toothpastes to be a responsible adult. 

They didn’t change my teeth.

They changed my routine. 🙆🏻♀️

And that’s when it hit me — marketing isn’t always loud campaigns or big ads. 📇

Sometimes it’s quietly convincing you that your morning toothpaste is wrong.

MBA in marketing really makes you overthink life.

Even brushing your teeth isn’t safe anymore 🫠🪥

#marketing #observation #mba #innovation
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When I started my MBA, I honestly thought, “Why am I studying Finance, OB, HR or 

Analytics? I’m from Marketing… mujhe kya zarurat?” 😅

But slowly, class by class, something clicked.

It wasn’t like school where random subjects felt forced and useless.

These courses actually opened my eyes , helping me understand how decisions are made 

beyond campaigns, beyond branding, beyond customer insights. 📊💡

💰 Finance showed me the story behind numbers.

🧠 OB made me notice how people shape outcomes.

🤝 HR helped me understand what truly drives teams and culture.

📈 Analytics taught me why data isn’t just data.

⚙️ Operations showed me how everything runs behind the scenes.

🧩 Strategy made every business case feel like a puzzle.

Today, I realise marketing isn’t just “marketing” 🙅🏻♀️

It’s part of a much bigger business ecosystem. And this MBA is helping me see that bigger 

picture every single day. 🌟

#marketing #mba #learning #growth
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Shravan Singh Rathore

8mo

Ever noticed the tiny text flashing on the digital indicators inside Mumbai Local Trains?

Something like:

Address-01L

Sw.ver-2.04

Most passengers ignore it. But if you’ve worked with embedded systems or IoT firmware, 

your brain probably lights up.

Here’s the thing—those aren’t random strings.

Address-01L

This is the network address assigned to that specific display unit on the train’s internal 

communication bus.

Each panel is a node. When technicians need to diagnose faults, identify a dead screen, or 

push configuration updates, this address tells them exactly which device they’re talking to.

It’s basically a MAC-tag for the railway coach network.

Sw.ver-2.04

That’s the firmware version running on the microcontroller inside the display.

Why it matters:

• Tracking bugs

• Checking compatibility

• Rolling out fixes across hundreds of coaches

• Auditing old builds during security reviews

In IoT Security, we see this daily. Hardcoded firmware, unpatched versioning, device 

enumeration… and when scaled across entire city networks, this becomes critical 

infrastructure security.
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Like Comment Share

What this really means is:

Even something as ordinary as a local train quietly runs on embedded systems, firmware 

logic, network addressing, and strict version control.

Security teams often focus on web, cloud, and apps, but the real world runs on Hardware that 

never asks for attention… until it breaks.

Next time you travel, look around.

Cybersecurity isn’t always behind a screen.

Sometimes it’s printed right above your head on a rattling suburban train.

#CyberSecurity #EmbeddedSecurity #IoTSecurity #HardwareSecurity 

#FirmwareAnalysis #MumbaiLocal #CyberAwareness #CriticalInfrastructure 

#ThreatModeling #ICS #OTSecurity #Vulnerabilities #EmbeddedSystems 

#PublicTransport #CyberCommunity #SecurityEngineering #CyberResearch 

#DigitalSecurity #CyberObservations #TechInPublic #FirmwareSecurity 

#DeviceSecurity #ReverseEngineering #FieldNotes #SecurityInsights 

#CyberThreats #EngineerLife #RealWorldSecurity #SecurityByDesign #IndiaTech
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Shravan Singh Rathore

9mo

CVE-2025-10546

Back in March, my friend Amey Chavekar reached out with a hunch about the Excitel 

Broadband HomePPLC Router (2K15X). We teamed up, pulled apart the Firmware, tested 

behaviors, and soon confirmed something real - a Cross SiteScripting (XSS) vulnerability in 

the router’s diagnostic interface.

A simple Payload like:

<script>alert(1)</script>

was enough to exploit it. That’s how small the gap was.

Impact? Session hijacking, Cookie Theft, phishing - the kind of attack that turns a household 

router into an attacker’s playground.

We went the full responsible disclosure route - detailed report, CVSS 6.1 scoring, and even a 

video POC - and shared it with CERT-In.

What I truly appreciate is how CERT-In and PSIRT team handled it: quick acknowledgement, 

professional coordination, and making sure this issue didn’t slip under the radar.

Now, it’s official:

✔️ Published on CERT-In: CIVN-2025-0215 https://lnkd.in/d6vQZWta

✔️ Public CVE: CVE-2025-10546 https://lnkd.in/dqa59h_r

For me, this achievement isn’t about “one more CVE ID.”

It’s about the journey - from spotting a small bug, proving its impact, disclosing responsibly, 

and working with teams who genuinely care about security.

Big thanks to Amey for collaborating on this and to CERT-In for closing the loop.

Every CVE reminds me why I chose this field: making connected devices safer for everyone.

#CyberSecurity #IoTSecurity #HardwareSecurity #VulnerabilityResearch 
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This morning felt like a true Mumbai monsoon commute.

The Rain had just stopped, platforms were overflowing, and when my train finally came, it 

was the usual mad rush.

I grabbed one handle, half a foot inside the train and the other hanging out, squeezing my 

way on the Western line toward Dadar Only after crossing Dadar, when the crowd eased a 

little on the way to Thane did I finally look up… and noticed something unexpected.

On the screen, instead of Ads were Cybersecurity Awareness tips:

🔹 Limit Nearby Sharing

🔹 Turn off Bluetooth when not in use

In that chaotic moment, it struck me—awareness doesn’t always need a grand stage. Even in 

a packed local, these small reminders can spark safer habits.

For a city that moves millions every single day, these little steps are what create a culture of 

safety, digital and otherwise.

Sometimes, the biggest impacts begin with the smallest nudges.

#MumbaiLocal #CyberSecurityAwareness #DigitalSafety #SmallStepsBigImpact
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Kavach IoT Security reposted this

Shravan Singh Rathore

10mo

Multiple Vulnerabilities .  ZKTeco Inc WL2 Biometric Attendance Systems

📅 January 2025 → August 2025

🔹This journey started with a chip-off analysis, where I desoldered the NAND flash and 

extracted the Firmware for a deep-dive. After rigorous Reverse Engineering, I even re-

soldered the chip back and validated the findings directly on the hardware with testing 

probes ensuring every vulnerability was not only theoretical but practically verifiable.

🔹But what made this disclosure special was the step-by-step firmware evolution. Each 

version showed progress, yet critical gaps remained until the final advisory.

🔄 Firmware Evolution Across the Journey:

🔹FIRST Firmware

 🧱 Contained cleartext Wi-Fi configuration, hardcoded superuser credentials, private key 

exposure, and embedded MQTT secrets.

 🔓 High risk of unauthorized access and device compromise.

🔹Second Firmware

 📦 Vendor patched plaintext credential storage and removed some MQTT broker details.

 ✅ Security improved, but private keys and Wi-Fi data were still exposed.

🔹Final Assessment

 🔐 Despite repeated improvements, hardcoded private keys and cleartext Wi-Fi storage 

remained unresolved.
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 📢 Disclosure escalated to CERT-In , leading to official advisory: https://lnkd.in/dZU97ibv

🔍 Vulnerabilities Disclosed (ZKTECO Device)

🔹Cleartext Storage Vulnerability (CVE-2025-54464)

🔹Hard-coded Credentials Vulnerability (CVE-2025-54465)

🔹Hard-coded Private Key Vulnerability (CVE-2025-55279)

🔹Information Disclosure Vulnerability (CVE-2025-55280)

🤝Collaboration NOTE

🔹The vendor remained supportive and engaged throughout the disclosure journey providing 

firmware updates, assisting in validation, and coordinating on fixes. At times, the impact was 

understandably downplayed as being “less likely in real-world use” since these devices are 

often deployed indoors or within offices.

🔹Nevertheless, their cooperation, combined with CERT-In’s guidance, ensured that the 

vulnerabilities were formally addressed and responsibly disclosed.

📢 Official Disclosure:

 🔗 CERT-In Advisory: CIVN-2025-0172 https://lnkd.in/dZU97ibv

 🗓️ Published: August 2025

🔐 This journey is a reminder that securing IoT/biometric devices requires layered protection, 

removing hardcoded secrets, encrypting sensitive configs, and hardening firmware 

protection.

#ZKTeco #IoTSecurity #FirmwareSecurity #ChipOff #CERTIn 

#ResponsibleDisclosure #VulnerabilityResearch #CyberSecurity 

#HardwareHacking #EmbeddedSecurity #CVEs #BugBounty #HackerNews 

#InfosecCommunity #ExploitDev #MalwareResearch #RedTeam #BlueTeam 

#ZeroDay
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