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GoAnywher
e MFT, a
popular file
transfer
application,
is warning
about a
zero-day
remote
code
injection
exploit. The
company
said it has
temporarily
implement
eda
service
outage in
response.

| had to
create an
account on
the service
to find this
security
advisory,
so I'll just
paste the
advisory
here:
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A Zero-Day
Remote
Code
Injection
exploit was
identified in
GoAnywher
e MFT. The
attack
vector of
this exploit
requires
access to
the
administrat
ive console
of the
application,
which in
most
casesis
accessible
only from
within a
private
company
network,
through
VPN, or by
allow-listed
IP
addresses
(when
runnind in
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nts, such
as Azure or
AWS).

If the
administrat
ive console
is exposed
to the
public
internet, it
is highly
recommen
ded
partnering
with our
customer
support
team to put
in place
appropriate
access
controls to
limit
trusted
sources.

The Web
Client
interface,
which is
normally
accessible
from the
public
internet, is
not
susceptible
to this
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administrat
ive
interface.

If your
administrat
ive
interface
had been
publicly
exposed
and/or
appropriate
access
controls
cannot be
applied to
this
interface,
follow
these steps
to evaluate
and
mitigate
your
exposure:

1. Review
all
administrat
or users

Evaluate
your admin
user
accounts
for
anything
suspicious.
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on these
accounts
include:

Unrecogniz
ed
usernames

You can
view more
details by
clicking the
cog icon
next to any
User Name
listed and
selecting
the “View”
option.

The
Created By
details
show
‘system’

Note: There
are some
default, or
initial
admin user
accounts
that are
created
automatica
lly - either
through
initial
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default
‘disabled’
root and
administrat
or
accounts.
If there are
admin
accounts
created by
‘system’
that aren't
recognized,
investigate
further.

The
timing of
the
account
creation is
suspicious

The
Created On
time and
date may
not be
during a
time when
you would
have been
working
with the
platform.

Admin
Audit Log
shows a
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disabled
super user
creating
this
account

Search the
Administra
tion log for
activity
(Reporting
-> Audit
Logs ->
Administra
tion).
Search for
anything
created by
root user.

Click the
magnifying
glass next
to the log
of
suspicious
activity to
view more
details.

2. Apply
mitigation
configurati
on

On the
file system
where
GoAnywher
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edit the file
[install_dir]
/adminroot
/WEB_INF/
web.xml
Find and
remove
(delete or
comment
out) the
following
servlet and
servlet-
mapping
configurati
onin the
screenshot
below.

Before:
<servlet>

<servlet-
name>Lice
nse
Response
Servlet</se
rvlet-
name>

<servlet-
class>com.
linoma.ga.
ui.admin.se
rvlet.Licens
eResponse
Servlet</se
rvlet-class>
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<load-
on-
startup>0<
/load-on-
startup>

</servlet>

<servlet-
mapping>

<servlet-
name>Lice
nses
Response
Servlet</se
rvlet-
name>

<url-
pattern>/lic
/accept/</
url-pattern>

After:

<l--

Add these
tags to
comment
out the
following
section (as
shown) or
simply
delete this
section if
you are not
familiar
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<servlet>

<servlet-
name>Lice
nse
Response
Servlet</se
rvlet-
name>

<servlet-
class>com.
linoma.ga.
ui.admin.se
rvlet.Licens
eResponse
Servlet</se
rvlet-class>

<load-
on-
startup>0<
/load-on-
startup>

</servlet>

<servlet-
mapping>

<servlet-
name>Lice
nses
Response
Servlet</se
rvlet-
name>

<url-
pattern>/lic

- Infosec Exchange
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</servlet-
mapping>

->

Restart
the
GoAnywher
e MFT
application

If
GoAnywher
e MFTis
clustered,
this change
needs to
happen on
every
instance
node in the
cluster.

If you have
questions,
our support
team s
here to
help.
Please
contact
Support via
the portal
my.goanyw
here.com/,
email
goanywher

e.support@
helpsystem

https://infosec.exchange/@briankrebs/109795710941843934

..." - Infosec Exchange

11/20


https://my.goanywhere.com/
https://my.goanywhere.com/
https://infosec.exchange/explore
https://infosec.exchange/public/local
https://infosec.exchange/about
https://infosec.exchange/auth/sign_up
https://infosec.exchange/auth/sign_in

8/6/26, 5:05 AM

BrianKrebs: "GoAnywhere MFT, a popular file..." - Infosec Exchange

044-4242
for
assistance.

Feb 02,
2023, - @
02:53 PM
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BTW,
the
fact
that |
can
copy
past
aan
entir
e
secu
rity
advis
ory
of
this
lengt
hin
one
post
is
one
of
the
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reas
ons |
love
posti
ng

here.
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One
of
GoA
nywh
ere's
cust
omer

liste
don
their
webs
ite, is
McK
€sso

"The
CDC
and
HHS
selec
ted
McK
€sso
nas
the
u.sS.
gove
rnme

nt'e
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but
this
one
didn't
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e
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our
MSS
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So,
you
can
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t at
least
one
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org
patc

https://infosec.exchange/@briankrebs/109795710941843934 18/20


https://infosec.exchange/@CDubbs
https://infosec.exchange/@briankrebs
https://infosec.exchange/@briankrebs
https://infosec.exchange/@briankrebs
https://infosec.exchange/@briankrebs
https://infosec.exchange/explore
https://infosec.exchange/public/local
https://infosec.exchange/about
https://infosec.exchange/auth/sign_up
https://infosec.exchange/auth/sign_in

8/6/26, 5:05 AM BrianKrebs: "GoAnywhere MFT, a popular file..." - Infosec Exchange

https://infosec.exchange/@briankrebs/109795710941843934

EN =

toa

Mast
odon
post.

A1

»®

@bri

ankr
ebs
Follo
w-up,
you'r
e
quot
edin
a
Rapi
d7
Emer
gent
Thre
at
advis
ory
that
just
went
out
with
their
articl
e by
Caitli
n
Cond
on
toda
y.
rapid
7.co
m/bl

nn/n

19/20


https://infosec.exchange/@CDubbs
https://infosec.exchange/@briankrebs
https://infosec.exchange/@briankrebs
https://infosec.exchange/@briankrebs
https://infosec.exchange/@briankrebs
https://www.rapid7.com/blog/post/2023/02/03/exploitation-of-goanywhere-mft-zero-day-vulnerability/?utm_source=marketo&utm_medium=email&utm_campaign=ETR_anywhereMFT&mkt_tok=NDExLU5BSy05NzAAAAGJt2RlXo9aWUmBJtFvrRbClYADwWYNJKnQDaRVZoXQGkqwTBiI3dEyFQ5WHFUzszAZhxzNe5mq6VJlUyrwDhcwoB8VL7hKWkT0F4JObmR0I0Yj3w
https://www.rapid7.com/blog/post/2023/02/03/exploitation-of-goanywhere-mft-zero-day-vulnerability/?utm_source=marketo&utm_medium=email&utm_campaign=ETR_anywhereMFT&mkt_tok=NDExLU5BSy05NzAAAAGJt2RlXo9aWUmBJtFvrRbClYADwWYNJKnQDaRVZoXQGkqwTBiI3dEyFQ5WHFUzszAZhxzNe5mq6VJlUyrwDhcwoB8VL7hKWkT0F4JObmR0I0Yj3w
https://www.rapid7.com/blog/post/2023/02/03/exploitation-of-goanywhere-mft-zero-day-vulnerability/?utm_source=marketo&utm_medium=email&utm_campaign=ETR_anywhereMFT&mkt_tok=NDExLU5BSy05NzAAAAGJt2RlXo9aWUmBJtFvrRbClYADwWYNJKnQDaRVZoXQGkqwTBiI3dEyFQ5WHFUzszAZhxzNe5mq6VJlUyrwDhcwoB8VL7hKWkT0F4JObmR0I0Yj3w
https://www.rapid7.com/blog/post/2023/02/03/exploitation-of-goanywhere-mft-zero-day-vulnerability/?utm_source=marketo&utm_medium=email&utm_campaign=ETR_anywhereMFT&mkt_tok=NDExLU5BSy05NzAAAAGJt2RlXo9aWUmBJtFvrRbClYADwWYNJKnQDaRVZoXQGkqwTBiI3dEyFQ5WHFUzszAZhxzNe5mq6VJlUyrwDhcwoB8VL7hKWkT0F4JObmR0I0Yj3w
https://www.rapid7.com/blog/post/2023/02/03/exploitation-of-goanywhere-mft-zero-day-vulnerability/?utm_source=marketo&utm_medium=email&utm_campaign=ETR_anywhereMFT&mkt_tok=NDExLU5BSy05NzAAAAGJt2RlXo9aWUmBJtFvrRbClYADwWYNJKnQDaRVZoXQGkqwTBiI3dEyFQ5WHFUzszAZhxzNe5mq6VJlUyrwDhcwoB8VL7hKWkT0F4JObmR0I0Yj3w
https://www.rapid7.com/blog/post/2023/02/03/exploitation-of-goanywhere-mft-zero-day-vulnerability/?utm_source=marketo&utm_medium=email&utm_campaign=ETR_anywhereMFT&mkt_tok=NDExLU5BSy05NzAAAAGJt2RlXo9aWUmBJtFvrRbClYADwWYNJKnQDaRVZoXQGkqwTBiI3dEyFQ5WHFUzszAZhxzNe5mq6VJlUyrwDhcwoB8VL7hKWkT0F4JObmR0I0Yj3w
https://infosec.exchange/explore
https://infosec.exchange/public/local
https://infosec.exchange/about
https://infosec.exchange/auth/sign_up
https://infosec.exchange/auth/sign_in

8/6/26, 5:05 AM BrianKrebs: "GoAnywhere MFT, a popular file..." - Infosec Exchange
02/0

Ko

EN A ®

@bri
ankr
ebs

It's

nice

to

have ‘

train
of ‘
thou

ght,

inde

ed.

lost
skill

https://infosec.exchange/@briankrebs/109795710941843934 20/20


https://www.rapid7.com/blog/post/2023/02/03/exploitation-of-goanywhere-mft-zero-day-vulnerability/?utm_source=marketo&utm_medium=email&utm_campaign=ETR_anywhereMFT&mkt_tok=NDExLU5BSy05NzAAAAGJt2RlXo9aWUmBJtFvrRbClYADwWYNJKnQDaRVZoXQGkqwTBiI3dEyFQ5WHFUzszAZhxzNe5mq6VJlUyrwDhcwoB8VL7hKWkT0F4JObmR0I0Yj3w
https://www.rapid7.com/blog/post/2023/02/03/exploitation-of-goanywhere-mft-zero-day-vulnerability/?utm_source=marketo&utm_medium=email&utm_campaign=ETR_anywhereMFT&mkt_tok=NDExLU5BSy05NzAAAAGJt2RlXo9aWUmBJtFvrRbClYADwWYNJKnQDaRVZoXQGkqwTBiI3dEyFQ5WHFUzszAZhxzNe5mq6VJlUyrwDhcwoB8VL7hKWkT0F4JObmR0I0Yj3w
https://www.rapid7.com/blog/post/2023/02/03/exploitation-of-goanywhere-mft-zero-day-vulnerability/?utm_source=marketo&utm_medium=email&utm_campaign=ETR_anywhereMFT&mkt_tok=NDExLU5BSy05NzAAAAGJt2RlXo9aWUmBJtFvrRbClYADwWYNJKnQDaRVZoXQGkqwTBiI3dEyFQ5WHFUzszAZhxzNe5mq6VJlUyrwDhcwoB8VL7hKWkT0F4JObmR0I0Yj3w
https://scicomm.xyz/@Doug_Bostrom
https://infosec.exchange/@briankrebs
https://infosec.exchange/@briankrebs
https://infosec.exchange/@briankrebs
https://infosec.exchange/@briankrebs
https://infosec.exchange/explore
https://infosec.exchange/public/local
https://infosec.exchange/about
https://infosec.exchange/auth/sign_up
https://infosec.exchange/auth/sign_in

